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R A A -IL—2TT,

2. Hay—%

CEAVEEETNIAREN BREEREL TV A FREDEAHYELL. BFHT
IHABEBEVLITORTEETTIEBZSU,

2 W =
ARIK 158
AC 7R T4 1 1@




3. HAENE

3. 1. hEX lite

hEX & 1)—X EnikiiEAE

# | ‘R B L
@ | Power TEMD AC 7H TaEEHZELET,
@ | RES JEybREUTY,
EIE LED T,
@ | PWR e e
EIRN ON DBFICHERITLET,
@ | us aI—HZEY B TONT- LED TY,
- /system routerboard leds [CTEEDARNUIEFEIYLTHIENEEFET,
Etherl /R—rTY,
Internet WAN ;R—rELTEMELET,
® (PoEIn) Passive PoE A AIZxIGELTEY., DC8-30V DERA N TIL—2ZEESHE
HTENHEFT,
Ether2~5 FR—+ T3,
® |2~5 .
LAN R—rELTEIMELET,
@ | 1~5 Etherl~5 Y2950 FTH,
— Vo7 vTTHERL. BIERICIERBRLET,
BRENHIEFIE

@D RESRAVERLLEASEREREZHBALET,
@ USR D#kE®M LED NEELI=5, RESTRAVEBELET .
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hEX O 1)—X HikiiBAZE

# | ‘R EA
@ | Power HEBD AC THTREEHLET
@ | RES JEybREUTY,
EI® LED T,
O |BWR | mimas ON OBSI= B AATLET.
@ | us aI—HZEY B TOHNT= LED TY,
B /system routerboard leds [ZCTEEDARUINEFE|YYTRIENAEEFT,
Etherl /R—rTY,
Internet WAN R—rELTEIMELET S
® (PoEIn) Passive PoE A AIIZxIGELTEHY., DC8-30V DERANTIL—2ZEESHE
HIEMNHEFT,
Ether2~5 R—+ T3,
® |2~5 .
LAN R—RELTEIMELET,
@ | 1~5 Etherl~5 Y2950 FTH,
- Vo7 vTFHERL. BIERICIERBRLET,
BEANIEFIE

® RESAHRAVERLEGHASEREHRALET,

@ USR OO LED N RiLT-5. RES RV ERLET,
® E—TJEMERY. M LEEESNBFEYET,

@ LIEKLTE—TEMN2MEBz5, LR T T,
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4. WebFig~O5 (>

WEB 7594 %{#HL T. Router0OS IZAY 42952 ET. RouterOS NEB#EEND—DTHS
WebFig [CAY A3 52 EMHEET,

o DOJAUHHKE

IP 7FLR : 192.168.88.1
d1—H4% : admin
INRT)—K {0

e DOJAVFIE
D FSYHFDOFTRLR/N—[Z http://192.168.88.1"E AN THEFELET,
@ 1—H&EAALT [Login[ErIvILET,

RouterOS WebFig Login

Login: |Eldmin | | Login |

Password: | |

® RBTAUITHETITSHE. Quick Set BIEMNRRINFET,

W wbhy | e _H'Il.
R v e fadie]
Eilemes Quick Geb
Ciondigu ration
Medas Eridgs
Inbarmat
Pas F
iddres Rrndian Stesc © Aioec L
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Lol Flebwory
o Rddreas 3 Wl
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HCE Erraer
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Ermck Fer sz [
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Condins Fae vt

@ BEALO WebFigle9)vH$HIET, WebFig DEIEEBICCEAHEFT,
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4.1. Quick Set EEHIZDUL\T
Quick Set BIE Tl&. EARMGIL—EDBEEITOIENHFEET,

(I Mode # Router. Bridge MSZEIRLET,

Configuration

Mode * Router Bridge

@ Internet [CBAT BEREFITLET,

Internet
Address Acquisition Static ® Automatic PPPoE
IP Address |E| |E|
Netmask
Gateway
MAC Address \B8:69:F4:81:D0:26
HE 5 BA
Port WAN R—bELTERT D R—REERLET,

TRLADBRFHEEZRLES,

Static: F##0 IP 7RLRZFRELFT,

Address Acquisition | Automatic:DHCP H—/\Mi5 IP PRLURZEELET,
PPPOE:PPPoE 1—H & &/XRT—REAALTISP AL IP 7R
LRERBFTLET
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® LANICEAFBREEITVET,

Local Network

1P Address [192.168.88.1 |
Netmask | 255.255255.0 (124) v |
DHCP Server i

DHCP Server Range & |192.158.38.1D—192.158.83_2:|

MNAT b
HE HL:
IP Address LAN D IP PRLRZEERELET,
Netmask LAN QDY TRy T RIEEELET,

DHCP Server

DHCP H—/\HEBED BN/ BIEHRELET .

DHCP Server

DHCP H—/\# e AL =RIZIWLH T IP PRL ADEFEZF

Range ZELFET,
NAT NAT DEX/EHEFRELET,

@ JARATLICHTRHREETVET,

RH

System

Router Identity \MikroTik |

| Check For Updates || Reset Configuration |

Password | |

Confirm Password | |

| Apply Configuration

s A

Router Identity

IW—BDRATLBERELFY

Password O AVINRAT—REHRELET,

¥ EXaUT RIEDT= ., BT ERELTLIEELY,
Confirm . N R . -

HRED=6H. 004 AT —FE35—FEANLET,
Password

® B #I< |Apply Configuration 45 vILET

Apply Configuration
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4.2. 48—y MZESET SR
IL—BE A BZ—R YR T DRI, EX 1) TARIEDE=OICUTOHREFNT ToTLES
LYo

D BTAVIRT—FOER
|System=>Password |".{—5§?RL,s New Password & U} Confirm Password [Z/XXATJ—KZAALZE
ED
X TIHIMRETIE/AART—FH VD T, Old Password [LZEHHIZIEYET,

‘ Change ‘ | Cancel |

Old Password

MNew Password BEEERRERES

Confirm Password erersanes

@ FREHY—LRAOEL
[P=Services [&#IRL . FisEHH—E R I3 [D[Disable)& 4y IL TELEHES,

8 items
. - TLS
4 Name Port Available From Certificate .
Version
E| X @ api 8728 any
E| X @ api-ssl 8729 none any
E| X @ fp 21 any
D @ ssh 22 any
E| X @ telnet 23 any
E| X @ winbox 8291 any
D] o www 30 any
E| X @ www-ss 443 e any
8 items
. - TLS
4 Name Port Available From Certificate .
Version
D] @ api 8728 any
D @ api-ssl 8729 none any
D @ ftp 21 any
D @ ssh 22 any
D| @ telnet 23 any
D] @ winbox 3291 any
D] @ www 80 any
E| X o u S 443 one any
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5. CLI(Telnet/SSH)ADAS 1>

CLI Z{ AL T. RouterOS ICAY A2 B ETHREEZITLET,

o OJAUHMHRTE

IP 7RL R : 192.168.88.1
d1—H4 : admin
INR)—K D L

o OJAVFIE

@ avRFAVTRITUTOATUREETLET,

telnet 192.168.88.1

@ Login IZ7admin”, /SR T —RIZAHA AE T [Enter] F—ZFMLTOT AU LET,

Login: admin

Password:

14



hEX & 1)—X EnikiiEAE

5.1. CLIDEXRBEEIZDOINT

o AJITOREUHL
“EANTAIET EATREGIAVURD—EERRIETAHENHEFTT,

[admin@MikroTik] >?

o [ERE
Mikrotik @ CLI [EREBIZH AN TULET,
BZIE”"/ip address”EANTBEIP PRLADAZ 1—BEEIZEBETAENEEFTT,

[admin@MikroTik] >/ip address
[admin@MikroTik] /ip address>?

—HFLORRBIZRAICIE"/"ZAAL, VEDRIDERICRAICIE™."ZAALET.

® [tem Numbers
ZTNTNDEREMB (T ATL)IZITENEN tem Numbers DR TULET,
set ARURGETHREEZERITHRE. EELZVEREME (7 A4 TL)D Item Numbers 5 7E
TEALENHYFET,
Item Numbers MR T DIZIXZNZENDFEB T print”" 2T FEFERALFET,

o [Tabl¥—I&kBaATUFHT

[Tabl ¥ —%#EHTAHET,. AVUVRDHETEEITIENHEFT,
BIZ X" inte” DIKRET[TablF—% 9 &, "interface” EHTINET
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5.2. CLI ®O—fER97ea< U RIZDINT

® Print A<k
print AVVREMEATHSLT, EREMDEIRE Item Numbers ZFERT HTEA LK
ED
Item Numbers (XX EERBEITOBICFERLET,
LU DOHFITIL, ether! M 10.10.10.1/24 £S5 IP 7KL R IZ1& Item Numbers=1 FHE| YT
LNTVSIENRMYET,

Item Numbers

e addavLR
TATLIVANDREZICEREEEEBMTHEAHEFT,
LU T OHITIE, etherl @ 10.10.10.1/24 £V IP PRL A% ip address D7 A TLAKIE
MmLTLES,

=10.10.10.0
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set AT K

$8E L 7= Item Numbers DEREZERTHEMNHEFT,

LT DOHITIEL., ip address M Item Numbers=1(ether1)DE%E % address=10.10.10.1/24 H 5
address10.10.10.2/24 I[CEBLTLVET,

@ /ip address print
EANLT . HRED P PELADYARERKRLET,
LI T DOFITIE. bridge M Item Numbers 5707, ether1 @ Item Numbers 51" TdHd

ENOMYET,

id, 0 - dvramic

INTERFACE

@ set numbers=1 address=10.10.10.2/24
Item Numbers="1"Td 5. etherl D IP PRLRAZZELET,

@ ﬁlf;”priﬁ‘tnakjjd—ét~ ether1 o) IP 7pl/xb§wﬁﬁéhf:o)b§ﬁﬁgﬁﬁ*$j—o

. 0 - dyvramic

INTERFACE
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remove OV K
$ETE LTz Item Numbers DEREZHIBRT HIEMHEFET,
LT OHITIE. ip address @ Item Numbers=1 DERFEZHIERL TLVET,

0 - dvramic

IMTERFACE

0 - dwvramic

IMTERFACE

move AV K

$EFELT= Item Numbers DERELZBESELHIENHEFT,

LT OHITIE., ip firewall filter @ Item Numbers=2 MR FEEE Item Numbers=1 DR EED
IEFEZ ANBZTLNET,

T7AT 24— ILIE, ltem Numbers W/NEWBFIZRIBEINDIL—ILED T, TATLIRE
DIEENFICEETY,

[admin@MikroTik] >/ip firewall filter

[admin@MikroTik] /ip firewall filter>move numbers=2 destination=1

export AV K
BEODERBTETINTVWSATURDYRAMERRLET,

quit <R
— & LOBTINIATUREERTTHE.CLINGAT T O HIEMNEERET,
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6. EARE
EAMEREEEAEICOVTHRALES,

6.1. 1—YRYMUEIT—ADIKEFER

o Web [ZkAHHEESLE

Interface [£#IRT 2. 124 T1—RDKEEHRT BT ENHEET,
Name DEBIDT ILIT7RYMMIKR—FDRAT—RRERLET,

R (A R—tM)2OT7vTLTNDIEERLET,

S (R—IATUUDIZBEL TSI EERLET,

T CAPsMAN
— Router0S v6.43.7 (stable)
1 Wireless
{8 Interfaces Interface ” Interface List ” Ethemnet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP ” Bonding || LTE
A, Bridge
=2 Switch |Add New ¥ || Detect Inlernet|
EE pPP
°8 Mesh 7 items
kg 1P >
4 Name Type Actual MTU L2 MTU Tx Rx

<77 MPLS >
£ Routing - 111 defeconf
{83 System > -lo] R 4+t bridge Bridge 1500 1538 63.0 kbps 5.0 kbps
& Queues 1B 77T T Weethers” T Tethemer ~ T 7 1540~ ~ T ised ~ obps 0bps T
=] Files 1 ﬂ RS 4j# ether2 Ethernet 1500 1598 0 bps 0bps

Lag : ﬂ s 4% cther3 Ethernet 1500 15598 0 bps 0bps
(Al
) Radius 1D 5 4 etherd Ethernet 1500 1598 0 bps 0 bps

1
W Tools 1 I 5 4% ethers Ethernst 1500 1598 0 bps 0bps
= MetaROUTER 1D s 4 sfpl Ethernet 1500 1600 0 bps 0 bps
.

Ethernet 1 371 —R%EJvI 3 5E, SHLIZFHEMGIERNAEZRTEET,
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e CLIICKPMERAE

/interface print EANTBE AVEATT—RADIREFTHERTHENAHFEFET,
Name DEBIDT L IT7RYMMIR—FDRT—R2RERLET

R :AR—bMJ o7 9vTLTNDIEFRLET,

S (R—FATYPICBEL TSI EERLET,
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6.2. IP 7PRLRDZEHR
o Web [CKBBREAZE

@ [P=Addresses JHERLET
@ bridge 128 71—RE9)vHILET,

8 Ip v | |
ARP 2 items

Accounting & Address Metwork Interface
Addresses j D oP 192.168.0.14/24 | 192.163.0.0 etherl
Cloud +13 defconf

DHCP Client jﬂ EE':' 192.1658.858.1/24 192.165.88.0 brndge
DHCP Relay L\)

[T I P o N P

@ IP 7RLRZZEELT.OKZYUvHILET,

‘ (0] 4 H Cancel H Apply ‘ ‘Rernwe‘
Enabled
Address 1192.168.10.1/24 |

Network a |192168.10.0 |

Interface

o CLIICKDE&REAE

LTFDavUrEANLFES,

/ip address

set numbers=0 address=192.168.10.1/24 network=192.168.10.0

21
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Web IZ&BEBEFE

D |System=> Users |"&5§?F\' LET,
@ NRIT—REEBTH1—HE0)vILET,

hEX 1)—X Eik

J Users ” Groups “ SSH Keys ” SSH Private Keys ” Active Users |

(adanew || ama |

1 item

4 Name Group  Allowed Address Last Logged In

;55 system default user
=lle] & admin  full N Julf01/2020 13:55:39

Password. Z#27)v LT, HILLWART—FZERELET,

| OK || Cancel | | Apply | | Remave | | Password...[L
Enabled
Name admin

Allowed Address ¥

Last Logged In Jul/01/2020 13:55:39

Comment |System default user

CLIIZ&KBE®ERE
UTDavUrREAHALET,

BHE

/user

set humbers=0 password=admin
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6.4. BZIREDEEE
o Web ICKBBREAZE

@ [System=SNTP Client [£ZIRLET ,

@ SNTP Client A= 2—T [Enable |[SFTv9E AN T.NTP 4 —/\D IP PRLRZEAHLET,
(AL THOAAIEET)
® BZIRHANET HE. FRAT—RANKRRINET,

1450 System A |
e SNTP Client
Certificates Agphy
Clock e T L e
1
Enabled =

Console : nenE : @
Disks : Mods unicask :
Drivers : Primary NTP Server 133.243.238.243 :

e o e e e e e e e . e e e e e e e J
Health Secondary NTP Server ™
HiStOI"}" Sarver DMS Hamas -
Identity Dynamic Serers
LEDs . e =

: i Foll Interval 512 I@

License 1 1

| Ackive Server 133.243.238.243 1
Logging 1 1

1 Last Update From 133.743.233.243 :
Packages : T
Password : Last Update Q000 30 ago :
Ports | __ _ _latAdjustment _ 90793% ____________ h
Reboot
Reset Configuration
Resources
Routerboard

I SNTP Client

@

@ #HWTAALY—CDBEEITVET,

Eﬁ?ﬂbfs Time Zone Name % |Asia/Tokyo [ZEELET,

=2 prp .
Famen | Lt
L MPLS

# Routing
i System
At Upgeade
Cartificates

a4|lT|¥|T

Consnle
Disks

Drivers

Health
History

Clock

Time
Tine 101508 |

Date  |ApriUZZ010 |

Chach Time Fone Autodetect +
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CLI [CKB’ESE
LUTDavUrEAALET,

hEX & 1)—X EnikiiEAE

/system ntp client

set enabled=yes primary—ntp=133.243.238.243

/system clock

set time—zone—name=Asia/Tokyo
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6.5. Firewall ME{REHE

[P=>Firewall [£i#iR T 5L Firewall DR EEEHBIEET

Firewall L—JLIZ EIZRTENTLDELEDABMBEEIZGY  BEIBRLDOIIL—ILHSIRIZALE
LTWWEET,

TSP EDIIL— L TREBEINTIZEE. TOTOIL—ILBBERINLGZLIEHYFEE A,
BRIEAEEEITIEAE. BRIBAEEERLIZWIL—ILERSYI7UORROYILTHEESE
F9,

FilEr Bulisi | MAT | Mangke | Raw | Serviok PomE | Conrecions | Addnss Usis | Laper? ook Firewsall
Add New | Reset AN Counbers all
14 iteme
Bre. [:LoH in. dut.
2 Acthon Chaln Address Addres Prot_. Src, Pk Dst, Port  Any, Port Ittt IAerhe Bytes Packets
s apecial dumery e ke show fastirack sounters =
=LY
&) o gl ferwand 17.2 Kift ul

150 derfrond: sooapt establshed, related unracked

foanl: drog irealid

-] ® Srop Terwarnd o8 [ 1&l’\

-] 1 W acEEd | Ingut BELT KB 2905

:; defoonl: drog sl

- B 2 M arop inpat 1720 8 43

ip detoonk; scceph [CMP

- o ) o sctept  input 1 (kg omp ¥ 1%
iz cafonk: mocapk i e palicy

- o ] ¥ actept  farwand os o 5‘&
1p chefronl ao0ept ool ipEes policy

a ] 5 W accept | farward 0@ [ ]"E
1 defronl: fastrack "
-lo & W tasttrack forwarnd 1565 B L] AL
iz dhefronk: soosph extabizhen, relsted, untracked

@ 7 ¥ scoept | Forwarnd 1465 0 i

-

- o
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BIZ X, IL—BIZ3T D Telnet(TCP:23)Z B L F-WME R XL T DRRIZRELET .

General

Input Z:E&IRLET
=R T By LT Firewall
=EALET,

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘tcrﬂ v ‘ TCP:23 Z:&IRLET,
src. Port ¥ TCP:23 3ETH /Ny ZHLT Firewall

Dst. Port  « | |23 |

ZEALEY .

In. Interface

Out. Interface

Any. Port ¥

Action drop v Drop é)g#ﬂbiﬁ—o
i IL—IVICERE LT b EEEBLET,
Log Prefix
HH iR BA
Firewall ZE BT 5/ N YrDRNEEBVET
Input: JL—ARIZxEF B/ yk
Chain
Output: JL—AMNSH TP/ vk
Forward: JL—AHERiEd B/ 8k
Src/Dst . 3 = —
Firewall Z@ A9 5/ N\ yhDEE T, SBEZIEELET,
Address
Protocol Firewall Z@ A3 57O LEEELET,
Src/Dst . . .
Port Firewall Z# B9 5 Rh—rEESZIEELET,
o
In/Out .
Firewall Z# B9 542 71—RA&EELET,
Interface
IW—ILICEET B/ yMIxt g ANEEEVET,
Accept: /Ny hEEFH]
Action Drop/ N\ hEiEE
REJECT: Ny hEERLTHEAY E—U %X
LOG: /4w DOY %50 8%
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e OCLIICKBHERE
UTOavUrEAHALET,
/ip firewall filter

add action=drop chain=input protocol=tcp dst—port=23 place—before=1
X place~before=1 EANTHIET. 1 BIZEFINZIL—ILIYELELEEZS.ZDIL—
IVEBMTHIEMNEEET,
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6.6. 27 R—X VLAN DREHE
LTDOBHIDESIZ VLAN BREZITOHEZHRBALET,
-Ether3 :VLAN100 @ Access R—b

-Ether4 :VLAN200 O Access 7R—b

«Ether5 :Trunk 7R—k

hEX O 1)—X HikiiBAZE

Access VLAN10O

28

Access VLAN200

Trunk VLAN100&200
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o Web ICKBRESLE
@ [Bridge=VLANs [&:Z4RL . [Add New [ 7w ILET,

WITETESS

-

wm Interfaces J Bridge ” Ports ” Port Extensions || VLANs
%1 Bridge

& Switch ‘ Add New |

+* _ Dpp

@ VLANI100 Z4ERLET,

VLAN IDs [Z 100 & A 7. Tagged [Z ether5 & bridge. Untagged [Z ether3 Z&EIRL . OK &45!)
vILET,

| QK || Cancel || Apply |

Enabled

IE

Bridge bridge w

VLAN IDs ~ |100 -

¥ | gtherh | a
Tagged
¥ | bridge w| ~

Untagged ™ |etherd | a

Current Tagged

Current Untagged
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@ VLAN200 Z4ERELET,

VLAN IDs [Z 200 & A /3. Tagged IZ ether5 & bridge. Untagged [Z etherd Z&IiRL . OK &41)
yILET,

| 0K || Cancel || Apply |
Enabled

VLAN IDs ¥ (200 -

* | gthert | a
Tagged
¥ |bridge | «

Untagged ™ |etherd | a

Current Tagged

Current Untagged
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@ ether3 @ PVID #&{%E L%,

’Eig*ﬁbs ether3 0')vIL%ET,

= Iniorfaces J Bridge ” Portsku Port Extensions ” VLANS ” MSTIs ” Port MST Overrides ” Filters ” NAT ” Hosts ” MD
37 Bridge

i/ Switch ‘Add NSW|

%. PPP

= : Mesh 16 items

=) 1p v —

- # Interface Bridge Horiz... Trust... Frr:ontv Path Cost
ARP ex)

Accounting 117 defconf

Addresses -] 0 & etherz bridge no 80 10

Cloud ;11 defconf

DHCP Client L] |1 1 & cther3 bridge no 80 10

DHCP Relay 1 defeonf

DHCP Server | jﬂ 1 2 & ctherq bridge no 80 10

DNS ;1 defconf

Firewall EE] 3 & cthers bridge no 30 i0

PVID % 100 [ZE%EL.OK &Yy ILFET,

| OK || Cancel || Apply | |Ramove|

inactive

Enabled

0

Bridge
Horizon -
Learn auto w
Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood
Trusted
Hardware Offload
Multicast Router Temporary Query

Fast Leave

Priority
Path Cost

Internal Path Cost

g [ IO < B < N <
2
@
<
<

Edge auto
Point To Point aufo v
Auto Isolate O
Restricted Role O
Restricted TCN O
EPDU Guard O
PVID |100 | |
Frame Types [ admit all -
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® etherd M PVID %

RELFT,

[Bridge=Ports [&5®4RL . etherd 25w ILET,

hEX & 1)—X EnikiiEAE

= Interfaces J Bridge ” PortsL\!U Port Extensions ” VLANs ” MSTIs ” Port MST Overrides ” Filters ” NAT U Hosts ” MD
»7 Bridge -
& Switch | Add New |
L. PPP
16 it
*1* Mesh items
155 P v = -
- # Interface Bridae Horiz... Trust... Pr:IDIItV Path Cost
ARP (hex)
Accounting i:; defconf
Addresses ~lo] 0 & ether2 bridge no 80 10
Cloud i3 defconf
DHCP Client el 1 1 & ether3 bridge no 80 10
DHCP Relay ii; defconf
DHCP Server |jﬂ 1 2 & ethers bridge no 80 0
DNS +:+ defcont
Firewall -] 3 & ethers bridge no 80 10
— s
PVID % 200 [ZE&EL.OK &0 vILET,
o || ancel || fpoy | | Rames
Inactioe
Erahlnd
Interface athard b
Eriduu Lridge w
Harlran w
Lmarn auly w
Minkmsnan Unieast Flood ]
Unknown Mulkicast Hood ]
Arandeast Flood ]
Trgsted O
Hardvases Orifinsd ]
Hulticast Router Tamgpearmry Cy
Fast Leave O
Pricrity Bl L
Fath Coet 10
tntsrnal Fath Cost 1]
Edge At w
Faoirt To Poink aulo »
At Tsolafc O
Rastricisd Role
Restricted TCH O
EPDU Guard O
[ B
Frams Typss admit Al L
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© Tag VLAN #REEEMICLET,
[Bridge=Bridge [£:#1RL . bridge #7') L ET

W Interfaces J Bridge || Paorts || Port Extensions || WLAMS || M5TIs " F
+% Bridge

=1 Syitch | Add Mews | | Settings |

= PPP

= : Mash 1 item

=P ' i Mame Type

ARP

Accounting i1+ defconf

Addresses jﬂ 2 & bridge % Bridge

Cloud

RRSNDEEZ TICRXRYB—)LL T, VLAN Filtering [ZFzv9&% ANET,

VLAN Filtering

EtherType 08100 »
PVID | 1
Frame Types | admit all W
Ingress Filtering O
ZTDE.OKEVJVILET,
| Ok ﬂl Cancel || Apphy | | Remove | | Torch |
runmning
Enabled
Mame | bridge
Type Bridge
MTU bl
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WHEIZHETVLAN [IZIP PRLRERELET,
@ |nterface|=[VLAN [£5&4RL . E?'J“J?Li?'o

-

W Interfaces J Interface ” Interface List ” Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel u VLAN || VRRP ” Bonding || LTE

3% Bridge

& Switch | Add Ne N

* _non

Name [ZEE D LHT. VLANID [Z 100 EA AL, OK ZHYvHLET,

| 0K || Cancel || Apply | ‘ Torch |
Enabled
Name |vlan100 |
Type VLAN
MTU [1500 \
Actual MTU
L2 MTU
MAC Address
ARP Timeout v
VLAN ID (100 ]
Interface

© RE#DFIET VLAN 200 ZERBLET,

| OK || Cancel || Apply | | Torch |
Enabled
1
Name |vlan200 I
Type VILAN
MTU [1500 |
Actual MTU
L2 MTU

MAC Address

ARP Timeout v

VLAN ID (200 | |

Interface
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ﬁé%*RL,~ EOU‘VOLQETQ

PR OTTIgs
‘L Switch ‘ Sl
= PPP
** Mesh 1 item
2P ¥ 4 Address Network Interface
ARP r3; defconf
Accounting -| o] i 192.168.88.1/24 192.168.88.0  bridge
|| Addresses

@ Address [CIP PRLR/HITRybTRI%E AL, Interface [Z VLAN Z3#IRL . OK 5wy
LET,

| 0K || Cancel || Apply | | 0K || Cancel || Apply |
Enabled Enabled
Address 1192.168.100.1/24 Address [192.168.200.1/24) ]
Network Network
Interface Interface

VLAN RBIIL—T 4 T % EMZT BB E L Firewall [CULTDIIL—ILEEMLET,

Action=drop Chain=forward in—interface=all-vlan out—interface=all-vlan

- . Src. Dst. In. Out.
# Action Chain e A s Prot... Src. Port Dst. Port Any. Port Interf. | Interf..
i1 special dummy rule to show fasttrack counters
-1 D 0 passthrol forward
-|n] 1 ® drop forward

all vlan  all vlan
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CLIIC&BE’ESE
VLAN ZERLET,

hEX & 1)—X EnikiiEAE

/interface bridge vlan

add bridge=bridge tagged=etherb,bridge untagged=ether3 vlan—ids=100

add bridge=bridge tagged=etherb,bridge untagged=ether4 vlan—ids=200

PVID X ELZET .

/interface bridge port
set numbers=1 pvid=100

set numbers=2 pvid=200

Tag VLAN ZHZIIZLET,

/interface bridge

set humbers=0 vlan—filtering=yes

WEIZIGCTVLAN [ZIP PRLRAZHRELET,
VLAN £ 28 01—RZERBLET,

/interface vlan
add interface=bridge name=vlan100 vlan—id=100
add interface=bridge name=vlan200 vlan—id=200

VLAN /22 7x—R([ZIP PRLRZHFELET,

/ip address
add address=192.168.100.1/24 interface=vlan100
add address=192.168.200.1/24 interface=vlan200

VLAN I —T42 T EMNT G EITUTERE

LFET . (BELGIZEDH)

/ip firewall filter

add action=drop chain=forward in—interface=all-vlan out—interface=all-vlan place—before=0
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6.7. DHCP H—/\DEREA*

Web IZ&BEBEFE

[
@ [P=DHCP Server [&i24RL . [DHCP Setup [£4")voLET .
@ DHCP H—NZHRELI=WNA V2T —REERLET,

Select interface to run DHCP server on

DHCP Server Interface bridge-vlan100 r

® DHCP H—NEZHRETHIFTI—ADRYNIT—DEANLET,

Select network for DHCP addresses

DHCP Address Space 192.168.100.0/24

@ DHCP 347 UMZBIYVETHT—bITADT7FLRAEAALET,

Select gateway for given network

Gateway for DHCP Network 192.166.100.1

® DHCP 9547 MZEIYLTAIP PRLADEHEERELET .

Select pool of ip addresses given out by DHCP server

Addresses to Give out ¥ |192.168.1 2-192.168.1.10 \ a

® DHCP 7547 MZEIYH TS DNS H—/\DF7KLRZADLET,

Select DNS servers

DNS Servers ¥ |8.8_8.8 ‘ -

@ TFRLRDOY—RBEEEHELET,

Select lease time

Lease Time 00:10:00
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CLI [CKB’ESE
IP 7RLRT—)LZEMLET,

/ip pool
add name=vlan_100 ranges=192.168.100.10-192.168.100.100

DHCP Y —N\ZERETHM P TT—RERELET,

/ip dhcp—server

add address—pool=pool_vlan100 disabled=no interface=bridge—vlan100 name=dhcp—vlan100

FYRT—OFRLR, TI4ILMT—hH A  DNS H—/\FHRELFT,

/ip dhcp—server network

add address=192.168.100.0/24 gateway=192.168.100.1 dns—server=8.8.8.8
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6.8. FXEDEED

o Web [CKHBREAE

D |System=>Reboot |€5§*RL$?'O

@ HREET OK[EYIvITREREDBREBTIET,

192.168.88.1 DAE

Do you want to reboot the router?

‘ I:l@ ool

o CLIICkPBELZE
UTFDaATUREANALET,
/system reboot
Reboot, yes? [y/N]:y —HERERNRRSN=L"Y'EANLET,

system will reboot shortly

6.9. XkDMHAILAE

o Web [Z&BBESHE

@D |System=>Reset Configuration |§5§?RL¥TO

® |Rest Configuration |"é7')“/7b$§_o

® HREET OK[EYIvITBEREDIPIEITIET,
_DEE |Keep User Configuration |I:9"I“J7ié)\h%x‘:~ A—YT7hHOUMEREELI-FFE
DHDEELENHAIL T HENEEFT,

Reset Configuration

:Reset Conﬁguratl‘or:l\J | Cancel |

Keep User Configuration

o CLIIZKAH|ERE
LUTDOav U RrEAALES,
/system reset—configuration
Dengerous! Reset anyway? [y/N]:y —HERERMNRTRSNL"Y'EAALET,

system configuration will be reset
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6.10. BRED/NVITVS
@ [iles|&@IRLET
@ [Backup [EHUYHLET .

=3 PPP

*13 Mesh | Backup | Upload: | T7LEER |BRENTLEEA

1255] TP L3

<7 MPLS - 4 items

4 Routing - 4 File Name Type Size Creation Time

%5 System = = 3 flash disk Jan/01/1970 09:00:07

Q Queues - B flash/auto-before-reset.backup backup 158.3 KiB 1an/01/1970 0%9:00:0% Download
#i# Dot1X B 3 flash/pub directory Sep/17/2020 11:57:16

LI Files - [0 flash/skins directory Jan/01/1970 09:00:08

|5| Log

® Name [Z#7F T 5774 IL%%EAHLT. Backup £V ILET
T7AIVERE BT HHEIL. "Don’ t Encrypt” DF xvP%& 5L . Password ZAFILFET,

| Backup || Cancel |

Name a |2020_01_01_backup

Password -
Encryption

Don't Encrypt

@ [Download [£7wHLT . 1NvHT YT I7 A NEIRVAUIZE HUO—RLET,

| Backop | upload: [ Z7LEBR |BR=NTLERA |

5 items

4 File Name Type Size Creation Time
j B 2020_01_01_backup.backup backup 13.2 KIB Sep/17/2020 1?:46:48
- 0 flash disk Sep/17/2020 17:46:53
j [E flash/auto-before-reset.backup backup 18.8 KIB Jan/01/1970 09:00:09 Download
- 2 flash/pub directory Sep/17/2020 11:57:16
j [ flash/skins directory Jan/01/1970 09:00:08

X BREEDHLTEE NV ITVTI7ANIEIL—EDSHEIBRSNETOT. BTF o0
—FLTLEEELY,

40



6.11. REDIVRN?

hEX & 1)—X EnikiiEAE

REDINYIT YT YRART X, 1\ ITFvTTED MAC ZRLRIEHRET/\wIT7vTEN5bT=
D INVITITTEDIL—RE) AT EZDIL—EDNFI DR DZE . VAT EDIL—2D MAC
TRURIEHRMN EEESINFET,

@ [Files [EBIRLET

@ [FFAIEER #0)v oL T \VAV LD\ ITYTI7ALILEIIL—RIZF7yvTO—KLZE

j_o

=F PPP .
Togmesn | | Backup | uploads | Z7MLEER | BRENTLEEA
5 1P > b
77 MPLS > 4 items | uploaded
& Routing s i File Name Type
o) System > -1 3 flash disk
Q Queues - [F flash/auto-before-reset.backup backup
4 Dotlx -l [ flash/pub directory
[ Files = 3 flash/skins directory
|5] Log
P

Size

18.8 KiB

Creation Time

Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

@ TvIO—FMETLIz5 YRNMIBMENI=/ VI T YT I7A4INED)VILET,

| Backup | Upload: | J7LEER | BRENTLERA

5 items | uploaded

Creation Time

Sep[17/2020 17:50:47 Download

4 File Name Tvpe Size
-] B 2020_01_01_backup.backup backup 13.2 KiB
El 3 flash disk
-] [ flash/auto-before-reset.backup backup 18.8 KiB
El 3 flash/pub directory
El 3 flash/skins directory

@ [Restore [E7vILET,

| Close | |REI‘I"|ENE| |Restorrt£

File Name

Type

Size

Creation Time

2020_01_01_backup.backup

backup

13.2 KiB

Sep/17/2020 17:50:47

Sep/17/2020 17:46:53
1an/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

® [Restore £/ vILET . BEBLEToTLBBAIL Password EASILET
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| Restoﬁ || Cancel |

Backup File 2020 _01_01_backug v |
Password -
® HERE@ETOKZEVvIT5L URNTZHABLEBBITHEBLET,

@ BERBAFET LD, BEALHD Termnal [FERLT. MFOATUREAALET,

interface ethernet reset-mac-address 0,1,2,3,4

Quick Set

WebFig

Termingl
T

admin@ikroTik] » interface ethernet reset-mac-address 0,1.2.3.4
admin@MilkraTik] > |

ZDavw kR

ZRITIAHET.MAC PRLABBETLEESN TV ESEL . B EAED

MAC 7RLRIZRTIEMNHEFET,

% Bonding

Interface Z1ERL TLV=IGE(EX. COFIET MAC ZRL AL #EAESNFEEA

D T. Bonding 1 42 71x—AX%—H Disable IZL . BE Enable [IZLTLIEE0Y,

#¥ Interfaces

H*

3% Bridge
‘+ Switch

+

=. FPP
s Mesh
P

MPLS

J Interface ” Interface List ” Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel ” VLAN ” VRRP Bonding LTE L

| Add New || Monitor Slaves |

1 item

4 Name Type MTU Actual MTU L2 MTU Tx

bondingl Bonding 1500 1500 1596 512

J* Routing

EENE

0 bps
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6.12. Router0OS M7 Y75 L—R(A22—RyMEH)
D |System=>Packages |’&5§?RL$T°
® |Check For Updates |"¢'7U“J7L$7o

| Check Far Updatgls}] | Downgrade ‘ | Check Installation |

@) Channel & Stable Z3&1R L . Installed Version & Latest Version hES B & (& |Down|oad&lnsta|||
D)3 dE . /N3 DFOUO—R/ A XM= LEBEBNITHONET,

‘ Close | |Down|oad H Download&lnstalltg

New version is available

Channel ‘ stable V|
Installed Version 6.47.3
Latest Version 6.48

@ |System=> RouterBOARD |§5§?RL,~ "&7'J“J7L$7o

‘. Upgrade J Settings ‘ ‘ USB Power Reset ‘ ‘ Mode Button ‘ ‘ Reset Button ‘
RouterBOARD
Model RB750Gr3
Revision r4
Serial Number D5030CODA4BE
Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.46.6
Upgrade Firmware 6.48

® HEREEHNIRTEINETDT.0KEIIVILET.

192.168.89.1 DAE

Do you really want to upgrade firmware?
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® |System=>Reboot |€7U“J7L~ FEZEBEMET OK #91)voILEd,

192.168.89.1 DARE

Do you want to reboot the router?

@ |System=>RouterBOARD |".{—E?RL,s Current Firmware WEE/N\—avIZPiYEH-TLNVAT
EEFERLTULET,

| Upgrade ‘ | Settings ‘ ‘ USB Power Reset ‘ ‘ Mode Button ‘ ‘ Reset Button ‘
RouterBOARD
Model RB750Gr3
Revision r4

Serial Number D5030C0ODA4BE
Firmware Type mt7621L

Factory Firmware 6.46.6

Current Firmware 6.48

Upgrade Firmware 6.48

44



6.13. RouterOS D 7v7F45L—K(PC #H)

@ [Files [F#IRLET

hEX & 1)—X EnikiiEAE

= ITTCETTECE S

3% Bridge

& Switch

| Backup | upload: | T7MILEER | BRENTLEEA

L. PRP

® % Mesh 3 items

2P
MPLS

J* Routing
System

B Queues

@ Dot1¥

4 Files

1 flash

vy v\ v

(| | [

4 File Name

flash/auto-before-reset.backup
1 flash/skins

Type Size
disk

backup 8.2 KiB
directary

Creation Time
Jan/01/1970 00:00:08

Jan/01/197000:00:08 Download
Jan/01/1970 00:00:08

Q@ PFANLERREI)VILET

o

® F7—LYITIFALERRLT FfESYvILET,

| | routeros-mmips-6.48.2.npk

2021/04/28 14:27

NPK J71 )l

T & (N): | routeros-mmips-6.48.2.npk

MREL R v

B0 Frstll
BLIEN

@ 7v7O—KLEI77CIAERELEIZEMEN, "uploaded” ERTEINTI-CEEFERLET,

4 items

i File Name Type
-] 3 flash disk
J flash/auto-before-reset.backup backup
| 1 flash/skins directory
J |'... routeros-mmips-6.48.2.npk [Ilackage

Size

8.3 KiB

9.2 MiB

® |System=>Reboot |’E7')“J7L~ HEREET OK&0)vILET,

192.168.89.1 DARE

Do you want to reboot the router?
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Creation Time

Jan/01/1970 00:00:08
Jan/01/1970 00:00:08 Download
Jan/01/1870 00:00:08
Jan/02/1970 00:06:03 Download




® |System=>RouterBOARD |€E?RL~ %7'J‘V7L$To

‘ Upgrade ‘ Settings || USB Power Reset H Mode Button H Reset Button ‘
RouterBOARD
Model RE750Gr3
Revision r4

Serial Number D5030C0DA4BE

Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.46.6
Upgrade Firmware 6.48.2

@ HREENIRTEINFEFTDT,0KEIIVILES,

192.168.89.1 DAE

Do you really want to upgrade firmware?

[System=Reboot [£41)wHL . HEREE T OK £4')

vILET,

192.168.89.1 DARE

Do you want to reboot the router?

© |[System=>RouterBOARD [#:&{R L. Current Firmware H\Ex#fi/ \—

LEHRELTVET,
RouterBOARD
Model RE750Gr3
Revision r4
Serial Number D5030CODA4BE
Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 5.48.2
Upgrade Firmware 6.48.2
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7. DDNS #BEDERTE A %

RN A— RSN TNVAIES . DDNS # R FELCEER AN VL EIET A EMNH
XE7,
Z O DDNS H—E X[ Mikrotik #t ANRHL TWVAH—ER T, FIAHSIIRELFTE A,

1.1. DDNS #BREDH%IWeb DIZE)
© [P=Cloud |38 1RL . PONS Ensbled |7 05 ANET.

Cloud

| Apply | |Force Update|

updating...
DDNS Enabled

DDNS Update Interval

Update Time
Public Address 0.0.0.0
DNS Name

Use Local Address ]

@ [DDNS Update Interval IZI&. IP 7KL RIZELABULAERT SRIBEANLET
AHEEZ NAT R T CTEATHE S (3. BT REGRELLBYET,

| Apply | |FDr-::e L.lpdate|

updated | Router is behind a NAT. Remote connection might not work.

DDNS Enabled

DDMNS Update Interval a |U{?:1}U:11}

Update Time ]

Public Address
DMNS Name .mynetname.net

Use Local Address I

X EFEL=RIRT. "cloud2.mikrotik.com”IZ UDP:15252 M /34y (100byte F2EE)E%£{ET S
KIITHYFET,
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@ N—ABAUA—RYMIEFENTVBIHE | SR DD Force Update[£5 w045 2ET
BErFABERIFHEEFT,
BEERA DB IERTUTDEIITHEYES,
[(RKIADL)T7 ILES] sn.mynetname.net

Cloud

‘ Apply | ‘Force Update|

updated
DDNS Enabled
DDNS Update Interval ¥
Update Time
Public Address 146.99.216.76

DNS Name a515-.sn.mynetname.net

Use Local Address O
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1.2. DDNS #8EDEZI(CLI DIHFE)
(D DDNS #EEZBAMICLT.IP PRLRIZEALZULNER T SRR EADLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=30s

@ RTF—RRAEHERLET,

/ip cloud
print

Ladmin@MikroTik] > /ip cloud
Ladmin@MikroTik] Zip cloud> print
ddns-enabled: ves
ddns-update-interval: 10s
update-time:

no
public-address: _
drs-name: .mynetname. net
status: updated
warning: Router is behind a NAT. Remote connection misght not work.
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8. R—bI+T—T 12T DRTES %
HR—h T T —TF A DB T EEREALET .
8.1. R—b,IAT—T12T DFEWeb DIFE)

@ [P=Firewal=>NAT [&2{RL . [Add New [£ 7oL ET
®@ NAT OJIL—)LEEMLET, (f5l: TCP:50000 % 192.168.88.253 [Z AT —KT3)

Enabled

Chain |dstnat Chain 1% dstnat £BiRLET

Src. Address ¥

Dst. Address ¥

44—
Protocol & D‘ﬁ (tcp) ﬂ'i_’ JobaLEERLET,
4’_,

Src. Port hd

Dst. Port & [ ] 50000 K EBERELET,

Action | dst-nat Action (& dst-nat ##IRLET,

Log ]

Log Prefix =

To Addresses a |192.168.88.253 ~————>|7+7—F%®D P PRLREANLET,

AT —FRDR—FESEANLES,

To Ports a |50000

® NAT QJIL—)LEEMLET, (TCP:50000 % 192.168.88.253 (24T —K ¥ 3)
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8.2. R—FI24+7—FT42J DFECU DIFE)

@

NAT D JL—ILEEMLET, (TCP:50000 % 192.168.88.253 |74 T —K 9 3)

/ip firewall nat
add action=dst—nat chain=dstnat dst—port=50000 protocol=tcp to—addresses=192.168.88.253

to—ports=50000

51




hEX & 1)—X EnikiiEAE

9. L2TP/IPSec ZfFALT-JE—F 7Yt X VPN DREH %
KEEIZTYE—FT7OERA VPN 2RI B HEZHRALET,

1. L2TP/IPSec VPN H—/\DER5E
IL—32 DETE (Web DIFE)

9.
*
)
)

[P=Pool [£:#IRL . [Add New [£ 51w ILET

Pool & & Addresses ZE%EL . %7')“/7L$¢o

CDEF Addresses [ZIZ, VPN 9547 UMIBIYHTAHIP PRLRADEHEEFZRELE T,

IP Pool <RoadWarrior>

Laly || Canceal “ Apply | IREiTiuve|
Name |HoadWarrir:rr |
Addresses ¥ |102.168.80.10-192.160.80.| «

& | none r

Mext Pool

Comment |

© [PPP=Profile [£:2RL . [Add New [£71ILET,

@ TRZESHICKRELFTT,

PPP Profile <RW-c

ook .[f‘nnmIH Apphy ] |.F|.p|1'|m.'p|
General
Name RW-cfg TOI7AILEERELET,
Local Address o | 182,168,891 v | VPN 9517V EEN BT T4
Remote Address & |RoadWarrior v MF—bDTAZRELET .
Bridge ¥
VPN ISATUNZEIYHTSIP7EL
Bridge Port Priority hex
AD Pool #EELET .
Bridge Path Cost +
QO FIETHERL Tz Pool ZERLE
Bridge Horizon >
TO
Incoming Filber =
Outgoing Filker
Address List *
Interface List
Dnsserver  ~ [8.658 VPN 9547 UhIE&FE SIS DNS 4

—INERELFET
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® [PPP=Interface [##IRL . [L2TP Server [£5vILET

® TRZESHICRELEY.

| Ok ][ Cancel] Apply |

Enabled

Max MTU

Max MRU

MRRU

Keepalive Timeout
Default Profile

Max Sessions

Authentication

Use IPsec

IPsec Secret

Caller ID Type

FrvIEANET,

L
11450
11450
- (30
| RW-cfg v @DOFIETHERLI-TO
IT7ANVEERLETS
ke REAFRERRLET .
|'.|'I-F.||‘| ap
= . Yes ZERL., —UL vk

(BRIHFF)EREL

ij-k')
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@ [PoPses[ERIRL . Proposals[£ 7L £

Default #7')voL., TRIZS&E(ZHRELET,

default
Enabled
Name default
[ Jmd5 fdshal
Auth. Algorithms [ Inull [ ]sha256
[ |shas12
[ Inull [ |des
€4 3des | Jaes-128 cbC . 3465 & aes-256che
|aes-192 cbc g aes-256 cbc )
- G ERRLET .
[ |blowtfish [ Jtwofish
Encr. Algorithms [ Jcamellia-128 [ |camellia-192
[ Jcamellia-256 [ |aes-128 ctr
[ Jaes-192 ctr [ |aes-256 ctr
[ Jaes-128 gcm [ |aes-192 gcm
[ Jaes-256 gcm
Lifetime
PFS Group none v > None #ERLFET,

54



hEX & 1)—X EnikiiEAE

© [P=1PSec[&BIRL . [Profiles E2UvILET,
Default #9')voL. TRZSEIZERELET,

default
Name |defau|t |
Hash Algorithms
[ ]des Pl 3des
~|aes-128  |aes-192
. i - - ) 3des & aes-256
Encryption Algorithm aes-256 [ |blowfish __|

-
|camellia-192 ZERLET,

camellia-128 |

0 OO0

|camellia-256

[ Jmodp768 Fdmodp1024
[Jec2n155 [Jec2n185
[Jmodp1536 [ |modp2048
DH Group [[Jmodp3072 [ Jmodp4096
[Jmodpe144 [ Jmodp8192
[Jecp256 [ Jecp3s4
[ Jecp521
Proposal Check
Lifetime 1d 00:00:00
Lifebytes ¥
NAT Traversal
DPD Interval 120 s
DPD Maximum Failures ‘5 ‘

@ [PPP=Secrets[&®IRL . [Add New [E 7YoL ET

@ THESHEICHRELFT.

PPP Secret <user=>

| Ok H Cancel H Apply | [Hemn-.rel
Enabled o
Name |user | A—HE RRT—FER
Passwﬂrd FaRE T TT | ﬁﬂibi_d_o
Service 12tp * > L2TP Z3#3RLE T,
Caller ID *
@OFIETHEKRLIZzTOT7
Profile | Rw=cfg r >

AIVERRLET
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©® [P=Firewall [£:ZIRL . [Add New [ oL ET

UTD@EYIZIL—)LEBEEL, TIAINTEETS |drop all not coming from LAN |0))l/—)b
KYHEIZRSYILTERELET,

add action=accept chain=input dst-port=500,1701,4500 protocol=udp

Enabled L4

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol [] | 17 (udp) \ |

4

Src. Port -

Dst. Port & | |500,1701,4500 |

QOFIETHERLIZIL—IL

| -1 o] 11 o accept _ Input L7 {udg? 500,170L,A500

o cefoonf drop all not coming from LaN

=18l feonf. dtbp all A1HBRing B LAN @I — L kUt HISRES 2,

56



*

hEX & 1)—X EnikiiEAE

IL—RDERTE (CLI DIFE)
VPN TfGLI=A—5ICEIYH TR IP PRLADT—ILEERLET

/ip pool
add name=RoadWarrior ranges=192.168.89.10-192.168.89.20

PPP 7OJ774 LEERLET,

/ppp profile

add name=RW-cfg local-address=192.168.89.1 remote—address=RoadWarrior dns—server=8.8.8.8

L2TP H—/I\A BT —REH/FELET,

/interface |2tp—server server

set enabled=yes authentication=mschap2 default—profile=RW-cfg ipsec—secret=123456

use—ipsec=yes

IPsec @ proposal BXEZEZRLFET,

/ip ipsec proposal

set auth—algorithms=shal enc—algorithms=aes—256—cbc,3des pfs—group=none

IPsec M profile XRTFEZZELET,

/ip ipsec profile

set hash—algorithm=shal enc—algorithm=aes—256,3des dh—group=modp1024 nat—traversal=yes

PPP A—H#%EBMLET,

/ppp secret

add name=user password=password profile=RW—-cfg service=I2tp

74T 94— IILDIL—)LZEEMLET,

/ip firewall filter

add action=accept chain=input dst—port=500,1701,4500 protocol=udp place—before=1
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9.2. L2TP/IPSec VPN 9547 RDERE
® RAT—FI72+x2DIFBE (iPhone)

O EESVPNERAL.

wdl 2 40 13:-38

B

_______________________________

&
m e E R
[

[N sevaE-§

E Aol =2b4l,

e e e

VPN #RZEBM- - E2vTLET,

@ TRZESHICRELFE
wdl 2 40 13:329
WAL E BN
o
Hin hEX

REA SacuriD
L X seanaian
B RLYE Sk
TATOES EKE
giwjlelrjtiy
als|djflaln

Bl Z Ixlclvlb

123 (=]

hEX & 1)—X EnikiiEAE

1338

VPN

0 100 wll au A0
L
e
1
1
ER
0 100

Ui el p
Flkl 1
n m <=

[=bn
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- L2TPZZ|RLFET,

> FEOHBPEANLET,

= JL—AD 5 A—/\L IP ZPRLRAELLIFHRR NG EZADLE

\ To
— PPP=Secrets THEL-1—

T PRZEKRT—REAALES .

> PPP=Interface=L2TP Server T&&EL}
IPsec Secret #AALET,
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@ VPN BHE=>KRDERIHERELEFZVTTHE VPN —\EHERENET

wrdl 2 A0 R 13:329 Lo e

£ B VPM

L !

___________

., hex

@  EIVTTEHE RTHRRANHERTEES,

all 3 AG [ 13-52 - BO0%. -
£ VPN hEX
o
Fhauhk
PELIL o > IP=Pool LU PPP=Profile TXRELI-51H
kA DIPFRLANEIYHTH IS,
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¢ Windows10 DIZE
D BE=>RINT—HEAA—FYR>VPN [ERIRL ., VPN EEEBNT AESYvILETS,
@ TER%ZSEIZHELET,

VPNEEEZE N
VPN O/ 45—

EEDRAMEAALEY

YR EEET LA

VPNOESE

FRMMEXEAEAFXF—FFE-o I
EgiaE— L2TP/IPsec ZEIRLET .
PPP = Interface = L2TP
H{ UM VEROEE Server T & % L 7= IPsec
Secret#AHLET,

PPP=Secrets THREL-1

KAT-F T3 —HZENRRAT—RFEAHALE
00000000 ER

v T NERERTFS S

@ FEITEDATLavEEETHEIIVILET,

PITI-OATYIY _::z:?ff
HEOFEATYIVEEETS
RYRD-ERBEEVT-

Windows J7P{ P4l

@ SEIFEERLT- VPN O TONTAEREET,
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® EFaUT44TI2T. " ROTArILEHT T 5" EERL .,
Microsoft CHAP version 2(MS-CHAP v2)[ZF Ty % ANT. 0K 29y oLET,

ER=0pnlivas x

28 AJvay tRAUTM Fero-s =F

VPN DIEE(T):
IPsec EFIFALELA¥- 2 byRUzS FORIL (L2TP/IPsec) ~
EEIES
F-HMESLD):
EEkAg e (ESELTEEELET) ~
o
O H#ESF ORI (EAP) BEI(E)
F0/{F4(R)

® ROFORILESTTIP)

CIESeasnTWELIAT-F (PAP)U)
OFvbyy NFYTFEETO R (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)

O Windows MOJAY &EITAT-F (BEFFA Y HBAHER
FALY) EEEMICES (A)

vt

©® HEHLES,

03.) hEX
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mikEREAE

10.EolP/IPSec Z{FE AL T-#L R fEIR— & Ak VPN DERE A%

LTDRYRI—IRESZE (2, Mikrotik D3R E VPN T&HB EolP & IPsec 2 AL T2 A BT
B—tJ AUD VPN 1B ETH5EEHALET,

RouterA

e ey
.t EolP Tunnel .,

WAN:10.10.10.1/24
LAN:192.168.88.1/24

10. 1.

PC-B

192.168.88.12/24

PC-A

192.168.88.11/24

RouterB
WAN:10.10.10.2/24
LAN:192.168.88.2/24

DNS Servers

MAC Address

IP Address

Netmask

DHCP Server

NAT

B3:69:F4:86:71:84

192.168.88.1

255.255.255.0 (/24) v |

4

RouterA MEXE (Web DIFZE)
@ Quick Set IZTTIP PRLRZHZRELEY,
Mode * Router Bridge
Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 1255.255.255.0 (/24) ¥ |
Gateway  |10.10.10.254 |
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@ [Interface=>EolP Tunnel [&ZiRL . %7')“}7L$To
@ THZESEICHRELEY.

Enabled
Name |eoip—tunnel1
Type EOIP Tunnel
MTU ¥
Actual MTU 1408
L2 MTU 65535
MAC Address [FE:OD:FA'A5:83:9F |

ARP Timeout ¥

Local Address ¥ Router A WAN BI7RLAZAKLET,
Remote Address | 10.10.10.2 | Router B D WAN I 7 KLRZAHILET
Tumnelto |1 | FEEOLYRILID EANLETS,
IPsec Secret & | ------ | Tunnel ID & IPsec Secret (A DIL—42
Keepalive [00:00:10 |10 | TRUEIZT DRENBYET
DSCP | inherit - |
Dont Fragment no v
Clamp TCP MSS
Allow Fast Path O FIvIENLET,

@ [Bridge=Ports [£ZRL . [Add New [£57U L FET,

® TRzZZEIRELFET.

Enabled v

Interface | eoip-tunnelt v | YERELT= EolP 42871 — 2%, RT3

h '\0_ S= ’I “w :s‘ E > ~I K
Bridge eth R—bDFRET BT UV ERILT Y

DICEBRELET,

Horizon v

Learn auto v
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® [P=Firewall [#RL . [Add New [£57voLET

@ UTO@EYVIZIL—IEEBEL. TIAHILNTHEETS |drop all not coming from LAN |0))l/—)b
FYHEIZRSYILTERELET,

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ifiress Rssress Prot...
;+: special dummy rule to show fasttrack counters
= D 0  passthrol forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept input
.+ defconf: drop invalid
-] 2 ¢ drop input
.+ defconf: accept ICMP
-|p] 3 & accept | input 1 (icmp)
-|o] 4 o accept  input 47 (gre.

;+» defconf: drop all not coming from LAN
jﬂ 5 K drop input

drop all not coming from LAN D JL—JL &Y EIZEEE T B,
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10.2. RouterB MERTE (Web DIHE)
D Quick Set [CTIP PRLRZEHRELET,

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.2 |
Netmask 255.0.0.0 (/8) |
Gateway 10.10.10.254 |

DNS Servers v

MAC Address B8:69:F4:81:D0:26 |

IP Address 192.168.88.2 |

Netmask 255.255.255.0 (/24) v |
DHCP Server O
NAT v
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@ [Interface=>EolP Tunnel [&&iRL . %7')“}7L$To
@ THZESEITHRELEY.

Enabled
Hame enip-tumnel
lypes EnlP Tunmnel
MTU -
Actual MITU 1=03
L2 MTU 65535
MAC Address FE DC:CEBXET 13 |

ARP enabiad v|

ARP Timeout =

R s = Router B M WAN I 7FLRZAHALET,

Remote addross 10.10.10.1 Router A D WAN I 7RLRAFEAALET,

EEDLURILID EAHALET,
Tunnel ID & IPsec Secret (A D IL—4F

IPsec Soorek & Heee

]
Tunnel T 1 |
|
|

Keepalive  a 0000010 10 | TRULEIZT 2ENHYET .
Dsce inhwnt w
ront Fragmemnt 0 W
Clamp TCP MSS
Allow Fast Patlh m FIvIENLET,

@ [Bridge=Ports [£2RL . [Add New [£7U L ET,

® TRzZZEIRELFET.

Enabled v

Interface | eoip-tunnelt v | YERELT= EolP 42871 —R%. RT3

h 7R—kAHSE )y ERLT
Bridge eth R—rDFRET BT UV ERILT Uy

DICEBRELET,

Horizon v

Learn auto v
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® [P=Firewall [#RL . [Add New [£57voLET

@ UTO@EYVIZIL—IEEBEL. TIAHILNTHEETS |drop all not coming from LAN |0))l/—)b

YL EISFSYILTERELET.

Enabled v
Chain input v
Src. Address ¥
Dst. Address ¥
Protocol a D‘47 (gre) v
. . Src. Dst.
# Action Chain Address e Prot...
;+: special dummy rule to show fasttrack counters
B D 0 passthrol forward
;31 defconf: accept established,related,untracked
-| o] 1 ' accept  input
.+ defconf: drop invalid
-| o] 2 ® drop input
.+ defconf: accept ICMP
Elle] 3 & accept  input 1 {icmp]
-| o] 4 o accept | input 47 (gre.

;+» defconf: drop all not coming from LAN

-| o] 5 K drop

input

drop all not coming from LAN D JL—JL &Y EIZERE T B,

FER:
HERFIAWAEDISTvIMNESILELTERESINET,

€ 3% EolP Tunnel EZhXJIL—Tvk

EolP Tunnel {ERREFIZ IPsec Secret Z A LM o1-15E . FESILFEL T EoP *1EE

ETE—F HE1E RouterA=>RouterB | RouterB=*RouterA
EolP ;L 585Mbps 545Mbps
EolP/IPsec Y 36.7Mbps 36.9Mbps
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10.3. RT—HRADHEE(Web DIFE)

Interface=EolP Tunnel [&:&IRL. L FOEEZHRLET .

@ EolP k> JLIEEH (Running DRFHNH D)

hEX & 1)—X EnikiiEAE

Actual

4 Name Type T L2 MTU Tx Rx
-|D|| RS |eoip-tunnell EcIP Tunnel 1408 65535  62.7 kbps 5.4 kbps
@ EolP bR JLIEEH LK (Running DRRMELY)
4 Name Type ’:ﬁﬁa' L2 MTU Tx Rx
-|p] eoip—tunnell EolIP Tunnel 1408 65535  0bps 0 bps
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10.4. RouterA MF%E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREHRELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

2 WAN 0) DHCP—client #gexEMIZLET,

/ip dhcp—client

set humbers=0 disable=yes

3 LAN @ DHCP-Server H4REFESNIZLET,

/ip dhcp—server

set humbers=0 disable=yes

@ EolP Fo R IILEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.2 tunnel-id=1

allow—fast—path=no keepalive=10s,10

ipsec—secret=123456

IR

1) Fast—-path #48E(L IPsec AEMDBEIZITFERAHETE A,
2) BEE1t (IPsec) N AEDIZ S (X, ipsec—secret ZHIKLFET .
3) remote—address (AT A HDLEITFNIFTHRYEL A,

4) tunnel-id [& RouterA & RouterB TA g RLICL TZELY,

® EolP % Bridge IZBMLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® FFATI9A—ILIZIL—)LEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

@ NTP 954 F7UrDHEFEFEBMLET , BITIE. ntp.nictjp ZEA)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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10.5. RouterB MF%5E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREHRELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

2 WAN 0) DHCP—client #gexBEMIZLET,

/ip dhcp—client

set humbers=0 disable=yes

3 LAN ) DHCP-Server H4REFESNIZLET,

/ip dhcp—server

set humbers=0 disable=yes

@ EolP Fo R IILEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.1 tunnel-id=1

allow—fast—path=no keepalive=10s,10

ipsec—secret=123456

IR

1) Fast—-path #48E(L IPsec AEMDBEIZITFERAEETE A,
2) BEE1t (IPsec) N AEDIZ S L. ipsec—secret ZHIKLFET .
3) remote—address (W4T A HDLEZITFNIFTLRYELE A,

4) tunnel-id [& RouterA & RouterB TA g RLICL TZELY,

® EolP % Bridge IZBMLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® FFATI9A—ILIZIL—LEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

@ NTP U547 UbDEREEEBMLET , BITIE. ntp.nictjp Z{FEFH)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130

70




hEX & 1)—X EnikiiEAE

10.6. RXT—2XDOEEZR(CU DIEE)
UTDav rEAALET,

/interface eoip print

@ EolP k7 JLIEEH (Running DRFHNH D)
[ e 1 >

Flags: X - disabled, R - running
e [R "epip-tunnell" auto 1468 65535
FE:BD:FA:A5:83:9F enabled auto default

off 5s i
0.0.0.8 192.168.0.182 1 les,16
inherit g no "123456"
no

@ EolP b JLIEE 4 K (Running DFRRMNELY)

[ @ 1=
[ @ ] >
Flags: X - disabled, R - running
2] "epip-tunnell" auto 1408
FE:BD:FA:A5:83:9F enabled default

off 5m
0.0.0.0 192.168.0.182 1 18s,18
inherit = no "123456"
no
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11.818) IP DE/ 1 ILIL—3%E L 1= EolP/IPSec DEXRTE S %
UTDRYRT—IR%ESE (2, Mikrotik DI E VPN T#H3 EolP & IPsec ZEHALTEM IP %

FOENAMILIL—FEHETOH VPN ZHETIHEEHBALES,
WAN IF WAN TP
BhIP(DDNS) AP DONS)
/ x,

WaHN IP
152.168.0.101
Rouler A
s

|

4)))
/"E.-"-.-'“L-.-'L- =
LAM TP
LAN IP
192.168,68.1
192.165.0.10

o b

EalP over IPsec VPN

((':' @\ mesvew

II"II WAMN TP
lI-. 192.168.0.101
Router B

ENAIIN—F L&H TP
LaM.Iz 182 .162.68.2
192.165.0.10

Z

192.168,1.10,24

R T A ey 0

&/

192.168.1.20/24

X AT EHE/NCILIL—FDH Symmetric NAT E—FDIHE ., Cone NAT E—RICEETILE

BHYFET,
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11.1. RouterA OERTE

LAN D IP PRLREWAN D IP PRLREEBRELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

Q@ TIAINF—RITAIZENAILIL—ED LAN Bl IP ZAHLET,

/ip route
add distance=1 gateway=192.168.0.10

WAN @ DHCP-client #8Ex EMIZLET,

/ip dhcp—client

set humbers=0 disable=yes

@ LAN @ DHCP-Server H4REZESNIZLET .

/ip dhcp—server

set humbers=0 disable=yes

@ DNS Server #EXELET .

/ip dns

set servers=8.8.8.8

@ DDNS #gexADILET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #EeZ2 BT HET. BHT O—/1NIL P ZEENDRAM TESIENHEET,
RAME ZEE T, IL—E2D YT IILE B> .sn.mynetname.net NEY L TENET,
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EolP Fo R ILEERLLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router B M < )7 )L &S >.sn.mynetname.net

tunnel-id=1 ipsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FER:

1) Fast-path #gEIXFERAEEFE A,

2) ipsec—secret |Z[, KYsBEE/NRT—FZE A AL TLIZELY,
3) tunnel-id [& RouterA & RouterB T3 RILIZL TR &Y,

EolP % Bridge [Z:BIILET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—I)ILEEBINLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 hDERFEFEMLET , BITIX. ntp.nictjp ZEH)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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11.2. RouterB DERTE

@D LANDIP PELREWAN D IP PRLREHRELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ TIHINF—RITAIZENAILIL—ED LAN Bl IP ZAHLET,

/ip route
add distance=1 gateway=192.168.0.10

3 WAN O DHCP-client #8EHxEMIZLET,

/ip dhcp—client

set humbers=0 disable=yes

@ LAN ) DHCP-Server H4REZESNIZLET .

/ip dhcp—server

set humbers=0 disable=yes

® DNS Server ZERXELET .

/ip dns

set servers=8.8.8.8

® DDNS #gexARICLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #EeZ2 BT HET. BHT O—/1NIL P ZEENDRAM TESIENHEET,
RRAME IZEE T, IL—E2D YT IILE B> .sn.mynetname.net NEY L TENET,

75



hEX & 1)—X EnikiiEAE

EolP Fo R ILEERLLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router A D 1) 7 JL &S >.sn.mynetname.net

tunnel-id=1 ipsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FER:

1) Fast-path #gEIXFERAEEFE A,

2) ipsec—secret |Z[, KYsBEE/NRT—FZE A AL TLIZELY,
3) tunnel-id [& RouterA & RouterB T3 RILIZL TR &Y,

EolP % Bridge [Z:BILET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—I)ILEEBINLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 hDERFEFEMLET , BITIX. ntp.nictjp ZEH)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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11.3. RAT—2XDHER
UTDav rEAALET,

/interface eoip print

@ EolP ko JLIEEH (Running DRFHNH D)
[ e 1 >

Flags: X - disabled, R - running
e [R "epip-tunnell" auto 1468 65535
FE:BD:FA:A5:83:9F enabled auto default

off 5s i
0.0.0.8 192.168.0.182 1 les,16
inherit g no "123456"
no

@ EolP b JLIEE 4 K (Running DRIRMNELY)

[ @ 1=
[ @ ] >
Flags: X - disabled, R - running
2] "epip-tunnell" auto 1408
FE:BD:FA:A5:83:9F enabled default

off 5m
0.0.0.0 192.168.0.182 1 18s,18
inherit = no "123456"
no
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12.L2TP/IPSec Z{E AL =LA VPN DR EH*

UTDORYRIT—OE%ESE (2, L2TP/IPsec Z{F L T2# AR D VPN #4835 55 &% RBAL
E3X I8

Internet Routerd

WAN:10.10.10.2/24

- — LAN:192.168.89.1/24
RouterA guuE N my

> '
WAN:10.10.10.1,/24 .1." IpSec Tunnel &‘,.
LAM:192.168.88.1/24

192.168.88.254,/24 PC-B
192.168.85.254/24 .

-
A
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12.1. RouterA DERTE (Web DIHE)
D Quick Set [CTIP PRLRZEHRELET,

Mode ® Router Bridge

Address Acquisition *® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 255.255.255.0 (/24) v |
Gateway 10.10.10.254 |

DNS Servers ¥

MAC Address |BB:60:F4-86:71:84 |
IP Address 192.168.88.1 |
Netmask 255.255.255.0 (/24) ¥ |
DHCP Server 0
NAT v

@ [P=Pool [E#IRL . [Add New [EHUvILET

@ THZESEITHRELEY.

Name ‘LQTP-PDOI |
EEDLRIEAEEDTRLRAGEETEHELET .
Addresses ¥ [111.1-1.11100 Al corrLas TP ST UREEYES RE
Next Pool A | None v £

@ [PPP=Profiles [&ZRL . [Add New [y LET

® THZESEICHRELEY.

Name L2TP-Profile EEOAMERELET .

Local Address a |L2TF“—POOI

YERRLT= IPPool Z#:ERLZET,

Remote Address a |L2TF“—PO0I
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® [PPP=Interface [£iRL . [L2TP Server [E4UvILET,

@ TRZESEITHRELFT,

Enabled v FIvIEANT, L2TP H—N\ZHEMILET,
Max MTU |1450 |
Max MRU |1450 |
MRRU ¥

Keepalive Timeout a |30 |

Default Profile | default v ‘

Max Sessions ¥

o # mschap2 |# mschapl
Authentication

+ chap + pap
Use IPsec required ZEIRL. IPsec TOREEILZERIZLE
IPsec Secret |secr:—:—t | 7o

IPsec Secret Z AHWLET .

Caller ID Type
PPP=>Secrets [£ 4L . |Add New 7w ILET,

@ THZESEICHRELEY.

Enabled v
Name L2TP-01 FENDL—FRERELET .
Password & |testtest FEED/INNRT—FEERELET,

Service I2tpZEIRLET S

CallerID

Profile | L2TP-Profile v KIFEERLETOIPALERIRLES .

Local Address ¥

Remote Address ¥

Routes a |192.168.89.0/24 RouterB @ LAN IRy T—o% A HLET,
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[P=Firewall [£3#1RL . [Add New [£ 47 LET
O FRESEIZHELET.

add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp

Enabled L

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D“IT (udp) v |

Src. Port v

Dst. Port & | ||50,1701,500,4500 |

@ {ERLLT=)L—IL%E"defconf: drop all not coming from LAN"MDJL—IL&YE EICERELET,

Src. Dst.

Address Address Protocol Src. Port  Dst. Port

# Action Chain

i+ special dummy rule to show fasttrack counters

-] D 0 ~ passthroi forward

;+; defconf: accept established, related,untracked

jm 1 o accept | input

;3 defconf: drop invalid

=] 2 ¥ drop input

;+; defconf: accept ICMP

-|o] 3 o accept | input 1 (icmp)

=] 4 o accept | input 17 (udp) 50,1701,500,4500

;3 defconf: drop all not coming from LAN

jﬂ 4 ¥ drop input

drop all not coming from LAN @ JL— L&Y EIZEEE T 5,
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12.2. RouterB MEXE (Web DIFEE)
@D Quick Set [ITTIP PRLRZEHRELET,

Address Acquisition ® Static Automatic PPPOE
1P Address 110.10.10.2 |
Netmask | 2552552550 (/24) v |

Gateway 110.10.10.254 |

DNS Servers ¥

MAC Address |B8:69:F4:81:D0:26 |

1P Address 1192.168.89.1 |

Netmask | 255.255.255.0 (/24) v |
DHCP Server |

DHCP Server Range . 192.168.89.10-192.168.89 |

NAT

@ [interfaces=Interface [#:&IR L. |Add New=L2TP Client [£2JvILET

@ THRZESEITHRELFT.

Enabled v
Name 12tp-out1 EEDRAERELET .
Type L2TP Client
Actual MTU
Max MTU 1450 |
Max MRU 1450 |
MRRU +
Connect To 110.10.10.1 RouterA DF A—/N)LIP PRLAEIRELET .
User | L2TP-01 RouterA I THRELI-A—H L E/SRT—FEA A
Password a |testtest LET,
Profile | default-encryption ¥
Keepalive Timeout W
Use IPsec s
RouterA | T E L= IPsec Secret #FAALET,
IPsec Secret secret |
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@ [P=Routes[&#RL . [Add New [EHUvHILET,

® THRZESEZEITHRELFT,

Enabled <
Dst. Address  |192.168.88.0/24 | RouterA O LAN I T —JZANLET .
Gateway ¥ |I2tp—0ut1 v | reachab L2TP 9S54 TFT UhDA BT —REEIRLET,

Check Gateway ¥

Type Unicast Z:&RLET,
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12.3. RouterA MF%5E (CLI DIFE)

@ LANDIP PRLREWAN O IP PRLREHRELET .

/ip address

set numbers=0 address=192.168.88.1/24

add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

@ L2TP F® IP 7RLRAT—ILEERLET .

/ip pool

add name=default—dhcp ranges=192.168.88.10-192.168.88.254
add name=L2TP-pool ranges=1.1.1.1-1.1.1.100

@ L2TP OTRI7 A ILEERLET,
/ppp profile
add local-address=L2TP—pool name=L2TP—-Profile remote—address=L2TP—pool

@ L2TP H—N\Z#HTELET.

/interface |2tp—server server

set enabled=yes ipsec—secret=123456 use—ipsec=required

X Ipsec—secret (21, KYTREE L —ILybF—F A AL TSN,

® PPP Secret ZEXELFT,

/ppp secret
add name=L2TP-01 password=testtest profile=L2TP—Profile routes=192.168.89.0/24 service=I2tp

3¢ password [Z1d, KYRBELZ/ SR T—FZE A AL TS,

® Firewall 2T UDP:50,500,1701,4500 ZZFaILE T,
add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp
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12.4. RouterB MF%E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREHRELET,

/ip address
set numbers=0 address=192.168.89.1/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

@ L2TP 9547 DA BT —RAEERLET,

/interface |12tp—client
add connect—to=d5030c395e67.sn.mynetname.net disabled=no ipsec—secret=123456 ¥

keepalive—timeout=disabled name=I2tp—out1 password=testtest use—ipsec=yes user=L2TP-01

@ H—/\® LAN Al ybT—OADIL—bEII—T42 0 T—TILIZEBMLET,

/ip route
add distance=1 gateway=192.168.0.10
add distance=1 dst—address=192.168.88.0/24 gateway=I2tp—out1
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13IP PRLRZBNTLE Tz, FIRAEN LFOHIEGEE

HEL. P PRLRZENTLESIGAPEL TERT A U HEZLE & (K. Mikrotik D JL—%
EEY—)LTHD WinBox ZHHLLEELY,

WinBox Tl IP 7RLRZHFS>TULVEWIL—ETH>TH.MAC PRLRABHTEREERZITOC
EDHKRFET,

@D Mikrotik @ HP (https://mikrotik.com/download) A 5, WinBox 4 > O—KLZET,
HELD Windows D/3\—2 3V [2TEHHE T 32bit/64bit ZFEIRL TFZELY,

MI?CFDTH( Homa Aot Buy  dohs artwara Sotwarn Sappor lraning Acrsont

SDﬁ_"NarE Downloads  Changelogs  Downkead archive  Rowter0d The Dude  Mebilc app

Upgrading RouterQs

I yrus ane Aleachy nonerg Boulerf S, npgradng o e Aies] weraon san ke dane by dickng an

“Chaok For Updates™ in Quick 5at ar System > Packsges mern 1 Webbk o WinHe
S e voomnentElon o0 more infonrelon aboul upgradng dnd e ey

Ta manage your rouker, uge the wed inlerface, or cownload the mainenance utilbes. 'Winoo 1o
connect o vour device, Dude to mcnibor vour netwark and Metinstall for recowery and re-instalkstion.

I T I

WinBaxs 337 (24 b}

I
]l
Wiz 327 £10n)

@ #oO—KL1=774 L (WinBox64.exe F£f=Id WinBox.exe) &4 FILY)vIL TEELET,
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@ BEBHEOEEITIUTOBEYELRYETS,

hEX & 1)—X EnikiiEAE

File Tools
Connect To: 192168851
Login: |admin

Fassword:

AddfSet

T | Refresh

IF Address

MAC Address
139216858)

1 item

@ ‘WinBox (64bit) v3.27 (Addresses)

Managed -Nei;hhors —
N—ATHRRETHIENTEFET

| Keep Password
W Open In Mew Window

Connect To RokOr Connect

Neighbors 70 ¢ H&. LAN 77— )L THEfS = hEX & MAC 7RL R

Uptime
00:03:27

“Wersion Board

Identity
645 2 (sta.. RETEO0GKS

MikroTik

@ $RLT= hEX £9YUvHL. [Connect RELEHwHFHIET GUI RIS ENTEET,

Login:
Password:
AddlGet

Connect To: 192168281

W Feep Paszword
W Open In Mew Window

Connect To RakOR Connect

Manzgad Meighbors

? Refrash all ¥
b4 Addre 1P &ddra Iden ity e rsinn Enard | Iptime -
|_ 192162281 MikraTik B 48 2 (sta.. RETHOGHE 00:1 1:44

B FnEOEKRMIZVEIZ WEBFigWEBGUDEMREHYEE A
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@ admin@192.168.88.1 (MikroTik) - WinBox (64bit) v6.48.2 on hEX (mmips)
Session Settings Dashboard

Session: 192168281

iG!uick Set

*BAPSMAN Interface | Interface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel WLARM WRRF  Bonding LTE

wminterfaces

o [

ggBridse [Mame 4 [Type [Actual MTU [L2 MTU |Tx Rix

+ _FFF o defoonf
Switch R & bridze Eridge 1500 16496 57 & kbps
he sh qipetheﬂ Ethernet 1600 1646 O bp=
e RS iy ether? Ethernet 1600 1636 52 5 kbps

g Pl dbethers Ethernet 1500 1598 0 bps
MFLS I |ls < etherd Ethernet 1500 16496 Obps

_riHouting I~ 5 @etherS Ethernat 1500 1596 0 bp=
System [

!Gueues

iFiIes
Log

a RADILS

y Tools [

P Mew Terminal

«:,DOH xX

';F'artition

b Make Supoutrif

EManual

@New WinBiox

iExit
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14. &Y B MRIESBAIZONT

Router 0S MEFHIAET =27 JLIZDULVTIEL, LTDY2IH 5 Mikrotik D Wiki S BBLFZELY,
[URL] https://wiki.mikrotik.com/wiki/Manual: TOC

89


https://wiki.mikrotik.com/wiki/Manual:TOC

15. % IL—3DNEREAIZDINT

hEX & 1)—X EnikiiEAE

15.1. Ethemet XJL—Fvk
hEX lite (RB750r2)
1518 byte 512 byte 64 byte
E—F | &E
Mbps Mbps Mbps
EL 4930 480.9 1202
Bridging
25 bridge filter rules 493.0 3703 483
=L 4930 4809 1115
Routing | 25 simple queues 493.0 405.1 518
25 ip filter rules 4930 2130 270
hEX (RB750Gr3)
1518 byte 512 byte 64 byte
E—F BE
Mbps Mbps Mbps
£::408 19722 18174 532.0
Bridging
25 bridge filter rules 19722 688.5 89.2
L 1,972.2 1,820.3 5299
Routing 25 simple queues 19722 735.6 878
25 ip filter rules 1,128.2 3854 480
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15.2. 1Psec RIL—FYbk

hEX & 1)—X EnikiiEAE

hEX (RB750Gr3)
1400 byte 512 byte 64 byte

E—F B

Mbps Mbps Mbps
Single tunnel AES-128-CBC + SHA1 469.3 1733 21.2
256 tunnels AES-128-CBGC + SHA1 469.3 179 219
256 tunnels AES-128-CBC + SHA256 472.6 181.9 219
256 tunnels AES-256-CBC + SHA1 3584 163.8 20.7
256 tunnels AES-256-CBC + SHA256 3595 162.6 20.7
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16. B &k
Bag hEX lite (RB750r2)
CPU QCA9533
CPU BR¥ 850MHz
CPU a7# 1
AEI) 64MB
AL—CBEE 16MB

0S

RouterOS(License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP
Xal)Tq T7AT 24—
EEME WEB GUI, Telnet, SSH, SNMP

LAN 7R—k RJ-45 10/100BASE-TX x4
A12371—R

WAN 7R—k RJ-45 10/100BASE-TX x1
ti& (W)113 x (H)28 x (D)89mm (ZEFEEREET)
A@FEE 130g
BR DC8~30V
BXKHEBEEN 2W
EERE -40~+70°C
B B2E VCCI Class A, RoHS10 18
B o SR AEHAR 1 4
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(a4 hEX (RB750Gr3)
CPU MT7621A

CPU RE¥ 880MHz

CPU O7# 2

CPU RLYF 4

CPU MT7621A

AEY 256MB
ARL—CRE 16MB

oS

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP

¥Xal)T«a IT7AT 24—

ETEMEE WEB GUI, Telnet, SSH, SNMP

S LAN 7R—k RJ-45 10/100/1000BASE-T x4
WAN 7R—k RJ-45 10/100/1000BASE-T x1

& (W)113 x (H)28 x (D)89mm (Z=EIEFET)

AREE 150g

BR DC8~ 30V

BKHEEN 10W

BhERE -40~+60°C

Bg-2% VCCI Class A, RoHS10 ¥ &

5 o R EEHAR 1
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17. 8 RREE
& HENMIEBEDLN-ZAICIE. BH AR HR—FETIT EHKIESLY,

*

*

*

*

*

*

1) EEZEKEEINDEIS —E, CORKRASZSEIHR:E,

2) REGZOFRIEHARADOBAKIECOESELTIFEREBESETIEEFT,
3 HEOARICKY. BETHLGRFREDTMRICSETIRELHYFTT,
4) BUAOEHMIEEROAIBLSETEEFI DT THRI:ZE,

AT RREEHAR -
CEBABKY 3 4y A M TOREHERIEER ., TMBBIREICIOXIT)

SRR -
(XRIRX) TBABKY 1 £/ (BEMNVICKHIEE, T IEXRHR)

RAEAERTH>TH U T DG EEHEBELSETREEY,
(BETELGMGEELHYEY)

1) FERALEDRY. BERICKHEELIEICLLIMIE, BI5
2) BAREE.LE.EEBEEZOMINBISERTHHE. B5
3) AHGITKFEN-BBLEICLIDIERIAERSINIEE

R BT ET LA EERLAYETOTITEETE,

— BRI REEARARANICEE I IMEZALTEYET . S oD IRITIEERFC
REEZVHELTTOT, BEHRMTOLEERNBTRIEDNET . BRAYT I, BEE
CHREEIRSHTIC. BRERBEBBFRICTHEZSZELY,

AEGBISERTHEFPHRIOBRITOVTEMHERLITE A,

EEAMPICETIRBROELELE BXMIT - TEYEE A JBlR, FEYR—+
ZRHICTHISEETHEWVTEYET . AEYR—MIDFELTEBEVLEIFORFEEIZD
HIZEY,

AHADORAIFBAERNTOFEAICEVNVTOAEMTY,
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HRICETATHM-BELNEhER

NATOL3—k(AEH
HRETYR—F
TEL 0570-060030
E-mail support@hytec.co.jp
Z24THERE 8 9:00~17:00

~
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