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# | /R e
® | Power HTED AC 7HTAZEHEHLET
® | RES JEybREVTY,
EIR LED TY .
© | EwR BIRH ON DBFICHERITLET,
@ | UsR A—HZEYHTHNI= LED TY,
- /system routerboard leds [CTIEEDARUIFE|Y LB TEHIENHEFTT,
Etherl R—h T,
Internet WAN /R—rELTEIMELET S
® (PoE In) Passive PoE A NIZx L TEY . DC8-30V DERANTIL—2ZEIESHE
HTEMNHEFT,
Ether2~5 R—+TY,
® | 2~5 .
LAN R—rELTEMELFET S
@ | 1~ Etherl~5 YIS TTY,
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@D RESHRAVHERMLLEASEREZHZRALEY,
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# | /R e
® | Power HTED AC 7HTAZEHEHLET
® | RES JEybREVTY,
® | PWR EIR LED TY .
T BEIRA ON DEFICHFRITLET
@ | UsR A—HZEYHTHNI= LED TY,
/system routerboard leds [CTIEEDARUIFE|Y LB THIENHEFTT,
Etherl R—h T,
Internet WAN FR—rELTEIMELET S
® (PoE In) Passive PoE A AT L TEHY ., DC8-30V DERANTIL—2EE{ESHE
HTEMNHEFT,
Ether2~5 /R—k T,
® | 2~5 .
LAN R—rELTEMELFET S
@ | 1~ Etherl~5 MU I52TTY,
T o7 HERLT, BIERICIERBMLET,

@ RESHRAVERLELNSEBREFRALET,

@ USR DO#RBD LED N RiRLT=5. RES RIVERELET,
® E—TJEM1EKRY., MHLEBESNEFEYET,

@ LIEKLTE=T BN 2EB =5, MHLZET TT .




4. WebFig ~AQOT (>

WEB 7594 %{$HLT. RouterOS [ZAS' 423 5T LT, RouterOS DEIBHEED—DTH D
WebFig [CAT AT HTEMNHEKFET,

o OJAVHHA
IP 7RLR
1—4Y4
INATT—K

e DJAVFIE
®
@

21—

ax ;&

: 192.168.88.1

admin

D EL

RouterOS WebFig Login

Login: |Eldmir1

| | Login |

Password: |

O4 AR A& Quick Set BIEMARRSINET,

[ | vero | oo [@ B |
RouterOS v6.43.7 (stable)
Ethernet Quick Set
active
Configuration
Mode * Router ) Bridge

Port

Address Acquisition

1P Address

Netmask

Gateway

MAC Address

1P Address

Netmask

DHCP Server

DHCP Server Range

NAT

VPN Access.

VPN Address

Router Identity

Internet

Static ® Automatic () PPPOE

(e | [retense)

Local Network
2552552550 (/24) v

v

- 19216888 10-192 168 88 2.

&

VPN

251509¢12752.5n. mynetname.net

System
MikroTik

| check For Updates

[ Reset configuration

hEX 21)—X Eik

TSN TRLR/N—IZ http://192.168.88.1"E A AL THEHLET,
A—H&ZEAHLT|Log n[EHUvILET,

@ EEH LD WebFiglss)vo$ B ET. WebFig DEIEEBKCENHEET,
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4.1. Quick Set EITEIZDW\T
Quick Set A Tld. EARMGZIL—FDRELZITOIENHEET,

1 Mode # Router, Bridge I o&ERLET,

Configuration

Mode * Router Bridge

@ Internet [T BREZEITLET,

Internet
Address Acquisition Static '® Automatic FFPoE
IP Address |ﬂ||ﬁ\
Netmask
Gateway
MAC Address \B8:69:F4:81:D0:26
HH & EA
Port WAN R—hrELTERT S R—MERIRLET

TELADBGEAETRIRLET,

Static: FE#RI IP PRLRZHRELET .

Address Acquisition | Automatic:DHCP H—/\M5 IP PRLRAZEEELET .

PPPoE :PPPoE 1 —H#&/RRAT—FEAALTISPMASIP TR
LRAZRBLET
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@ LANICEE 9 AR EEITVET,

Local Network

IP Address 1192.168.88.1 |
Netmask 12552552550 (124) v |
DHCP Server b

DHCP Server Range a |192.153.38.1D—192.158.88_2:|

MNAT o
HE Bz L)
IP Address LAN D IP PRLRZEHRELET .
Netmask LAN DY TR RIZEHRELET,

DHCP Server

DHCP H—/\BEBED B XN/ BENFRELEFT .

DHCP Server
Range

DHCP H—/\#aEZx B LRI T IP PRL A D EFH%E
HELET,

NAT

NAT DB/ FEHERELET .

@ SARTLICBETIHREZETVET,

"/E

System

Router Identity |MikroTik |

| Check For Updates || Reset Configuration |

Password | |

Confirm Password | |

| Apply Configuration

Bt

Router Identity

W—BDIRTLBEHELET

Password A0 AVINRAT—REHRELET,

X X)) TRIEDT=0 ., BT HRELTLESLY,
Confirm _ N R . -

BED=OH. Q04 IRRT—REE5—EAHALET,
Password

® B#I |Apply Configuration EYUwoLET,

Apply Configuration
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4.2. A2 58—RyMEBT SRS
W—BFEAE—Fy MY SRTIC. EX 1) TARED=HICU T OREZLT 1ToTHS
LY,

® BIAVIRT—EDEE
|System=>Password |"éi§3fRL,s New Password & U} Confirm Password [Z/XATJ—KZ# A HLE
ED
X T IHIVMREETIZ/ RART—RHEL\D T, Old Password [XZEHRICHYET,

‘ Change | | Cancel ‘

Old Password

New Pasgwgrd T

Confirm Password CLLTLIEE

@ FRELY—EROEL
IP=>Services [&&RL . TLEAH—E R PlDisable)E o v L TEIEEEET

8 items
4 Name Port Available From Certificate ks
Version
E| X @ api 8728 any
E| X @ api-ssl 8729 none any
E| X @ fip 21 any
) @ ssh 22 any
E| X @ telnet 23 any
E| X @ winbox 8291 any
D o www 80 any
E| X @ www-ss/ 443 none any
8 items
4 Name Port Available From Certificate ks
Version

D] @ api 8728 any
D] @ api-ssl 8729 none any
D @ fip 21 any
D @ ssh 22 any
D @ telnet 23 any
D @ winbox 8291 any
D] 2 www 30 any
ﬂ X @ www-ss/ 443 none any
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5. CLI(Telnet/SSHIAD RS 1>

CLIZEAL T, RouterOS ICAY A A ETHRERZITLVET,

o OJAVHAARTE

IP 7FL X : 192.168.88.1
a1—H4 : admin
INAT—F 10

e DJAVFIE

@ avorR7OrIITUTOATURERTLET,

telnet 192.168.88.1

@ Login [Z”7admin”, /ART—RIXfA[H A AE T [Enter] F—ZFHLTOT A LET,

Login: admin

Password:
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5.1. CLIOEXBEEIZDOINT

o AIITORUHL
“HEANTBIET FAARELRITURD—EEFRRIEDIIENHFEEFT,

[admin@MikroTik] >?

o [EE
Mikrotik @ CLI [EBEEIZH DN TLVET,
BIZIE”"/ip address”EANTBE NP PRLADAZ1—[ERBICERENTHIENEEFET,

[admin@MikroTik] >/ip address
[admin@MikroTik] /ip address>?

—EBLORBBICRAIZIE"/"ZAAL. OEDRIDERIZRAIZIE"."ZANLET,

o [tem Numbers
TNTNDEEME(TATL)IZIEZENZTN Item Numbers HARONTULVET,
set AVURGETHRELZERTDHE. EELI-WVLEREME (74T L) D Item Numbers 1657
TEIDLELHYET,
Item Numbers #HER T BICIEENENDREB T print’ AT REFERALET,

o [Tab]F—IZ&BavTFH5E

[TablF—%#FHRATAHET. AV RFDHTEEITOICENHEFT,
B Z L7 inte” DIKEE T[TablF—%IF &, "Dinterface” LHTINET,
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5.2. CLIO—#EMEaTURIZDLNT

e Printav KR
print AV RZEFEATHIET, BRERTEMEDIHEHRE Item Numbers FHERT HEMNHERFE
ER
Item Numbers [ EZBZITOMRICERLEY,
LI TOHITIE. ether!t @ 10.10.10.1/24 £LNS IP 7RL RIZIE Item Numbers=1 M EL 1T
LNTNAIENRMYET,

Item Numbers

e addavw K
FTATL)ACDREICREMEZEMT HAIENHEET,
LU T DOHITIL, etherl 0 10.10.10.1/24 £LV5 IP PRL A% ip address D7 AT LV ANIE
MmLTWES,

=10.10.10.0
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set AYK

$EFELT= Item Numbers DIREEZEE Y D EAHEFT

LITOHITIL., ip address @ Item Numbers=1(ether1)D %X FE % address=10.10.10.1/24 M5
address10.10.10.2/24 [CEBLTLET,

@ /ip address print
EAALT . BED P TRLADYARERRLET
LI DOHITIE. bridge @ Item Numbers HY70” ., etherl M Item Numbers M1 T#H B
ENHMYET,
= I
i cab | er

@ set numbers=1 address=10.10.10.2/24
Item Numbers="1"Td 3. etherl D IP PRLRZZEELET,

@ BFWprint"EANT BL, etherl D IP FRLANEBIN =DM HERHEET,

d, 0 - dvramic

INTERFACE
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remove A< K
EE L7= Item Numbers MEXEZHIRT A ENEEET,
LITDOHITlE. ip address @ Item Numbers=1 DR EZHIFRLTLNET,

. U - dvnamic

[MTERFACE

. U - dvnamic

[MTERFACE

bridze

move AT K

B3 LT= Item Numbers DEREZBEISEHEMNHEERFT,

LT DOHITIE. ip firewall filter @ Item Numbers=2 DX FEE & Item Numbers=1 DERFEIED
IEEZ ANBZATNET,
T7AT 24— ILIE, Item Numbers DVNEWVBFICLEBINSIL—ILED T, 7ATLIRE
DIEEIHFICEETT,

[admin@MikroTik] >/ip firewall filter

[admin@MikroTik] /ip firewall filter>move numbers=2 destination=1

export AR
BAEDOKEBTETINTNDIATU KDY AMNRRLET,

quit av R
—BLOBBTIOATUREERTTRE . CLUNSAT 7O BIENAEFEET,
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6. EAETE
AR EEEAEIC OV THRALES .,

6.1. 1—Y Ry AT7—ADKEFHER

o Web[ZkBHERAX

Interface &R BL. AL 4TT—ADKIEERRT B EMNHEET .
Name DEBID T ILIT7AYMIR—FDRAT—E2RERLET,

R :R—hAU o Ty TLTNBEERLET,

S R—IATYYSICHIBL TS EERLET

T CAPsMAN
— Router0S v6.43.7 (stable)
1 Wireless
{8 Interfaces Interface ” Interface List ” Ethemnet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP ” Bonding
A, Bridge
= Switch |Add Mew ¥ || Detect Inlernet|
EE pPP
°8 Mesh 7 items
kg 1P >
4 Name Type Actual MTU L2 MTU Tx Rx

<77 MPLS >
£ Routing - 111 defeconf
{83 System > -lo] R 4+t bridge Bridge 1500 1538 63.0 kbps 5.0 kbps
& Queues 1B 77T T Weethers” T Tethemer ~ T 7 1540~ ~ T ised ~ obps 0bps T
=] Files 1 ﬂ RS 4j# ether2 Ethernet 1500 1598 0 bps 0bps

Lag : =1} = 4j# ether3 Ethernet 1500 1598 0 bps 0bps
(Al
# Radius 1] 5 4 etherd Ethernet 1500 1538 0 bps 0 bps

1

W Tools 1 I 5 4% ethers Ethernst 1500 1598 0 bps 0bps
=] MetaROUTER Lol _s5 _ lesfpl _ _ _ _ | Ethemet _ _ _ _ 1500 _ _ _1600_ _Obps_ _ _ _ _ _ _ Obps _ _ __ __

Ethernet /2271 —RX%& D) V0§ bE. SHIZHMTIERMNERTEET,
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o CLUIZKHHERERE

/interface print EANT BE AVATI—ADREEZERTHENEEET,
Name DEBI DT ILITF7RYMMIR—PDRT—ERERLET,

R :AR—bAYIT7YTLTNSIEERLET .

S (AR—FATVYDICABL TSI EERLET,
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6.2. IP7FLRADERE

o Web[TkBEEAZE

@ [P=Addresses [&BIRLFET

@ bridge 123 7x—RED)vILET,

8 [P v |

ARP 2 items

Accounting & Address Metwork Interface

or 192.163.0.14/24 | 192.168.0.0 etherl

Addresses J D
Cloud

i+ defconf

DHCP Client -|o] ok 192.168.88.1/24 192.168.88.0  bridge
DHCP Relay I,\X)

(=Tl ]

@ IP7RLARZEZELT.OKZEY)vHILET,

| oK || Cancel || Apply | |F{emuve|
Enabled
Address 1192.168.10.1/24 |

Network a (192168.10.0 |

Interface

o CUIZKBHESZX
UTFTOav o REAALET,
/ip address

set numbers=0 address=192.168.10.1/24 network=192.168.10.0
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6.3. ALV IRRT—FDEE

o WeblTXAREALE

@ [System=>Users |[&RIRLET .

Q@ NRI—FEEETEH1—FE0)vILES,

J Users H Groups “ S5H Keys ” SSH Private Keys ” Active Users |

‘.Add New || AAA |

1 item
4 Name Group  Allowed Address Last Logged In
;1 system default user
-] o] a admin  full s ul/01/2020 13:55:39

® Password.Z#9) v LT, HILLWVARDT—RZEHRELET,

| OK || Cancel || Apply | | Remaove | | Password...[L
Enabled
Name admin

Allowed Address ¥

Last Logged In Jul/01/2020 13:55:39

Comment |System default user

o CLIIZKB®™EAZE
LTOaATUREAALET,

SEAE

/user

set numbers=0 password=admin
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6.4. BAFIRHPADHKE
o Web[TkBEEAZE

@ [System=>SNTP Client [&:&RLET .

hEX 1) —X HikinBAE

@ SNTP Client A=1— Enable | SFzv9% AN T, NTP H—/\0D IP FRLRAEAALET
(FALTOAAEAT])
Q@ WZIEHMALHINT & BRAT—EANKRENET,

S e e ——
e SNTP Client
Certificates Apply
Clock |\ | o _______
1 1
Console : Enabled ‘ : @
. 1 Mode unicast 1
Disks 0 0
g 1 = 1
Drivers i Primary NTP Server 133.243.238.243 g
Coococomocooocoococ oo oo oo oo o oo ]
Health Secondary NTP Server
HiStOI"}" Server DNS Names
Identity Dynamic Servers
LEDs v e e
oll Interval s 1
1
License 1 l©
1 Active Server 133.243.238.243 1
Logging 1 1
1 Last Update From 133.243.238.243 :
Packages : ) q
Last Update 00:00:30 ago 1
Password : 1
Ports | Leimmen | e ;
Reboot
Reset Configuration
Resources
Routerboard

T

@ #HENTRALY—DOBEETVET,

iiﬁ?ﬂb'tl Time Zone Name % |Asia/Tokyo [ZZEELEY

= Switch

Clock

=4 ppP

“5 Mesh

52 1p

7 MPLS

ﬂ' Routing

w5 System

4|v (v |V

Auto Upgrade

Certificates

Clock

Console

Disks

Drivers

Health

History

Apply

Time
Date

Time Zone Autodetect

GMT Offset

DST Active

[10:15:00

[apri02/2019

Time

22
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o CLIZKBH/EAZE
UTOavw o RrEAALET,

/system ntp client

set enabled=yes primary—ntp=133.243.238.243

/system clock

set time—zone—name=Asia/Tokyo
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6. 5. Firewall DERTE A%

IP=>Firewall &R B & Firewall DR TEEENBIEET,

Firewall JL—JLIE EIZRRENTLDLDNBMBEEIZLGY . BEIELLDIL— LM EIZLEE
LTWEET,

INTIMDEDIL—ILTREINIGE . TOTOIIL—ILIN BRSNS ELEHYEE A,
BRIEMEERET LI5S BEIBEZEELLZWVIL—ILERSYI 7UORRAYTLTHEISE
F9,

J Filter Rules m Mangle W” Service Ports H Connections H Address Lists H Layer7 Protocols Firewall
| Add New H Reset All Counters |
| | 14 items
E-3 Action Chain i:ilij.ress 2;:1.ress Prot... Src. Port Dst. Port Any. Port ;:;:erf... ?r::le.rf... Bytes Packets
113 special dummy rule to show fasttrack counters —'%— L \
El D 0 passthrol forward 12.2KiB 11
;:: defconf: accept established,related,untracked
-|o]| 1 & accept | input 889.7 KiB 2908
13 defconf: drop invalid
-|o]| 2 ® drop input 17208 43
;:; defconf: accept ICMP
-|o]| 3 « accept  input 1 (icmp, 0B a 1%
;3; defconf: accept in ipsec policy
-le| 4 o accept  forward 0B 0 5‘5
;:: defconf: accept out ipsec policy
=[] 5 « accept  forward 0B 0 JII,E
;+; defconf: fasttrack .
|| 3 bb fasttrack forward 16658 18 11L
::; defconf: accept established,related, untracked
-|o]| 7 ' accept  forward 1665 B 18
;33 defconf: drop invalid
-|b] 8 *® drop forward 0B Q 1‘&l’ \
— L |
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BIZIX, IL—RIZxtT B Telnet(TCP:23) & EMLI-LMGE LU T ORRIZKRELET .

General

Input Z:&RLET
=B B/ 7y LT Firewall
FEALEYT .

TCP:23 & RLFETY

TCP:23 5ETD/VryMMI®LT Firewall
ZEALEY,

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘tcp v‘

Src. Port ¥

Dst. Port  « | |23 |

Any. Port ¥

In. Interface «

Out. Interface ¥

Drop #:#IRL*E T,
IL—IVIZERE LNy b EESRLET,

Action drop v

Log

Log Prefix ¥

HE A
Firewall Z @R T 5/ \ 7 YD RNEEVET
Input: JL—RIZXT B/ vk

Chain
Output: L—EMB5HTH L/ MYk
Forward: JL—AHDER1ET B/ vk
Src/Dst . . e — .
Firewall Z@ A9 5/ ybDEETT, BEFIBELET .
Address
Protocol Firewall Z@ AT A0 EIEELEFT,
Src/Dst . . -
Port Firewall Z @ A9 A h— B SEHBELET,
o
In/Out .
Firewall ZE AT 21371 —AFHRELET,
Interface

IL—ILICEE T /7RI AN B EREVTET,
Accept: /N4y &

Action Drop:/\ryh&iEH

REJECT: /Ay EIESB L THIEAY E—D%E1E
LOG: /4y 05 %5885

25



hEX 2 1)—X EnikinBAE

o CUIZKBEEAZX
DLTFOavT U rE=ARALES,
/ip firewall filter

add action=drop chain=input protocol=tcp dst—port=23 place—before=1
% place-before=1 EANTBHIET 1 BIZEFINIL—IILKYEBEEEZSL. ZDIL—
IWEBMTHIENHEET,
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6.6. 2 R—X VLAN OEFH %

LT OFIDESIZ VLAN BREZ1THIAEZHALET,
-Ether3 :VLAN100 O Access Ri—

-Ether4 :VLAN200 O Access h—

-Ether5 :Trunk fR—k

Access VLAN10O
Access VLAN20O

Trunk VLAN100&200

>
&
-
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o Web[TkBEEAZE

O Trunk R—FRADIT)vOEERLET

[Bridge=Bridge [£3#4RL . [Add New [£4)vILET,

RoUterus ve.46.38 (k

| Bridge “ Ports || WLAN:

| Add Ne'ﬂ| Settings |

Name [Z bridge-trunk EABIL, OK #9)vILET,

hEX 21)—X Eik

| QK N| Cancel || Apply | | Torch |
Enabled
Mame |bridge-trunk
Type Bridge

@ Trunk R—rADT w2 Ether5 IR—hEBIMLET .

Bridge=>Ports [£3 &R L. ether5 £7)vILET,

SEAE

| Add New |

4 items

i1 defconf
Clio]

1+ defconf
o] 1
111 defconf
o] |1
113 defconf

~lb] 1

Interface

& etherz

& ether3

& etherd

& ethers

Bridge

bndge
bndge

bridge

bridge I}

Priority

Trust... (hex) Path Cost
no a0 10
no a0 10
na a0 10
na a0 10

Bridge || Ports “ V0LAMS ” MSTIs ” Port MST Owverrides “ Filters ” MNAT ” Hosts ” MDE
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hEX 1) —X HikinBAE

FARSE 571y % bridge-trunk IZEEL, OK 29y ILET,

| QK %“ Cancel || Apply | |R.en1we|

inactive

Enabled

Bridge bridge-trunk »

® Trunk R—FADTYYIZVLAN A B TT—REERLET,

Interface=VLAN [£3#4R L. [Add New [£4) v ILET

we Interfaces

RouterQS v6.46.8 (long-term)

%2 Bridge

& Switch

J Interface ” Interface List ” Ethermnet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel || VLAN | VRRP ” Bonding || LTE |\

- PPP

12 Mesh

| add Neq

g 1P

| 3

Name [Z vlan100. VLAN ID [Z 100 &A J1L. Interface & bridge-trunk Z:&RL. OK #4')

yILET,

| 0K N| Cancel || Apply | | Torch |

Enabled
Name |V|EIrI'|UD |
Type VLAN
MTU 11500 |
Actual MTU
L2 MTU

MAC Address

ARP Timeout e

VLAN ID 1100

Interface bridge-trunk +
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RE#RIZ vIan200 £4ERKLET
| Ok L\\U Cancel || Apply | | Torch |
Enabled
Name [vlan200 |
Type VLAN
MTU 11500 |
Actual MTU
L2 MTU
MAC Address
ARP Timeout
VLAN ID 200
Interface

@ Access R—FRMDIT) YT EERLET,

[Bridge=Bridge [£3#4RL . [Add New [£4) v oL ET,

RUOOETUOD Vo 309 (K
71 Bridge
% Switch | Bridge || Ports || WLAMNS
1 PPP
°2 Mesh |A-:Id Ne'ql/\\y Settings|
is5| 1p '
bridge-vlan100 & bridge-vian200 Z/ERLET .
| oK {g cancel || Apply | | Torch | | oK L\J| Cancel || Apply | | Torch |
Enabled Enabled
Name |bridge-vlan100 Name |bridge-vlan200
Type Bridge Type Bridge
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® Access IR—rFHT1) W (T Access i—k & VLAN ZEBMLET .

EE#RL\ ehter3 & vlan100 % bridge—vlan100 [Z.

etherd & vlan200 % bridge—-vlan200 [ZIEILET,

| Add New |

6 items

# Interface Bridge Horiz... Trust... E’;E:;:;tv Path Cost

11+ defconf

-]z ] & ether2 bridge no 80 10

133 defconf

] |1 1 & ether3 bridge-vlan100 no 80 10 |
113 defconf

-le] |1 2 & etherd bridge-vlan200 no 80 10 |
13 defconf

Ee] 1 3 & cthers bridge-trunk no 80 10

-] 4 & vlan100 bridge-vlan100 no B0 10 |
-] o] 5 & vlan200 bridge-vlan200 no 80 10 |

® 4ERKLT- VLAN % LAN 4 JL—FIZBMLET,

Interface || Interface List | Ethemet ” EolP Tunnel ” IP Tunnel ” GRE Ty

|Add Mew || Lists |

4 items

4 List Interface
o] LAN vlan200
- | o] LAN vlan100
i3 defconf
-] o] LAN bridge
i3 defconf
-] o] WAN etherl

X BILEWLMEEX. 20O VLAN oI R—I AR O A EFEE A,
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hEX 1) —X HikinBAE

@ VLANIZIP PRLRZHELET, BWETIZFEDH)

[IP=>Address [£:Z4RL . Add New [ LET
=7

> PPP

* pesh | Add New

=5 1P b

ARP 2 items

Accounting 4 Address Network Interface
Addresses - D  192.168.0.22/24  192.168.0.0 etherl
Cloud 113 defconf

DHCP Client -lo] + 192.168.88.1/24 192.168.88.0 | bridge
DHCF Relay

Interface T vlan100 £ L<[& vlan200 Z:##RL T. Address [ IP PRLRZAALET .

| QK || Cancel || Apply |
Enabled
Address |192.15E‘-.1[|'U.1F2£1

Metwork

Interface |‘J|Eln1[]ﬂ V|

Comment |
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o CUIZKBEEAZX
@O Trunk R—rEDITYvSEERLET,
/interface bridge

add name=bridge—trunk

®@ Trunk R—rEB®DOT Y2 Etherd R—rEEBIMLET .
/interface bridge port

set 3 bridge=bridge—trunk interface=ether5

® Trunk R—FADTYYZIZVLAN A B TT—REERLET,

/interface vlan

add interface=bridge—trunk name=vlan100 vlan—id=100
add interface=bridge—trunk name=vlan200 vlan—id=200

@ Access R—FRDTVYOHEERLET,
/interface bridge

add name=bridge—vlan100
add name=bridge—vlan200

® Access IR—rAT )W Access i—k& VLAN ZBMLET,
/interface bridge port

set 1 bridge=bridge—vlan100 interface=ether3 pvid=100
add bridge=bridge—vlan100 interface=vlan100
set 2 bridge=bridge—vlan200 interface=ether4 pvid=200
add bridge=bridge—vlan200 interface=vlan200

©® fERLTz VLAN % LAN 5 )L—FISEBMLETS

/interface list member

add interface=bridge—vlan100 list=LAN

add interface=bridge—vlan200 list=LAN

X OBMUGEWNMEEIE. 20O VLAN DI R—UAVRT VA EF R A,

@ VLANIZIP7RLRZRELET . (RERIEEDH)

/ip address

add address=192.168.100.1/24 interface=vlan100 network=192.168.100.0
add address=192.168.200.1/24 interface=vlan200 network=192.168.200.0
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DHCP H—NERELFY , (BETIZFEDH)

/ip dhcp—server network

add address=192.168.100.0/24 gateway=192.168.100.1 dns—server=8.8.8.8
add address=192.168.200.0/24 gateway=192.168.200.1 dns—server=8.8.8.8

/ip pool
add name=pool_vlan100 ranges=192.168.100.2-192.168.100.50
add name=pool_vlan200 ranges=192.168.200.2-192.168.200.50

/ip dhcp—server
add address—pool=pool_vlan100 disabled=no interface=bridge—vlan100 name=dhcp—vian100
add address—pool=pool_vlan200 disabled=no interface=bridge—vlan200 name=dhcp—vian200

©@ VLAN100>VLAN200 FIDIL—T 4T % B DG IXUTDEBYIZERELET,
(BEIZEDH)
/ip firewall filter

Chain=forward In int=bridge—vlan200 Out int=bridge—vlan100 Action=drop place—before=1
Chain=forward In int=bridge—vlan100 Out int=bridge—vlan200 Action=drop place—before=1
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6. 7. DHCP H—/\DHRTE A%

o WebIZXBEREAHE
@ [P=DHCP Server [£#iR L. [DHCP Setup [EH v LET
@ DHCP H—NEH/ELE-WNAUET7T—REERLET,

Select interface to run DHCP server on

DHCP Server Interface bridge-vlan100 r

® DHCP H—NEBFETEHIAATI—ADRYNTI—9%EAHALET,

Select network for DHCP addresses

DHCP Address Space 192.168.100.0/24

@ DHCP U347 UMBIYATES —,ITADTFLRZANLET,

Select gateway for given network

Gateway for DHCP Network 192.166.100.1

® DHCP IZAF7UMIBIVHATSHIP PRLADEEEHRELET

Select pool of ip addresses given out by DHCP server

Addresses to Give out ¥ |192.168.1 2-192.168.1.10 \ a

® DHCP 7547 MIEIYETSDNS —/\DF7FLREANLET,

Select DNS servers

DNS Servers ¥ |8.8_8.8 ‘ -

@ TFTRLAD)—ABEEEHRELET,

Select lease time

Lease Time 00:10:00
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CUIZkBDETESLE
IP 7RLRT—ILZEEMLET,

/ip pool
add name=vlan_100 ranges=192.168.100.10-192.168.100.100

DHCP #—/N\ZERET DM 3TT—REHRELFET

/ip dhcp—server

add address—pool=pool_vlan100 disabled=no interface=bridge—vlan100 name=dhcp—vlan100

FYNT—IFRLAR, TIHIT—r94 DNS H—/\ZRELET,

/ip dhcp—server network

add address=192.168.100.0/24 gateway=192.168.100.1 dns—server=8.8.8.8
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6.8. ADOHERES

o Web[TkBEEAZE

@ [System=>Reboot [&:&IRLET .

@ FHEREETOKEYVITHEREOBREBHNITIET .

192.168.88.1 DAE

Do you want to reboot the router?

o CLUIZKBHREHZE
UTOaAvTUREAALET,
/system reboot
Reboot, yes? [y/N]: y —HERBERNRREINT=D"Y'ZANLET,

system will reboot shortly

6.9. KAWL %

o Web [TkARESE

Q) ‘System=>Reset Configuration ‘E%?ﬁbi?’o

@ ‘Rest Configuration ‘%_'—7') vILET,

® WRBET/OK[EY) VT HERKOTMIEATRIET .
Z D ‘Keep User Configuration ‘IZ?I‘V7§]\*L%>E~ A—YFThOUMEREZRLI-FEZ
DDERELZNELT HTENHEKFET,

Reset Configuration

:Reset Conﬁguratl‘or:l\J | Cancel |

Keep User Configuration

o CUIZKB|EHE
UTDaTUREAALET,
/system reset—configuration
Dengerous! Reset anyway? [y/N]: y < FEZERNR TNV EANILET,

system configuration will be reset
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6.10. HED/NAvITYT
@ Files E@IRLES
@ [Backup &4V ILET,

EX)—X HikinBAE

=3 PPP -

o8 Mesh | Backup | upload: | 77 MLEER |BRENTVERA

sl 1p >

7 MPLS » 4 items

& Routing - 4 File Name Type Size

o System = = 3 flash disk

Q Queues - [5 flash/auto-before-reset.backup backup 18.8 KIB
4i» DoflX 5] 3 flash/pub directory

[ Files = [ flash/skins directory

|5| Log

Creation Time

Jan/01/1970 09:00:07
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

® Name [Z#F T2 T74ILE%EAALT, Backup VY vILET

T71IVEES LT DIEE (L. "Don’ t Encrypt”’ DF v %4 L. Password # AHLET .

| Backup || Cancel |

Name a [2020_01_01_backup

Password ¥
Encryption

Don't Encrypt

@ Download [E9Y v LT, INyHTvTI74 NEIRYAVIZEHUA—RLET .

| Backup | upload: | J7ALEER | BRENTLERA |
5 items
4 File Name Type Size
j B 2020_01_01_backup.backup backup 13.2 KIB
- 3 flash disk
j [ flash/auto-before-reset.backup backup 18.8 KIB
- [0 flash/pub directory
-l [0 flash/skins directory

Creation Time

Sep/17/2020 1?:46:48
Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

X BEFEVHLETDHE NVITYTI7AILITIL—ESHIBRENFETOT. 14500

—RLTLER D,
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6.11. HEDJRMT
@ Files[&#IRLETS .

hEX 1) —X HikinBAE

@ PFAIERER 29Uy oL T VAV EDNVITITI7AINEIIL—RIZ7yTO—KLE

—g-o

=3 PPP

Tegmesh | | Backup | upload: | F7LEER |BRENTLERA
7 MPLS » 4 items | uploaded
4 Routing - i File Name Type
o System = = 3 flash disk
Q Queues - [2 flash/auto-before-reset.backup backup
4i» DotlX B [ flash/pub directory
[ Files - [ flash/skins directory
5| Log
[

Size

18.8 KiB

Creation Time

Sep/17/2020 17:46:53
Jan/01/1970 09:00:09  _Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

Q@ 7yFTO—KATETLEL VARMIEBMENT /NI T TIT7A4IED ) ILET,

| Backup| Upload: || I AILEER

BIRENTWERA

5 items | uploaded

Creation Time

Sepf17/2020 17:50:47 Download

i File Name Type Size
j B 2020_01_01_backup.backup backup 13.2 KiB
-] 0 flash disk
j [ flash/auto-before-reset.backup backup 18.8 KiB
-] [0 flash/pub directory
- [0 flash/skins directory

@ [Restore[&HyvHLET

File Name

Type

Size

Creation Time

‘ Cloze | ‘Remnve| ‘Restorﬂ

2020_01_01_backup.backup

backup

13.2 KiB

Sep/17/2020 17:50:47

Sep/17,/2020 17:46:53
1an/01/1970 09:00:09| Download
Sep/17,/2020 11:57:16
Jan/01/1970 09:00:08

® [Restore 9w ILET  BEELETOTL\BIH A Password EANLET

| F{estnrﬁ || Cancel |

Backup File

Password

-

2020 01_01_backug v |

® HREETOKZEVIYITHE VAN EFBLEBTHEBLET,
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6.12. RouterOS M7vFJL—F
@ [System=>Packages [Z:&IRLET
@ [Check For Updates [£%') v LET .

| Check For Update&‘ | Downgrade ‘ | Check Installation ‘

@ Channel [X Stable ZiZ1RL . Installed Version & Latest Version N ESHE S (X ‘Download&lnstall|
9o dBHE BN DA O—KR/ AR LEBRENITHhNET,

| Close | |Download || Download&]nstaII[£

MNew version is available

Channel | stable V‘
Installed Version 6.47.3
Latest Version 6.48

@ [System=RouterBOARD [&24RL . Upgrade [£41 w7 LET

‘_ Upgrade J Settings | | USB Power Reset ‘ ‘ Mode Button ‘ ‘ Reset Button ‘
RouterBOARD
Model RB750Gr3
Revision ra
Serial Number D5030C0DA4BE
Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.46.6
Upgrade Firmware 6.48

® HREENRTSNET DT, 0KEIIVILET,

192.168.89.1 DAE

Do you really want to upgrade firmware?

KRN -
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® |System=>Reboot "EO'JW7L~ HEZEBEm T OKEY)vILES,

192.168.89.1 DAE

Do you want to reboot the router?

@ |System=>RouterBOARD ‘EJ‘%#RL\ Current Firmware D ExEi/\—

EEHERLTVEY,

hEX 1) —X HikinBAE

S

=

| Upgrade H Settings “ USB Power Reset H Mode Button H Reset Button ‘

RouterBOARD
Model RB750Gr3
Revision r4

Serial Number D5030C0DA4BE

Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.48
Upgrade Firmware 6.48
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7. DDNS #EEDERTE S E

RN A A—R YN EEINTIVDIES . DDNS 28 ELCRIER ANV A EIMEB T H2EMNH
kET,
Z O DDNS H—E X[ Mikrotik #t ANREL TS —E X T, FIFHEERELEFEA.

1.1. DDNS #BEDEXI(Web DIFH)

@ [P=Cloud[#34RL. [DDNS Enabled |cFrvsEANET

Cloud

| Apply | |Force Update|

updating...
DDNS Enabled

DDNS Update Interval ¥

Update Time
Public Address 0.0.0.0
DNS Name

Use Local Address []

®@ ‘DDNS Update Interval ‘(Z(i~ IP 7RLRIZEAEN GO ERT HHEREADLET .
AifEEE NAT BEE FCHERT 5581 T RERREELLVET,

| Apply | |F|:|r-::e Update|

updated | Router is behind a NAT, Remote connection might not work.

DDNS Enabled

DDNS Update Interval & |U'D:G'U:1'D

Update Time ]

Public Address
DNS Name .mynetname.net

Use Local Address I

X EFELI=MEFET. "cloud2.mikrotik.com”|Z UDP:15252 M /4 ~(100byte F2 )& 1£1ET 5
FIOHYFET,
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@ L—EHAA—RYMIBHEN TV SIHE . 8E D Force Update [0 w4524 T
BIENABZEIFHEFT
BERAVBIEDTUTOLIICHYET,
[RIRD )T IILES].sn.mynetname.net

Cloud

|. Apply | | Force Update|

updated
DDNS Enabled
DDNS Update Interval
Update Time
Public Address 146.99.216.76

DNS Name aSlS_.sn.mynetname.net

Use Local Address O

43



hEX 2 1)—X EnikinBAE

1.2. DDNS #8EDEZI(CLI DIHH)
(D DDNS H#gexBIIZL T IP PRLRIZE AL IFERT IRREAALET,
/ip cloud

set ddns—enabled=yes ddns—update—interval=30s

Q@ RT—RAREMHEZELET,
/ip cloud

print

Ladmin@ikroTik] > 7ip cloud
Ladmin@MikroTik] Zip cloudy print
ddns-enakled: ves
ddns-update-interval: 10s
update-time: no

dns-name: .mynetname. net

status: updated
warning: Router is behind a NAT. Remote connection mizht not work.
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8. R—rIAT—F 12T DEEEF %

R—bTAT—TAV T DERES FEHRALET

8.1. R—FIAT—FT 12T DEETE(Web DIFE)

h

D [P=Firewall=>NAT[&#RL . [Add New [EHvHLET .,
@ NAT DJL—ILEBMLET , (il : TCP:50000 % 192.168.88.253 [Z7+ T —KRF %)

EX)—X HikinBAE

v-|'—>
ﬂ—» TOraLERIRLET,
4|_>

Chain [& dstnat Z:2RLEY,

R ESERELFT.

To Addresses

To Poris

Enabled
Chain |dstnat
Src. Address ¥
Dst. Address ¥
Protocol & D‘ﬁ (tcp)
Src. Port ¥
Dst. Port | | 50000
Action | dst-nat
Log ]
Log Prefix

A |192.168.88.253

a |50000

1
4|_>
_f_.

Action [& dst-nat Z:&IRLET S

TH+T—RHD IP PRLREASLET,

 TAT—FEDR—FESEANLET,

® NAT DJL—)LEEMLET , (TCP:50000 % 192.168.88.253 [Z 74T —K ¥ 3)
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8.2. R—+,IA7—T12J DEEFE(CL DIFE)

o)

NAT DJL—ILEEMLET, (TCP:50000 % 192.168.88.253 [Z747—K§ %)

/ip firewall nat
add action=dst—nat chain=dstnat dst—port=50000 protocol=tcp to—addresses=192.168.88.253

to—ports=50000

46




hEX 1) —X HikinBAE

9. L2TP/IPSec #{#ERHAL=)E—F7YtX VPN DEREAH &
KIS TYE—R7H+ER VPN 2B 3555 HBELET,

1. L2TP/IPSec VPN H—/A\DHKTE
IW—3DFRTE (Web DIFE)
IP=Pool [&:#iR L. [Add New £ 5w oLET,
Pool & & Addresses Z#E%XEL . ’é?') yILET,
C D Addresses [ZIE. VPN ISAT7UMZEIYETAIP PRLADSEEZEELET .

CRCER S

IP Pool <RoadWarrior>

(“ox ) [[cancer | awpty | [Remove]

Name |R0adWarrior |

Addresses ¥ |192.168.89.10-192.168.89.| &

Next Pool 4 | none v

Comment | y

® [PPP=Profile &i#iRL . [Add New[E /Y v ILET

@ THESEICRELFT,

PPP Profile <RW-cfg

[ OK ” Cancel ” Apply I [ Removel
General

Name |R\N-cfg | TRIFAINBERELET,
Local Address & |192.168.89.1 v VPN 9547 UMIBRESNhET I+l

Remote Address 4 |RoadWarrior v | rMr—bD A ERELET,

Bridge b g
VPN OIZAT7UMIEIYE TS IPFRL
Bridge Port Priority ¥ hex

AD Pool ZEELET,
@D EIETHERMLT= Pool £ZIRLE
ER

Bridge Path Cost ¥

Bridge Horizon ¥

Incoming Filter ¥

Outgoing Filter ¥

Address List v

Interface List ¥

VPN 9547 EENS DNS 4
—N\EHRELET,

DNS Server ¥ (8.8.8.8




hEX 1) —X HikinBAE

® |PPP=>InterFace |¥£i§¢RL~ %7'J‘V7L$'§_o

©® TRZESEICKRELEY.

L2TP Server

[ o )[[cancat [ ool ]

Enabled

Max MTU

Max MRU

MRRU

Keepalive Timeout

Default Profile

Max Sessions

Authentication

Use IPsec

IPsec Secret

Caller ID Type

FIvIEANFT,

U4

11450

1450

b

A (30

| RW-cfg

@DOFIETHERLI=TR

¥ mschap2

chap

T7AIVEERLES,

mschap1

RAEAREERLET

pap

Yes #:&RL. >—IL vk

(BATHAX ) EREL

9,
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@ [P=IPSec|&Z4RL . Proposals £ v LET

Default Z71)voL. TRESEIZERELET .

default
Enabled
Name default
[ Jmd5 fdshal
Auth. Algorithms [ Inull [ ]sha256
[ |shas12
[ Inull [ |des
4 3des [ Jaes-128cbc 5 34es & aes-256chc
B -192 cb -256 cb .
|:|ae5 cbe aes che FRIRLES,
[ |blowtfish [ Jtwofish
Encr. Algorithms [ Jcamellia-128 [ |camellia-192
[ Jcamellia-256 [ |aes-128 ctr
[ Jaes-192 ctr [ |aes-256 ctr
[ Jaes-128 gcm [ |aes-192 gcm
[ Jaes-256 gcm
Lifetime
PFS Group none v » None Z:&IRLFET,
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© [P=IPSec&ZIRL . Profiles [EoU v LET,

Default Z71)voL. TRESEIZERELET .

default
Name |default |
Hash Algorithms
[ ]des [ 3des
B -128 B -1592
i . L jaes Ljaes 3des & aes-256
Encryption Algorithm fdaes-256 [ |blowfish

>
|camellia-192 #ZRLFET,

[ |camellia-128 |

o
a
3
[}
5
]
wu
=]

[[Jmodp768  F@modpl024
[Jec2n155 [ Jec2n185
[[Jmodpl1536 [ |modp2048
DH Group [Jmodp3072 [ Jmodp4096
[Jmodp6144 [ Jmodp8192
[TJecp256 [TJecp384
[ Jeep521
Proposal Check
Lifetime 1d 00:00:00
Lifebytes =
NAT Traversal
DPD Interval ‘120 v ‘s
DPD Maximum Failures |5 |

@ [PPP=Secrets [£:2IRL. [Add New E 4 oL ET

@ TRZESHICHKRELES.

PPP Secret <user>

l oK “ Cancel “ Apply I [ Removel
Enabled v
Name luser | A—HZ NRT—FEE

ELET.

Password a

Service

Caller ID v

L2TP #ZRLFET,

\4

DOFIETHERLI=TOT7
AIVEERLET

Profile | RW-cfg v

v
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® [P=Firewall &R . [Add New[EHwILET,

@ LITFOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYBHEITRSYILTRELEY .

add action=accept chain=input dst-port=500,1701,4500 protocol=udp

Enabled L4

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol [] | 17 (udp) \ |

4

Src. Port -

Dst. Port & | |500,1701,4500 |

QO FEIETHERLIZIL—IL

;1 defconf: drop all not coming from LAN

| Bbtcont: d8p all Mt &Bhing Heith LAN DL —JL kYt LISERET B.
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hEX 2 1)—X EnikinBAE

JL—EDRE (CLIDIFE)
VPN CTHEfHGLI-A—H(CEY XU THIP PRLAODT—ILEERLET

/ip pool
add name=RoadWarrior ranges=192.168.89.10-192.168.89.20

PPP JO77 /4 IVEERLET .

/ppp profile
add name=RW-cfg local-address=192.168.89.1 remote—address=RoadWarrior dns—server=38.8.8.8

L2TP H— /A AT —REHRFLET,

/interface |2tp—server server
set enabled=yes authentication=mschap2 default—profile=RW-cfg ipsec—secret=123456

use—ipsec=yes

IPsec O proposal BXEZZHLET,

/ip ipsec proposal

set auth—algorithms=shal enc—algorithms=aes—256—cbc,3des pfs—group=none

IPsec M profile XREZZEHLET .

/ip ipsec profile

set hash—algorithm=shal enc—algorithm=aes—256,3des dh—group=modp1024 nat—traversal=yes

PPP 1—HZEMLEY,

/ppp secret

add name=user password=password profile=RW-cfg service=I12tp

T7AT7 94— ILDIL—IILEEMLET,

/ip firewall filter
add action=accept chain=input dst—port=500,1701,4500 protocol=udp place—before=1
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9.2. L2TP/IPSec VPN #5472 FDERSE

¢ RAY—FIx>DIGE (iPhone)
@ [EEE=>VPN[EBIRL. VPN B EM - E2yTLET,
ull au 4G 13:38 @ 100% h§ all au 4G 13:38 @ 100% k4
RE {&E VPN
BAT— R VNI
a Wi-Fi =
Bluetooth .
ENAILEBE =
AV —%y R D
i V2 VPN G)
®

B
Yo REME
BPIHE—F

RV ) =254 I

B =

=) avro-neyvs—

@ TRZESHICHKRELEY.

il au 4G 13:39
Frot HBRZENN
F4F

Fhovhk user
RSA SecurlD
INRAT—R

Y=Ly hk LXTYTYYY

IRTDESERE

gw e r t

@ 100% )4

=T

|, L2TP #:&IRLFET,

> EEOHRAZANLET,
> L—207A—/\)L 1P TRLABLIFHRRANEEAALE

ER
— PPP=Secrets THREL-1—

¥ HZLRRT—FEAALET.

» PPP=Interface=L2TP Server THEL}=
IPsec Secret #AHLET,
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@ VPN #BE=>RROERIZHERIVEIYT T HE VPN —/\EHEfEnET

all au 4G 13:39 @ 100% p §
&3 VPN
VPN A
. i 1
KR ! ) B
H 4
___________ il
93 hEX / I\,
Y

VPN Z B 0.

@ v EIVTTHE RT—RADVHERTEET,

all au 4G 13:52 @ 100% (=)
{ VPN hEX
yaF y
FhOV
Pl 8920 F—————> IP=Pool F&U PPP=>Profile TEXEL1-FiE
s D P FRLANEYHTONSD,
/PN7%
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¢ Windows10 DB E
O BE=>RIFT—HELUB—Ryr=VPN[EEIRL .
©@ TRZSEICHRELET,

VPN % Bind A vILET,

VPNEEEZE N
VPN O/ 45—

EEDRMEAALEY,

YR EEET LA

VPNOESE

FEHHXEBEFXF—FFE- I
L2TP/IPsec Z:&RLET,
ERIHEY-

PPP = Interface = L2TP
Server T & L 7= IPsec

Secret #FAHLET,

YA EROER

PPP=Secrets TiRELf-1
SERT-R AT —HRBENRT—FEAHALE
00000000 ERR

v T NERERTFS S

@ [FETEOFTL vt LTS HEVIVILET,

TATI-DATYIRERT 3
HEDFERAT IV ELTETS
FykI-HEHEERTYE-

Windows J74{FIA-)

@ KIFEMERMLI- VPN EHRDOTONT1ERAEET,
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B tXa)TF42TIT. " ROTOraILEHR[T B EEIRL.
Microsoft CHAP version 2IMS-CHAP v2)[ZFzvIEANT. OK 5 )vHoLET .

3 hEx@TO/Fe X

£ AJyay EFIUTM Febko-o 5=E

VPN EE(T):
IPsec ERIRLELA¥- 2 byRUZS ORI (L2TP/IPsec) ~
FHEES
F-9MESED):
EEHkIE g (ESLELTEEELET) bl
=i
O HEESIFTORIL (EAP) BEI(E)
70/{F4(R)

@ EOFORINESATTP)

[ ESanTLELWIAT-F (PAR)U)
OFvbyy NyFozFEETORN (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)

CIWindows DOJAY &EITAT-F (B&UFA VA BAEEE
FALY) EEEICES(A)

ok N[ #even

® #EHmLES.

0-33 hEX
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kRS

10.EolP/IPSec Z{FEAL-#LRBIR—t 4 A~k VPN D& EFi%

LUTORYNTI—IRESEIZ, Mikrotik DI B VPN T#HB EolP & IPsec ZERALT2MAET
Bl—+tJ A D VPN 218E TS5 A5EFHBELET,

RouterA
WAN:10.10.10.1/24
LAN:192.168.88.1/24

PC-A
192.168.88.11/24

. "
- L
* EolP Tunnel ..'.

PC-B
192.168.88.12/24

RouterB
WAN:10.10.10.2/24
LAN:192.168.88.2/24

PC-C
192.168.88.21/24

10. 1. RouterA MEXE (Web DIFS)
@ Quick Set [CTIP PRLARZHRELET .
Mode * Router Bridge
Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 1255.255.255.0 (/24) ¥ |
Gateway  |10.10.10.254 |

DNS Servers b

MAC Address B3:69:F4:86:71:84 |

IP Address 192.168.88.1 |

Netmask 255.255.255.0 (/24) v |
DHCP Server ]
NAT v
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@ [nterface=>EolP Tunnel [&ZiRL . %:’7'J YILET,
Q@ THZESZEICHRELET,

Enabled
Name |eoip—tunnel1
Type EOIP Tunnel
MTU ¥
Actual MTU 1408
L2 MTU 65535
MAC Address [FE:OD:FA'A5:83:9F |

ARP Timeout ¥

Router A WANBIZRLREZAALET,

Local Address ¥

Remote Address |10_10_10_2 | Router BOWANI7RLREAALET,
Tunnel ID |‘| | FEEORILIDEAALET,
e Pam | o | ...... | Tunnel ID & IPsec Secret [ZADIL—4

| TRLCEICT 2B ENHYFT,

Keepalive & |00:OO:10 | |10
DSCP | inherit ~ |
Dont Fragment no v
Clamp TCP MSS
Allow Fast Path O FvoENLET,

@ [Bridge=Ports [&#RL . [Add New /v ILET,

® THRZESEICHRELET,

Enabled v

Interface | goip-tunnel1 | ER LTz EolP /2371 —X% AT S

th IR—rDFIET 2T UV ERLT Y

VICERELEY,

Horizon ¥

Learn auto v
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® [P=Firewall jEIRL . [Add New [ LET,

@ LTOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYBHEITRSYILTRELEY .

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ifiress Rssress Prot...
;+: special dummy rule to show fasttrack counters
= D 0  passthrol forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept input
.+ defconf: drop invalid
-] 2 ¢ drop input
.+ defconf: accept ICMP
-|p] 3 & accept | input 1 (icmp)
-| o] 4 « accept | input 47 (gre)

;+» defconf: drop all not coming from LAN

|| 5 ¥ drop input

drop all not coming from LAN @ JL—)L &Y EIZEEE T 5,
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10. 2. RouterB MEXTE (Web DIFEE)
@D Quick Set IZTIP PRLARZHRELET .

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.2 |
Netmask 255.0.0.0 (/8) |
Gateway 10.10.10.254 |

DNS Servers v

MAC Address B8:69:F4:81:D0:26 |
IP Address 192.168.88.2 |
Netmask 255.255.255.0 (/24) v |
DHCP Server O
NAT v

10.3. RTF—HRDHER (Web DIFE)
Bridge=EolP Tunnel [FiEiRL . LI FOBEEEHELET

@ EolP b+ JLIEE K (Running DRTH$H D)

Actual
4 Name Type — L2 MTU Tx Rx
-]p| eoip-tunnel1 EolIP Tunnel 1408 65535  62.7 kbps 5.4 kbps

@ EolP b JLIEEH A B (Running DRRHEELY)

Actual
4 Name Type St L2 MTU Tx Rx

-|lo] eoip—tunnell EcIP Tunnel 1408 65535  0bps 0 bps
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@ [nterface=>EolP Tunnel [&&iRL . §7U YILET,
Q@ THZESZEICHRELET,

Enabled
Name |eoip—tunnel1
Type EolIP Tunnel
MTU ¥
Actual MTU 1408
L2 MTU 65535
MAC Address [FE.DC.CE.60.67.13 |

ARP Timeout ¥

Router BOWANI7RLREAALET,

Local Address ¥

Remote Address [10.1[}.10.1| I Router AOWAN I 7KL RZAALET,
Tunnel o1 | EBOM AL D EAALES,
IPsec Secret 4 | """ | Tunnel ID & IPsec Secret (XA D IL—4
Keepalive a |00:00:10 | [10 | TRICEIZT2HELNHYET
DSCP | inherit v |
Dont Fragment no hd
Clamp TCP MSS
Allow Fast Path [} FryoENLET,
@ PBridge=>Ports [&i&IRL.|Add New [EZvILET,
® TR#SEIZHELET,
Enabled v
Interface | goip-tunnel1 | ER LTz EolP /2371 —X% AT S

th IR—rHFIE T 2T UV ERLT Y

VICERELEY,

Horizon b d

Learn auto v
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® [P=Firewall jEIRL . [Add New [ LET,
@ LTOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYLEITRSYILTERELET .

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ictiress ggﬁress Prot...
;+: special dummy rule to show fasttrack counters
= D 0 passthror forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept  input
.+ defconf: drop invalid
jﬂ 2 *K drop input
.+ defconf: accept ICMP
-|p] 3 o accept | input 1 (icmp)
—| D| 4 o accept | input 47 (gre
;+» defconf: drop all not coming from LAN
jﬂ 5 K drop input

drop all not coming from LAN @ JL—)L &Y EIZEEE T 5,

SEE A EolP Tunnel fERLB%IZ IPsec Secret Z A LGN -1-15E . FEELE L TEOIP 21EE
HEFI N MEBDORS Ty EEILELTERESINET,

€ 3% EolP Tunnel EERJIL—T vk

FT—F K51t RouterA=>RouterB RouterB=>RouterA
EolP =L 585Mbps 545Mbps
EolP/IPsec Y 36.7Mbps 36.9Mbps
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10. 4. RouterA MEX5E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

(2 WAN O DHCP-client #e4EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

3 LAN ) DHCP-Server HReZENIZLET,

/ip dhcp—server

set numbers=0 disable=yes

@ EolP o ILEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.2 tunnel-id=1 ipsec—secret=123456

allow—fast—path=no

FER:

1) Fast—path #8E(d IPsec NE DG EIZIZFEREEFEFE A,
2) BES1E (IPsec) NFEDIHE (X, ipsec-secret ZHMLET .
3) remote—address [FrF AALGTNIFLRYEE A,

4) tunnel-id [ RouterA & RouterB TWAY BILIZLTLIZELY,

® EolP % Bridge [ZIBMLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® IFFATIA—ILICIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

63



hEX 2 1)—X EnikinBAE

10.5. RouterB ME%E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

(2 WAN O DHCP-client #e4EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

3 LAN D DHCP-Server HReZENIZLET,

/ip dhcp—server

set numbers=0 disable=yes

@ EolP o ILEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.1 tunnel-id=1 ipsec—secret=123456

allow—fast—path=no

FER:

1) Fast—path #8E(d IPsec NE DG EIZIZFEREEEFE A,
2) BES1E (IPsec) NFEDIHE (. ipsec—secret ZHMLET .
3) remote—address [FrF AALGITNIFLRYEE A,

4) tunnel-id [ RouterA & RouterB TWAY BILIZLTLIZELY,

® EolP % Bridge [ZIBMLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® IFFATIA—ILICIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1
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10.6. RT—2XDHR(CLIDIFES)
UTDav bz AALET,

hEX 21)—X

kRS

/interface eoip print

@ EolP b7~ JLIE &K (Running DRI EH D)

[ @ 1>

Flags: X — disabled, R - running

® R "epip-tunnell" auto 1408
enabled

FE:BD:FA:A5:83:9F
off
0.0.0.0
inherit
no

@ EolP b2 JUREE FELEFF (Running DRRAELY)
[ @ 1=
[ @ ] =
Flags: X - disabled, R - running
2] "eoip-tunnell" auto

FE:OD:FA:A5:83:9F
off
0.8.8.8

enabled

inherit
no
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192.168.0.1602

65535
auto
5s
1
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1
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default
5m

10s,10
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11.B189 IP DE/ N1 ILIL—3%FEFALT- EolP/IPSec MEXE S %

LTDORYEI—HORESZE(Z, Mikrotik DI E VPN T#H3 EolP & IPsec #{FALTEMIP %
BOENSILIL—FZHTO VPN # £ 55 E5HBLES .

WAN IP WAN IP
E18IIP(DDNS) ENHIP(DDNS)
/ \

WAN IP
192.168.0.101
Router A 1
— ‘)
LI ll]
E/AILIL—F

LAN IP
LAN IP
192.168.88.1

192.168.0.10

SR N

EoIP over IPsec VPN

(c

WAN TP

192.168.0.101

™

\ Router B
od

LAN IP
192.168.88.2

€/ T’(JI/)I/—'S’\

LAN IP
192.168.0.10

&

192.168.1.10/24

FENBE—EI A FoRy FO—2

&

192.168.1.20/24

X FATBE/NCILIL—EH Symmetric NAT E—KD15E . Cone NAT E—KRIZEETINE

AHYES .
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11.1.  RouterA MEXE

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ FTIHILNT—RYTAIZENAILIL—ED LAN Bl IPEAHALET,

/ip route
add distance=1 gateway=192.168.0.10

3 WAN O DHCP-client #eZ EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

@ LAN O DHCP-Server H&REFESNIZLET,

/ip dhcp—server

set numbers=0 disable=yes

B DNS Server ZZELET .

/ip dns

set servers=8.8.8.8

® DDNS #gexARIZLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #Ee2 BT AIET. M O—NILIP ZEEDHRAME CTESIENAHFEET,
RARBIXEE T, IL—E2D ) 7 IILE B> sn.mynetname.net BNEIY B THENFET,
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@ EolP bR IILEERLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router B @ /1) 7 JL & & >.sn.mynetname.net

tunnel-id=1 ipsec—secret=123456 allow—fast—path=no

FEA:

1) Fast-path #gE(XFERAHEFE A,

2) ipsec—secret [Z[E, KYIEELH/NRAT—FZEA DL TLEELY,
3) tunnel-id [& RouterA & RouterB TA 3 B UIZLTLEELY,

EolP % Bridge [ZIBMLET .

/interface bridge port
add bridge=bridge interface=eoip—tunnell

Q@ TFATI9A—ILIZIL—ILEEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1
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11.2. RouterB DX

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ FTIHILNT—RYTAIZENAILIL—ED LAN Bl IPEAHALET,

/ip route
add distance=1 gateway=192.168.0.10

3 WAN O DHCP-client #eZ EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

@ LAN 0 DHCP-Server H&REZESNIZLET,

/ip dhcp—server

set numbers=0 disable=yes

B DNS Server ZZELET .

/ip dns

set servers=8.8.8.8

® DDNS #gexARIZLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #Ee2 BT AIET. M O—NILIP ZEEDHRAME CTESIENAHFEET,
RARBIXEE T, IL—E2D ) 7 IILE B> snmynetname.net BNEIY B THENFET,
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@ EolP FoRIILVEERLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router A @D /') 7 JL & B >.sn.mynetname.net

tunnel-id=1 ipsec—secret=123456 allow—fast—path=no

FEA:

1) Fast-path #gE(XFERAHEFE A,

2) ipsec—secret [Z[E, KYIEELH/NRAT—FZEA DL TLEELY,
3) tunnel-id [& RouterA & RouterB TA 3 B UIZLTLEELY,

EolP % Bridge [ZIBMLET .

/interface bridge port

add bridge=bridge interface=eoip—tunnell

Q@ TFATI9A—ILIZIL—ILEEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

11.3. RT—2RADER
UTDav o READLET,

/interface eoip print

@ EolP b4~ JLIEE K (Running DRTRHHB)

[ @ 1>
Flags: X - disabled, R - running
8 R "epip-tunnell" auto 1488

FE:OD:FA:A5:83:9F enabled default
off 5m
p.0.0.8 192.168.08.182 108s,16
inherit e no "123456"
no

@ EolP b LIEE LB (Running DRRHELY)
[ @ 1>
[ @ ] >
Flags: X - disabled, R - running
2] "eoip-tunnell" auto 1ue8
FE:B@D:FA:A5:83:9F enabled default
off 5m

0.0.8.8 192.168.60.162 1 18s,18
inherit = no "123456"
no
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12.L2TP/IPSec Z{E AL T-#LR M VPN DEREH %

LTODRYNI—IORESZEIZ, L2TP/IPsec Z{FE AL T2 AR D VPN 218 E T 5 5% 0
*9,

1
N
C

Internet RouterB

WAN:10.10.10.2/24

- A LAN:192.168.89.1/24
Routera antiENg,

WAN:10.10.10.1/24 .1.‘ * IpSec Tunnel "q,.
LAN:152.168.88.1/24

|
/ PC-A

192.168.88.254/24 PC-B
ali—— 152.168.89.254/24 -
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12. 1. RouterA MEXTE (Web DIFEE)
@D Quick Set IZTIP PRLARZHRELET .

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 255.255.255.0 (/24) v |
Gateway 10.10.10.254 |

DNS Servers ¥

MAC Address |BB:60:F4-86:71:84 |
IP Address 192.168.88.1 |
Netmask 255.255.255.0 (/24) ¥ |
DHCP Server 0
NAT v

@ [P=Pool[&:#IRL . [Add New[EHUwHLET

Q@ THRZESEICHRELET,

Name ‘LQTP-PDOI |
EEDOLRIEEEDTRLASEETEHEELET .
Addresses ¥ |1.1.1.1-1.1.1.100 Al coTRLRA L2TP S5 4T REEYESLE
Next Pool A | none v ¥

® PPP=Prfies AL Rdd New & 7L ET

® THRZESEICHRELET,

Name  |L2TP-Profile EEOAMERELET.

Local Address a |L2TF“—POOI

e L7T= IPPool Z5&IRLET,

Remote Address a |L2TF“—PO0I
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® |PPP=>InterFace |§i§¢RL~ E7'J‘)7L$'§_o

@ TRZESEICKRELEY.

Enabled v FIvIEANT, L2TP H—N\ZEMIZLET,
Max MTU 1450
Max MRU 1450
MRRU hd

Keepalive Timeout a |30

Default Profile | default v ‘

Max Sessions ¥

o # mschap2 |# mschapl
Authentication
+| chap + pap

Use IPsec required ZERL. IPsec TORESILEZEMIZLE
IPsec Secret |secr:—:—t 7o

IPsec Secret # AJILFET .

Caller ID Type
PPP=>Secrets [Z2RL . Add New 5w LET

Q@ THRZESEICHRELET,

Enabled v
Name L2TP-01 EBENLI—HEERELET.
Password & |testtest FEEONRIT—RE#HRELET,

Service 12tpZEIRLET,

CallerID

Profile | L2TP-Profile v FIFEERLIZTOT7AILERIRLET,
Local Address ¥
Remote Address v
Routes & |192.168.89.0/24 RouterB @ LAN IRy —9% AHILET,
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[IP=Firewall [£;24RL . [Add New 7w LET .
O FTRESEIHELES,

add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp

Enabled

Chain

Src. Address

Dst. Address

Protocol

Src. Port

Dst. Port

-

.

b4

input v

(117 (udp) v |

[]/50,1701,500,4500 |

hEX 1) —X HikinBAE

@ {ERL1=)L—IL% " defconf: drop all not coming from LAN"DJL—I)LKYHL EICERELET ,

Src. Dst.

# Action Chain e Y es Protocol Src. Port  Dst. Port
i+ special dummy rule to show fasttrack counters
-] D 0 1 passthrol forward
;+; defconf: accept established, related,untracked
jm 1 o' accept | input
;3 defconf: drop invalid
=] 2 ¥ drop input
;+; defconf: accept ICMP
-|o] 3 o accept | input 1 (icmp)
=] 4 o accept | input 17 (udp) 50,1701,500,4500

;3 defconf: drop all not coming from LAN

jﬂ 4 ¥ drop

input

drop all not coming from LAN M JL—/)L &Y EIZEEET B,
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12.2. RouterB MEXTE (Web DIFE)
@D Quick Set IZTIP PRLARZHRELET .

Address Acquisition ® Static Automatic PPPOE
1P Address 110.10.10.2 |
Netmask | 2552552550 (/24) v |

Gateway 110.10.10.254 |

DNS Servers ¥

MAC Address |B8:69:F4:81:D0:26 |

1P Address 1192.168.89.1 |

Netmask | 255.255.255.0 (/24) v |
DHCP Server |

DHCP Server Range . 192.168.89.10-192.168.89 |

NAT

@ [nterfaces=Interface [&EIRL .
Q@ THZESEICERELET,

Add New=L2TP Client[&4"J v LET,

Enabled v
Name [ I2ipoutt EBOBMERELET.
Type L2TP Client
Actual MTU
Max MTU 1450 |
Max MRU 1450 |
MRRU +
Connect To 10.10.10.1 RouterA % B—/3)L IP PRLRAFRELET
User L2TP-01 RouterA I CERELIzA—H & E/IRT—FEA A
Password & |testtest L&
Profile | default-encryption ¥
Keepalive Timeout W
ee Ipsec ! RouterA | TE&RE L 1= IPsec Secret # AHLFET,
IPsec Secret secret |
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@ [P=Routes [£Z{RL. [Add New[EH) v LFET,

® TRZESEICKRELEY.

Enabled '
Dst. Address  |192.168.85.0/24 | RouterA O) LAN fIF-hD—5ZANLET
Gateway ¥ |I2tp—0ut1 v | reachab L2TP 95A T bDA R TT—REERLET,

Check Gateway ¥

Type Unicast Z:#EIRLET,
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12.3. RouterA MEX5E (CLI MIFE)

@ LANDIP PRLREWAN D IP PRLRERELES

/ip address

set numbers=0 address=192.168.88.1/24

add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

@ L2TP D IP PRLRAT—ILEERLET

/ip pool

add name=default—dhcp ranges=192.168.88.10-192.168.88.254
add name=L2TP-pool ranges=1.1.1.1-1.1.1.100

@ L2TP OTO77AIILEERLET .

/ppp profile
add local-address=L2TP—pool name=L2TP-Profile remote—address=L2TP—pool

@ L2TP H—/\EHRELET,

/interface |12tp—server server

set enabled=yes ipsec—secret=123456 use—ipsec=required

X Ipsec-secret [Z[E, KYBEELGL—ILyhF—F A AL TS,

® PPP Secret 58 ELET,

/ppp secret
add name=L2TP-01 password=testtest profile=L2TP—Profile routes=192.168.89.0/24 service=I2tp

3¢ password [Z1E, KYsREL/NRAT—F#A DL TLEERLY,

® Firewall [ZT UDP:50,500,1701,4500 ZEFaLE 3,
add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp
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12. 4. RouterB MEXE (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.89.1/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

@ L2TP O9SAT7 DA BT —REEBLET,

/interface [2tp—client
add connect—to=d5030c395e67.sn.mynetname.net disabled=no ipsec—secret=123456 ¥

keepalive—timeout=disabled name=I2tp—out1 password=testtest use—ipsec=yes user=L2TP-01

R H—/\D LAN IRy, T—OADIIL— T —T 4T T—TILIZEMLET,

/ip route
add distance=1 gateway=192.168.0.10
add distance=1 dst—address=192.168.88.0/24 gateway=I2tp—out1
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13. & YEHHZ R EERBAICDULNT

Router OS M FFMZE<T =27 JLIZDULNTIE, LT DU Ih 5 Mikrotik D Wiki &2 SHEFZE0Y,
[URL] https://wiki.mikrotik.com/wiki/Manual:TOC
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14. B IIL—32DNEBEENIZDLNT

14.1. Ethernet RJL—F vk

hEX lite (RB750r2)

1518 byte 512 byte 64 byte
E—F | ®&E
Mbps Mbps Mbps
&wmL 493.0 480.9 120.2
Bridging
25 bridge filter rules 493.0 370.3 48.3
=L 4930 480.9 1115
Routing | 25 simple queues 493.0 405.1 51.8
25 ip filter rules 493.0 213.0 27.0
hEX (RB750Gr3)
1518 byte 512 byte 64 byte
E—F B®E
Mbps Mbps Mbps
#\EL 1,972.2 1,817.4 532.0
Bridging
25 bridge filter rules 1,972.2 688.5 89.2
&L 1,972.2 1,820.3 529.9
Routing 25 simple queues 1,972.2 735.6 87.8
25 ip filter rules 1,128.2 3854 48.0
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hEX 2 1)—X EnikinBAE

hEX (RB750Gr3)
1400 byte 512 byte 64 byte

E—K BXTE

Mbps Mbps Mbps
Single tunnel AES-128-CBC + SHAT 469.3 1733 21.2
256 tunnels AES-128-CBC + SHAT 469.3 179 21.9
256 tunnels AES-128-CBC + SHA256 472.6 181.9 21.9
256 tunnels AES-256-CBC + SHAT 358.4 163.8 20.7
256 tunnels AES-256-CBC + SHA256 359.5 162.6 20.7
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15. S At
LS hEX lite (RB750r2)
CPU QCA9533
CPU RAiR# 850MHz
CPUI7# 1
AEY 64MB
AN—TBRE 16MB

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP

tXal)Ta T7AT 24—l

EEMRE WEB GUI, Telnet, SSH, SNMP

P LAN -|-—|~ RJ-45 10/100BASE-TX x4
WAN 7R—F RJ-45 10/100BASE-TX x1

ik (W)113 x (H)28 x (D)89mm (ZEf2HEFET)

AKREES 130g

BR DC8~30V

BRAXHEEN 2W

BhEREE -40~+70°C

B2 VCCI Class A, RoHS

B SRR HARS 1 £ fH
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Has hEX (RB750Gr3)
CPU MT7621A

CPU [iR¥ 880MHz
CPUI7# 2

CPU XL vk 4

CPU MT7621A

AE) 256MB
ANL—CBE 16MB

0S

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP

t¥a1UTa T7AT 24—

EEMRE WEB GUI, Telnet, SSH, SNMP

P LAN -|-—|~ RJ-45 10/100/1000BASE-T x4
WAN 7KR—F RJ-45 10/100/1000BASE-T x1

“Hik (W)113 x (H)28 x (D)89mm (ZEf2ER&FET)

AEEE 150g

CH DC8~30V

BXHEEN 10W

BERE -40~+60°C

Big-RE VCCI Class A, RoHS

8 R AT 1 %f8
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16. &S REE

*

*

*

*

*

*

BEMNMIERDAGEICE, BHHRETYR—ETITERZEL,

1) BEEEKEINDANCS—E. CORKRAZEZ SRR,

2) AHRKOFREHEADBARREIZOEELTITREBESETHEEFT,
3 HEORAFICEY. BETIERFREDTMIZSE TEENHYFEYS .
4) BUEADEHIEEHROAELESETREEI D TI THRIZSL,

MEAT RRFEHAR -
CREABKY 3o AM (3 TOIREBRERERR. KIBERFREICLDH)

S AREE AR :
(KE) CBABRKY 1 R (BTEMYICKHEE, T [XTHHI)

RAEFFEARTH>TH U T OGS THEBELSETESET.
(BETELNEELHYET)

1) FERLEDRY. EERICIHEEOIEICKHMIE, BI5
2) BREE.VE.EEBEZTOMNBISERT L. 1815
3) AHRITKEN-BRLEICILIBFEBRAERSIN-HE

RIARZBEF T EREBELLGYET OTIEELIZEL,

—HOEBFIL. REERCRNICEHE T IBEEZHLTEYET . ChoDHEBRIIIEERIC
REZVHELET DT, BERSNMToEREABRFEDODNET . BN AYFTH. BEZ
CIRRRTACHTIC. RERBERERICTHEEAILSLY,

AERBISERT BT PHEDBRITOVTIEHERLEE A,

BEHMTICSTAREROELELIE, EANISToTHYEL A, Bl BEY K-
LIS THEEE TV TEYET  AEY K- OFELTES BN LT ORFEEIZS
RS,

AHBOREFBAEATOFERIZEVNTOHAEMNTY,
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HAICETHHE-BEVEHLESL

NTILU5— KBRSt
HRETYR—k
TEL 0570-060030
E-mail support@hytec.co.jp
S{TH5E FH 9:00~17:00

~
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