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32. R—r3iBA
< SF300-05> <SG300-08> <SG300-0602>

SPD: Speed
Mode

(0) 1

R—r4 S

Web GUI %> Telnet/SSH AND 7 V2R PE KR EER—MERALET,
SF300-05:10/100BASE-T(X) x5 7Rk—k

SG300-08: 10/100/1000BASE-T(X) x8 R—bF

SG300-0602: 10/100/1000BASE-T(X) x6 FR—

SFP 100/1000BASE-SX/LX(FX)® SFP Z#i&ALZE T,

Ethernet Port
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& LED DR T—ARRZLUTDORIZCTERALET .

LED & |LED K& s EA
® BRELT | BEASMBASATOET,
PWR 1,2 LT | BRABASNTOER A
/N FRELT | PI—LERBLTVET,
Alarm HAT | TI53—LZRHELTOEE A,
BELT | 1Gbps THR—MD O TV TLTLET,

ss::d AT |100Mbps TIR—IHY L7y ILTVET,
AT |10Mbps THR—FAUL I TV TLTLET,

| maa wereusoryTioiEs

| BAR |T502BENTDPATLET,

AT | R—AI T ITLTOER A
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AHGRI)—XOLHE. EEICE., SFERAOERANRHLTHETS,

ZD1=®H.DIN L—ILIGEANDFRER(E., ETHEREIRIETE 3ecm LLEDAR—REHIT. B
BAEENZNKSITEHREL TS,

Fr-. MAEOE@CEALTIE. FITHRE EHYFEEAD. BEET HHIREDAR—ZHEEL
(BEMLTWD)IRETOFERIEE T, BELAR—R (42 1om LLE) Z#RIT-IRETHREBEL T
FERLTZELY,

3emBlED AR =X

3cmlEDANR—-R
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4. E—FRR

SmartE LV —X(F, EENHPIZAKIKEED Mode REVERRLTHZETUTD 4 DNDE—KE
BIRTHIEMNARETT,

<E—FERREBABITFIE>

1. HSB DB Mode REUZRLELITHE LEDI ~4 WAL Z D LEDI DHHEITLET,
2. FTEERIZHST Mode RAVFTEHL ., E—FEERLFET,

3. BIRLIZE—FDIKRET Mode REVZE S U ERILT L. BIRLI-E—FEETLET,
E—RFEIRBFIZ, Eth1, 2 D LED AT RDLSIZHEATLET,

LED 4

LED 3

LED 2

LED 1
No R LEDT LED2 LED3 LED4
0 Exit E—F (FHAGIE) ON - - -
1 EIEE—K - ON - -
2 EE IP 7RLAE—FK - ON ON -
3 IP 7RL RE{EE—F ON ON ON -
4 ToRH—IURE—FR - ON - ON

No 4 O LED JKEEMBES—E Mode R &V F5HE No. 0 D LED IREEIZRYET .
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No 0. Exit E—F (F)#AGI &)
LED 1 D& = LT

._GD:E R, *JJE,Hﬂ:?’;L&Ii THhY . E—FRFIRBERTLET,

No 1. ¥)H#i{LE—F
LED 2 D& =T

;0)% FiE. #3803 ;“E?&Iiatﬂﬂk EICHHAMELET,

IP 7KL X:192.168.1.10/24

d—H—4 root

INAT—R:7L

[CERESIN. TOMBEELDEMEISRESNET,

FIZIP PRLRO/RRT—R | VLAN R EHED R/ oTz, BREIRICKYEBRATIER
TEELLGoEHEICERALEY,
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No 2. EE IP PFLAE—F
LED 2, 3 ASE LT

ZDE—KIE.DHCP —N—RENBMICL., #EEFICFH IP PRLRZHRELET .

IP 7KL R:192.168.0.254

DHCP Sever: H%h

[CERFE S DHCP V547U RERTED PC F A 192.168.0xxx D IP PRLRZEELET,
FIZPCOIP FRLANEE EEZETERIMEE . PC D IP PRLAREAENFHALGIGE
(294997 TRIZERT 5120, BFEMEZBMELI-FERISHRELEE A,

DHCP EXFE (XA T DFRICAEYET

Pool Start Address:192.168.0.253

Pool Size: 1

CMDE—FIZ DHCP Server REDHELEELI-IHE . ZEELD DHCP Server FREICLIY
BOY.E—R2DEEISITRNSNET,
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No. 3. IP ZFLA¥IHAILE—F
LED 1, 2, 3 AN AT

CDE—FRIFIP/INTA=F(IP FRLAR HTRYMIRY  TIAINT—r024) DAHZERHAE
LET,

IP 7KL X:192.168.1.10

H TRy R4 :255.255.255.0

T4 ILNF—kr214:0.0.0.0

[CEREIN. TOMEEE EMABEBINELEA

FIZ.IP7RLADBFBIZZE S35 E S DHCP A> BOOTP H—/\—HV i VK BE TDHCP, BOOTP
BREETOCLEVNEBAT IR TELA S BITFERLET,

MINRT—RAO VLAN R EICK > TT VR TELRLGH 5 E L. No. 1| DHEAEE—REEST
LTLEEELY,
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No. 4. 72— FRE—F
LED 2, 4 ASE LT

COE—FEEBEERETEMCL. 7OIR—DNTRBEZBESEET,
FICEBEREEZVELE T BANERMyFELTHEATHIGEICERLET,

Ff=. TRDEERD L2 HAEEIX. Web GUI FTHRIICEREZEITICET, COE—FICEELS
BTHLHET HENFRETT .

*IGMP snooping

*Broadcast/Multicast limiter

*VLAN configuration
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5. OG4Y

WEB 750 HEHERALTRIYFDREETITVET,

< WIEARR E >

IP 7RL R : 192.168.1.10

1—H—% : root

IR —F &L

Show cleartext passphrase IZFTv9Z& ANSEREA AL TLVS Password DABRE KRR TE
FY9,

Username: (7) |r0c|l |

Password: (7) | | [J Show cleartext passphrase
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& (= @ & EHAG|
Q) 1 @
it
SG300-0602

- Information

Help & Documentation
Device Status
Local Diagnostic
Alarm & Events
Port Table
MAC Address Table

+ Configuration

+ Diagnostics

@

Copyright® by EtherWAN and Other

BRTEEHOTHIZ 3 DORIVNRREINTLET,
® |
I Apply Revert Apply&Save i

@ FERL TV SRR R ERBEBRIRTEINET,

Q:BAZA—DERTRENFET,
AZa—DRBRFEBOQAT A0 1—F—DO—ILEEITF>TELGYFET,

@ EMLTLBT NSRBI —BARTSN, REDRE. VT IEDOREV LR
TRENFET,

e

A

nh
*

t84

ImARAME R I THEBISN TLET,
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IRAHERICHEBSNTOEE A,

@ D1JvE HEKRIA My Profile EFILEEY AL RYARRRSNET,
BEAEIL, RBESBLTIESD,

DT BEREERELET.

H WELE R Avply ERLIBEICRTEN, VYT BERTENGALYET,
XEX T FABFIC Apply&Save &' w73 HERTRINFER A,

[ HUYohE BEMBASOTTIRET,

@ BRI A= a— 2LV R RRRENETS,

O REDERLGEEITVET .

KT B

Ay ] REDEARELET

— | REORFERITOIALGN=H, Bl Save TEAIMLEAHYET
| Revert | | REDANABERKBERAREIRLET

|M| E&i@ﬁm&{%ﬁibij-o

— | REDORFLTDONDOH. & Save TEIVENHYFEEA,
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7. Web iS5 ERE

[FLOICHREFERARVRET S, LTFITONWTEELTZELY,
SEEDOEAERVREFIZISZTEREIZHS Apply £=(L. Apply&Save 91w 3 BE1TH1.
ERTFEETITORELHYET,

| Apply | | Revert || Apply&Save |

SR E L. Apply /=%, Apply&Save EEMNOEEHINFET,
Apply: EZEDEARD ATV, REZTHLEN O, BEETHEHREMDMBIZE>TLES:
O, FERBREDRELITODELHYET .

T8O BEERTFTDHEEIL. Apply&Save FITHITELHELET,
Apply&Save : SR EDERAEREZTL. BEFBLTEREIIRYEE A,

7.1. IP 7RL X (Static, DHCP, BOOTP)

IP 7RLADEZREEITLNET,

1. AT AR BEERAEDA=21—h 5 Configuration > Network DJBIZH) o T BE. TRIDLS
HEEARTINET,

[ SmartE & ]
Hello root (€7 @ E ‘

Etheri'WAN

Network

IP Address Assignment (?) STATIC v

IP Address (7) 192.168.1.10

$G300-0602 ‘ Network Mask (?) 2552552550

Default Gateway (?) 0.0.0.0

+ Information DNS Server 1 (7) 0.0.0.0

- Configuration

DNS Server 2 (?) 0.0.0.0
Management VLAN (7) 1 v

DHCP Configuration (?) DHCP Services

Topology Based IP Assignment

Port Configuration : P
VLAN Congﬂguraliun Assignment port (?) | Choose-Port v
Multicast Filtering Assignment state (?) Feature disabled on this device
Network Redundancy

Security Hostname Configuration

DHCP Service P,

Lo B Name resolution (?) Enable v
Quality of Service Hostname (?) SmartE

+ Diagnostics

2. IP Address Assignment & STATIC, DHCP, BOOTP M5 EEEL-LMEE D E—FZBIRLET,
STATIC: &Y IP 7KL A% . IP Address, Network Mask 2 EFEEIZHEELE T,
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DHCP:DHCP H—/\—&Y IP PRLRZEIY L TONBLIIZHELET .
BOOTP: J—rRNSwF7ARILENLIZIP PRLRZEYETONBISIZHRELET,

#

Network

IP Address Assignment (?) sSTATIC w
IP Address (7) 192.168.1.10
Network Mask (7) 255 255 25510
Default Gateway (?) 0.0.0.0
DNS Server 1 (7) 0.0.0.0

DNS Server 2 (?) 0.0.0.0

Management VLAN

(7)1 v

DHCP Configuration (?) DHCP Services

3. BRFETTE T 1£. Apply ET=IZ. Apply&Save ')y 7L TLIZELY,

4 BELIZIP PRLRATEBET7 VAL, AT AV TELLIP PRLRBRENTE T TY .
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7.2. DHCP H#—/\—
DHCP H—/I\—DEREXITLVET .
MKIDHREX, EITE—K 2 O DHCP H—N—REIcTOT AV LI=GSICERLED .,

—_

. BT AVRBEEEDA=—21—h5 Configuration > DHCP Service DIBEIZY) v T &, T
DEIGBEENRTEINET,

[ SmartE &3 ]
Hello root \» @ E ‘

-

DHCP Service 1

DHCP Network Service (7} Nope v

DHCP Port-based Service (?) Port-based DHCP Configuration

$G300-0602 ‘

Leases

= (?) Current DHCP leases
+ [nformation

I' Configuration (?) DHCP static leases
My Profile
User Managesment
System
Quick Setup
Network
Service
Port Configuration
VLAN Configuration
Multicast Filtering
Network Redundancy

DHCP Service
ocal Even
Quality of Service

+ Diagnostics

Apply | | Revert || Apply&Save

J S — P
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2. DHCP Network Service M5 Server & IRTHETRIOBE@EICYIYEDHLYET,

| DHCP Service

DHCP Network Service (?)  Server v

Running State [?J Inactive

Pool Start Address (?) 0.0.0.0
Pool Size (?) 32

Network Mask (?) 0.0.0.0

Router IP (?) 0.0.0.0

DNSIP (?) 0.0.0.0

Lease Time (s) (?) 3600

Accept Bootp (?)  enable v

DHCP Port-based Service (?) Port-based DHCP Configuration

3. TEDOHIDELSIZ Pool Start Address, Pool Size Z:& DHCP 254 7 MZEIYRS IP 7KL
AEDEHREANLET,

~ -

DHCP Service

DHCP Network Service (?) Server v

Running State

?) Inactive

Pool Start Address (7?)

192.168.1.1

Pool Size (7) 32

Network Mask (?)

255.255.255.0

Router IP (7)

192.168.1.254
DNS IP

(7) 8888

Lease Time (s)

?) 3600

Accept Bootp (7?)

enable v

DHCP Port-based Service (?)

Port-based DHCP Configuration

4. FHESET . Apply FT=IE. Apply&Save Z=7') v 7L TLFZELY,
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5. % FEE® Running State N\ Inactive M5 Active IZEESI . DHCP 547U MZIERELT=-
RBD P 7L REA B RO N F5RER T T

<ERERT>
| DHCP Service
DHCP Network Service (?)  Server v
Running State (?) Inactive
<HEHR>
| DHCP Service

DHCP Network Service (7)) Sepver ~

Running State (7) Active

1/-h4-E1-AD-9F-E1-F9
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13. AT A A—HF— R RV/SRAT—F&E
O AVNRRAT—FDHREETVET,

1. AT A% BEIE E D A=1—h 5 Configuration > User Management DBIZZ) v o T BE. T
RO &SLTEEmNRRINET,

[ smartE &S ]
‘ H::furout \\;\; E. ‘

EtherWWAN

-

User Ilanaﬂemem

Create/Edit User (7} Create v
User Status (?) Enpable v
( B e
‘ $G300-0602 ‘ Usemame (2)
- ! User Role (7) Read-only v
+ Information User Password (7) «.
Retype Password (?) se
User Management User account locking (?) Disable v
ystem
Quick Setup Login Attempts Limit (?) 5
Network
Service Access Lock Time (%) 1
Port Configuration
VLAN Configuration Custom User Roles ey
Multicast Filtering Custom User Roles Webpage (?) Custom User Roles
Network Redundancy
Security
DHCP Service
Local Events
Quality of Service
+ Diagnostics

Apply || Revert H Apply&Save .

P I T .

2. Create/Edit User % Create 1zl ERFEA D1 —H —(root 12E) #BIRLET,

Create: #fzIZ1—H—%{ERLFET .

EREHL—Y — § TITERFADI—F—D1—F—ZUNDREEZERELET,
DAL —H—D root [(XTTITERHLET,

User Management

Create/Edit User (7} Create g
User Status (?) Enable i

Username (7)
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3. BIRLIE-ANRBRICIH>TETRENELGYET,

<Create ZRERLI-IHE >

Username~Retype Password Z CHEEDIEXZANILET,

User Role [(EEICLLTD 3 FEMDZEIRLET,

Read-Only: A BMYERATEED/N\RAT—FEELRE. TOMBEDERIFITAFEE A
Expert: 1—H—ERELRE —HERIZEFETRTOEREDHEARY . ESAANTAET
Admin: $ RTDEREDFHARYRUVEENTAET,

p
User Management

Create/Edit User (?) Create v
User Status (?) Enpable ~

Username (7?)
User Role (?) Read-only A

User Password (7) ...
Retype Password (7) s
ser account locking (?) Disable v

Login Attemn Ets Limit (?) 5

Access Lock Time (7) 1

<R EHI—F—ZBRLEBE>

Username MZE B (LT A AL V=8, User Role~Retype Password £F CHEENEFZASLET,
KUEFLI=2—F—THMNIL, Delete #0')v 0T HLTHIBRTEET A, 1 —F—D
root [FHIBROCESNIE. O—ILDEEATEEH A,

P
User Management

Create/Edit User (?) root v
| Delete |
User Status (?) Enable -

Usemame (?) root

User Role (?)  aAdmin v
User Password (?) e
Retype Password (?) .«
User account locking (?) Disable v
Login Attempts Limit (?) 5

Access Lock Time (7) 1

Current Access Lock Time (?) User not locked

4, FHFESET . Apply 1=l Apply&Save #71) oL TLEELY,

5. BAY AT HBRIMER LIz A—H—//RRT—RF([F A1A—F—DEEZD/KRT—F
TAJAVTENFRETTTY .
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74. VLAN
ZR—bkD VLAN BREZITLVET,

1. AT A BEIER A D A=1—h 5 Configuration > VLAN Configuration DJBIZZ) w0 F B &,
TROKLSILBEEmIARTINET,

[ smartE &5 )
‘ H?Iforuot @ E ‘

EtherWAN

VLAN Cnﬁur&ﬁon

VLAN Mode (7} Transparent -

$G300-0602

- ~

+ Information

My Profile
User Management
System
Quick Setup
Network
Service
Multicast Filtering
Network Redundancy
Security
DHCP Service
Local Events
Quality of Service
+ Diagnostics

Apply | | Revert || Apply&Save

2. VLAN Mode % Tagged ICEH G HERREAZLI—NRRINZD T, Apply Ff=I1%.
Apply&Save ')y L%ET,

VLAN Co uration

VLAN Mode (?) Tagged v

| Static VLANs
Static VLAN Configuration Webpages (7) Static VLAN Configuration

VLAN Port Configuration
VLAN Port Configuration Table

VLAN Di i
VLAN Diagnostic Webpages (?) Current VLANs

Apply || Revert H Apply&Save
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3. Static VLANs I8 B 0 Static VLAN Configuration D) 9% 5" )vo$ BE, REIAVRIAEK

mENFEY,

| Static VLANs -
Static VLAN Configuration Webpages [F] Static VLAN Configuration I

VLAN Port Configuration
VLAN Port Configuration Table

Static VLAN Conﬁumﬁon

List of Static VLANs (?) 1 - VLAN 1 -

VLANID (7) 1
VLAN Name (?) VLAN1

VLAN Memberships (?) 1 2 3 4 5 6 7T 8
U U U U U U v u

g

Apply || Revert || Apply&Sa\re.

4. VLAN ID, VLAN Name, VLAN Memberships [ZEEDEZA DB IUEIRL. Apply Fi=13.
Apply&Save 7'y ILFET,

3VLAN Memberships [EEFTD"—“%#91)v9IFBHZET, T(Tagged) R—Fk. U(Untagged) 7R
—h. —(BYVHETHL) R—MYBZEIENTEET,

Static VLAN Cnnﬁnrﬂﬁon

List of Static VLANS (7} 1 - VLAN 1 -

VLANID (7) 10
VLAN Name (?) VLAN 10

VLAN Memberships (7) 1 2 3 4 5 6 T 8
u u T T - - - -
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5. Apply FE7=[Z, Apply&Save V') v T HETRIDLIEVA VR IMERREINSD T, OKEY
)49 B, List of Static VLANsIZAHILT= VLAN ID & VLAN Name BAF&RRah ., BIRTB&
REARABLRTEINET,

i 192.168.1.10 DARE k

At least one of the port-members is already an untagged member of
another Vlan!

At least one of the untagged port-members is already a member of
another Vlan!

!

Static VLAN Configuration

List of Static VLANs (7} 1 - WVLAN 1
10 - VLAN 10

VLANID (?) 10
VLAN Mame (7) VLAN 10

VLAM Memberships (?) 1 2 3 4 5 6 T 8
u u T T - - - -

o

6. 4~5 D F|EFE#EYIR T & T VLAN Trunk R—b . Hybrid R—F DR EMNAIEETT .
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<UTHBRFEETIToOTIEI >

7. 2 TERRLI=AZ1—T Static VLANs IEEH ® VLAN Port Configuration F£7=1d. VLAN Port
Configuration Table DWNTNDDYLIEI ) VI T BE BREDVAVRIRRREINET,

¥ Z ZTl&. VLAN Port Configuration Table Z91) v LTLVET,

| Static VLANs
Static VLAN Configuration Webpages (7) Static VLAN Configuration

VLAN Port Configuration
VLAN Port Configuration Table

VLAN Port Configuration Table

Port Default VLAN Active VLAN Default Priority Ingress Filter
1 1 |0 ~| | disable ~|
2 1 [0 +v] [ disable v|
3 1 [0 ~| | disable ~|
4 1 [0~ [disable  ~|
5 1 [0 ~] | disable ~|
6 1 [0~ [disable  ~|
7 1 [0 ~] [ disable v|
B 1 [0 ~] [ disable v|

Note: When the Default VLAN configuration is greyed, the port VLAN ID is configured via RADIUS server.

Apply | ‘ Revert || Apply&Save

8. IEE MR—F®D Default VLAN OROYTHE O EH)vo T BE FRESNTLNS VLANID A
TR, TI4ILE VLAN IZERET S VLAN ID Z5&IRLET,

VLAN Port Configuration Table

Default VLAN Active VLAN Default Priority Ingress Filter

disable A4

9. FRTESET #%. Apply £1=IZ. Apply&Save #9') v B& . F#IRLT=7R—ID Default VLAN &
U Active VLAN A3E%E LTz VLAN ID IZ2YFE T,

VLAN Port Configuration Table

i v
-
3 1
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8. Information

8.1. Device Status
AELDERTEFBRARTEIN, Firmware Version ¥ IP PRL ARG EEZHEZELE T,

8.2. Local Diagnostics
LED RIRHBMNRRINET,
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8.3. Alarm & Events
EEENSREL-TIT—LOARUIND—EEFZRRLET,

( Alarm & Events

Event Table

Date & Time Event

Invalid
MNov 30 2021 00:00:02
MNov 30 2021 00:00:02
MNov 30 2021 00:00:02
Mov 30 2021 00:00:02
Mov 30 2021 00:00:10
MNov 30 2021 00:00:20
MNov 30 2021 00:11:00
Nov 30 2021 00:11:05
MNov 30 2021 00:11:14
Mov 30 2021 00:11:41
MNov 30 2021 00:11:49
MNov 30 2021 00:11:50
Mov 30 2021 00:12:10
Mov 30 2021 00:12:10
MNov 30 2021 00:12:10

Cold start.

Configuration loaded from internal memory.
Power supply US 2 lost.

Alarm output 1 Failed.

SFP Module plugged on Port 4.
Link up on port 1.

LLDP new neighbour on Port 1.
Link up on port 6.

Link up on port 7.

Link up on port 5.

Successful user login.

Changed device configuration.
Configuration saved successfully.
LLDP neighbour lost on Port 1.
Changed device configuration.
Configuration saved successfully.

System Uptime (?) 1h:18m:53s

Current system time (?) 2021/11/30 01:18:31 (Not synced)

Event Count (7} Loaded 27 events

Event Table as CSV File (7} | Read from device
Clear Evant Table (?)

BRE

Bl

System Uptime

HREPROBRBRMERTLET,

Current system time

1230 System Time &R R<LET,

Event Count

BALI=AR M ERTLES

Event Table as CSV File

Event Table D{E#H%E.CSV 77/ )L THALET,

Clear MAC Table

Event Table DIEHRFHIFRLET .
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8.4. Port Table
Advanced Tables
RSTP M AT—HREXRRLET,

(?) Port Redundancy Table

Port Redundancy Table £41)v49 3 %L . RSTP RT—R AN AU RORRTEINET,

(?) RSTP Port Configuration
Port Protocol Blocking State Protocol Role
1 RSTP Forwarding Designated
2 RSTP Disabled Disabled
3 RSTP Disabled Disabled
4 RSTP Disabled Disabled
5 RSTP Forwarding Designated
6 RSTP Forwarding Designated
T RSTP Forwarding Designated
8 RSTP Disabled Disabled

RSTP Port Configuration %)y 3 % Lk 9.10 Network Redundancy ERILERE A KoM
RIRSNFET, REAZEE, BRESHBLTZE,

Physical Ports
BHR—PDRT—ERERTLET,

Interface/Port T Status Mode

1 TX 10M100/1000 enable 1000 MBit/s FD
2 TX 10/100/1000 enable Mot connected
3 TX 10M100/1000 enable Mot connected
4 Generic SFP LX 1000 enahble Mot connected
5 TX 10/100/1000 enable 1000 MBit/s FD
[ TX 10M100/1000 enable 1000 MBit/s FD
I TX 10M100/1000 enable 1000 MBit/'s FD
8 Empty SFP Slot enable Mot connected

Interface/Port DIR—r BB ED) w99 B &% 9.7 Port Configuration ERILERE A RoM
RIRINFT . REHZE. BBESHBLTIZS,
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EHELTLSH250 VLAN, MAC 7RL R, R—F BB DEHRERTLET,

54:E1:AD:9F:E1:F9 1

MAC Table as CSV File (?) [ Read from davice
Clear MAC Table (7)

A

MAC Table as CSV File

MAC T—J ILD1E#HZE.CSV I7AILTHALET,

Clear MAC Table

MAC T—J L DEREHIBRLET
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9. Configuration

9.1. My Profile

AT AVINAT—RFDZEE, SNMPv3 D/NAT—KRERE . 1 —F—DIERIEHRERRLET,

Profile
Username (?) root
Rolename (7) Admin

User Password (?) e

?) (s

Retype Password

System Configuration (?)
Device Identification (?)

User Management (?)

Network (?)

User Interface Configuration (?)
Automation Protocols (?)
Device Discovery (?)

L2 and L3 Communication (?)
Device Redundancy (?)

Time Synchronization (?)
DHCP Services (?)

Physical Ports (?)

RMON and port statistics (?)
Port Mirroring (?)

Port Security (?)

Device Logging and Alarming (?)
Snapshot (?)

| SNMPv3 Password —
Individual SNMPv3 Password (?)
SNMPv3 Password (?)
Retype SNMPv3 Password (?)
Permission Groups Read-Write Read-Only A

My Profile

| Apply || Revert || Apply&Save |

RE BILL]

Username

A5 4> LT3 User EHRITSNET,

Rolename

O A4 LTS User DO— LG ARIRSNTT,

User Password

EHIEHZNNRAT—FEAHNLET,
8~64XFDEHF THREMHETY .

AXFIXFOO—IF, BF. RESHERAIRTT ., B5DH
TOFEREFTEY . REFNSXFULORIHOTERATEEY,

Retype Password

User Password [CA L=/ SRT—KERBICIEZADLET,
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SNMPv3 Password

EERAWEB RTY—FAAYF SmartE 1)—X HEikiBAE

RE

B2l

Individual SNMPv3

Password

SNMPV3TERT D/ N\ AT —F B/ ENERELEFT

SNMPv3 Password

SNMPV3T{ERAT B/\RT—FREAHLET,
8~64XFDEFTHRERRETY ,

Retype SNMPv3

Password

SNMPv3 Password [CAALT=/SRD—KERILEZADLET,
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9.2. User Management

A—H—DERPHRELTVET,

-
User Management

Create/Edit User {?) Create A
User Status (?)  Enahble hd
Username (7)

User Role (7) Read-only A

User Password (7] e

Retype Password (7) «e

User account locking (?) Disable A
Login Attempts Limit (?) 5

Access Lock Time (?) 1

RE &R

FOYTH UMD Create ZBIRT be1—HF—ZERTEET .

ERFEAHDI—F—EBIRT DL A —F—EHREHRETEET,

ER LIz 2——ZHIBRLET,

Xroot [FHIBRTEFE A,

ERFERIF BB L—F—Z2 BN/ EBMEZELET,

User Status BT HE ZTOAI—HF—TOAT AN TELGERYET,

Xroot [FEMZTEEE A,

KT 51— —EEANLET,

Username EREHADI—T—%FBIRT L1 —F—ENRREINFET,

RR2XF . RPFRU-_. @hMEHATTEETT

A—H—DEENEERLET,

Admin: T X TOEEEICK T HIERM T EENET .

Expert: User Management ZFR<T X TOIERN T EINFET,

Read-Only: 5t A HRYE AT, BRE PRAT—EADFHERILARETY A,
EHEIITEEH A

fERELT=0—)L ER LR BTG CI-tER N F 5 SN FET,

A—H—ONRT—REHRELFET,

8~64XFDEFHTHRERIRETT -

AXFINXFOO—TF, HF. FEESHNERAIGETI . EE5DH

TOFERFTES . RBFIXFULDOBIZHO THERATEET,

Create/Edit User

| Delete |

User Role

User Password
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Retype Password

User Password TA L=/ \RAT—FERILIEZAALET,

User account

locking

ATAVKRBERIIGLTA——DT7 It REOVI T DR RS/
B ELES

Login Attempts

A—H—%0Oyor 5051 kBEIHEZRELET,
HUser account locking BT HERERIREIZHYET,

Access Lock Time

A—H—F0Ovo 3 5REMERELET,
HUser account locking B 3NZT HERERIREIZHYET,
1~100[a] O €GB TER TE Al RE

Current Access

Lock Time

BRLE-A——0OOYIREDAT—2RERRLET,
1~14405 DEFE TR ERIEETT

| Unlock |

A—HF—AOvIENTINSEE, BIO1—H—Tad (1oL T,
Unlock &9)v 09 51— —DOVI %R T HENTEET,
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Custom User Roles
A—Y—DREDERPTREEITVET,

Custom User Roles

Custom User Roles Webpage (?) Custom User Roles

Custom User Roles D2 0% 9) w4 HEREBEM DAV RITREREINET,

Custom User Roles

Create/Edit Custom Role (?) Create v
Rolename (?)
Ldap Rolename (?)
Radius Management-Privilege-Level (?)

Permission Groups Read-Write Read-Only

]
|

‘System Configuration (?)
Device Identification (?)

User Management (?)

Network (?)

User Interface Configuration (?)
Automation Protocols (?)
Device Discovery (?)

L2 and L3 Communication (?)
Device Redundancy (?)

Time Synchronization (?)
DHCP Services (?)

Physical Ports (?)

RMON and port statistics (?)
Port Mirroring (?)

Port Security (?)

Device Logging and Alarming (?)
Snapshot (?)

O0000000000000o0ar

O00000000000oOl

B®E BT

FOYTH UMD Create ZBIRT HEA—ILEERTEET,
EREAHDA—)LEERT DL O—ILERERETEFET S
ERLI=0—)LEHIBRLET

Create/Edit User

| Delete |
— 3¢Admin, Expert, Read-Only [ZHEIBRTEE A
A—ILBZHRELFET .
REL-O—ILA KL —F—IZBY L TEHEOIERINET,
Rolename

ERLI-O—ILRAITEETEE A,

RARZXF, ZYFRU-_. @AMERATEETT,

Ldap Rolename AMBEXHR—FLTHYFEE A

H—/\—A_R—2ZDFBFEHIZ RADIUS H—/3—F L Ta—H—h
Radius Management-— FERATESIIICTHHIEERELET,

Privilege—Level COEIE. TNNARANDT I ERHFAZENY L TH=HIZFERS
h, EEHBELALAOD—HILA—YF—O—)LIZRYTENFET,
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9.3. System
BEBROBESN O, 77— LTYT  BREDN\VITYIVANTREETVET,

Reboot
Reboot #7') 99 A ET, HREFHEBLET,
Save SN TULVEWERTEITXFRRIZ Save LI=REICESTLESI=HT3EELZEY,

Reboot Device
Reboot Device (?) [ Reboot |

Firmware Update

HTTP £=IX TFTP 2V TR D I7— L7 7y I T—hETVVET,

Firmware Update
Firmware Update (7) Update Firmware

( Firmware Update

Update method (?) HTTP v
TFTP Server IP Address (?) 0000
Remote Firmware Filename (7)
Automatic Reboot After Write (?) Rehoot v

Update Status (?) No Update

BRE &5 A

Update method HTTP E=[X TFTP OWVWT A DT YT T—bAEEERLET .
TFTP H4—/I—D P PRLRAZANLET,

Update method & TFTP [ZEIRL TLVDIGE DA RETEET,
VR FEEO- 77— L7 I7AIVREANLET,

Update method % HTTP [ZEIRL TLVAI5E L. Browse Mo 77—

TFTP Server IP Address

Remote Firmware

Filename
L7 I7AIVEERLET,
Automatic Reboot IJ7—LIT7 77 T—MEBEBMICHEREEREIT IO EER
After Write LFEY,
Update Status 7T T—hDIREEFRTRLET,
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XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

BREDNEIE OOV T4 T7AIDEHoO—K, TyTO—REEEITVET,

Configuration Handling

Status of Current Configuration (7) Configuration modified but not saved

Perform Configuration Action (7) w
Advanced Configuration (7?) Further configuration handling options

Secure Uls (?) Security Context

RE

Bl

Status of Current

Configuration

BENREFSNTVEINERTLETS,

Perform Configuration

TERAZA—DBEFTTDIT7TIIAVEERLET,
Factory Default: 5% & LG AiKREIC) Y LET,

Action Save Configuration: R EZAEJIZHREFELET .
Reload Configuration: A E!) DR EZ A HascBEEFHLET .
Advanced Further configuration handling options Z9)w9 9 b &. RTEDRTF

Configuration

PERAZITVES,

Secure Uls

HTTPS 4> SSH TOEEICHELRF—OMBAEDEREITLVET .
ML #£389.11. Security #SBL TS,
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HTTP

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

HTTP AR THREDRE. BAEITLET,

( File Transfer

Transfer method (7) HTTP v
File type (?) Configuration v
Update Status (?) Mo transfer started

Start Transfer (7) [ \Write to Device

HTTP Read (?) config.cfg

Configuration Name (?) 2000 Configuration

| Apply || Revert || Apply&Save |

ERTE AR
Transfer method HTTP ZZ#ERLET,

File type

T7ANEBALTELUTDIDOMSERLET,
Configuration : #4238 DR E T 7ML

Security Context: &) 74 TF AR IT7AIL
Snapshot File: 397 3vbT7 1)L

Update Status

WMADEERAT—RRAERERLETS,

Start Transfer

Write to device &%)y L CHSRICERT 577/ ILEERLET,
T7AILERBICIST7MILDEEF TV, BUILI-I5 8 BEH%
BRINFET,

HTTP Read

RRSINTWBYDIED) I T HIET. REI7AILOEF)T
AAVTHRRNIFZFANEZT D O—RTEHIENTEET,
BREITFAINERENDERE, X)) T0aVTFRANI7AILIEaY
TERMEERLGTNIEST 90 O—FTEEE A,

AFw T avhT7AILIE10.9. Snapshot DIEHICTHHO—KT
FFE7,

Configuration Name

REAVIAT I7AILHDERBEHRELET,
XAV IAT I7ANBEERTHEDTIEHYEF A,
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TFTP
TFTP #BETHREDNRE. BHZITLET,

( File Transfer

Transfer method (7) TFTP v
File type (?) Configuration ~
TFTP server IP address (?) 0.0.0.0
Remaote filename (7)
Direction (?) Read from device
Update Status (?) Mo transfer started

Start Transfer (7

)| Start |

[Configuration Name (?) 2000 Configuration

RE &5 BA

Transfer method TFTP Z:8IRLFT,
TT7ANEBALTELUTDIDOMSERLET,
Configuration: #4233 DERET7 1)L

File type _ _
Security Context: X7/ TF AN T7AIL
Snapshot File: R 79T avbT74 )L

TFTP server . .
TFTP H—/\—IP PELRZEAALET,

IP address

BRI EI7MLBFLERFEL)EANLET,
BI7AILDHRFIFLUTORYTY,

Remote filename B/EITFZAIL: cfg

XAV T4AVTHRRARIFAIV : otx
AFyTaybITPAIL: targz

EITRETERLET,
Direction Read from device : i KRNI 7 ILERFLE T, (FHO—k)
Write to device: 771 L& ~BALET, (7vyTA—F)
Update Status REDERERT—IRERTLET,
Start Transfer Start #4')v9 9 % & T, Direction DRBEDULIBZEITLVET,

BEIAVIATIFAIVHOBRAEHRELET,
KAV T4T I7ANREERTHLDTREHYEE A,

Configuration Name
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Device Identification
BEBROBANEHRERELET .

Device ldentification
Device Name (?) SmanE

Device Description (?)
Physical Location (7)

Device Contact (?)

ERTE AR
Device Name TNNARBEHRELET,

TINARADHRAEZHRELES .
RAR255XFFETANARETY

Device Description

Physical Location TNAADREENGE DEREHELET
Device Contact BRETRLRGEEANLET,
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9.4. Quick Setup

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

IP 7RL R PHIROB A 1. LLDP D ZREEITVET

( Quick Setup

Device Description
Physical Location

Device Contact

Profile (?) | Universal |

IP Address Assignment (7) STATIC v
IP Address (7) 192 168.1.10
Metwork Mask (7) 255 255 2550

Default Gateway (?) 0.0.0.0

Device Name (7) SmarE

?)

?)

?)

LLDP Made (?) Disable hd

(?) LLDP Topology

RE

Bl

Profile

Universal 291)v9 9 B & IP Address Assignment AXBOOTP [ZERE
. HERABEELET,

IP Address Assignment

IP 7RLADE—RETEROVT MR ELET,
STATIC  ##BI IP PRLREERELET,
BOOTP:BOOTP H—/\—Mi5 IP PRLRZWMELET,
DHCP:DHCP H—/\—H\5 IP PRLRZEREBLET .

IP Address

FEIP 7RLRZHRELES .

Network Mask

IR RVEHRELET

Default Gateway

TIHINT— A ZHRELET,

Device Name

TINARBERELFT

Device Description

TNARADEFHAERELET
RAR255XFETANARETT,

Physical Location

TNAADREERGEDIFEHREHRELET .

Device Contact

ERETRLRAGEEAALET .
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LLDP Mode

LLDP DEREZEITLET,

Disable: LLDP Z&EXIZLFET,

Enable:LLDP DEZEZHMICLET,

Send only:LLDP MEEDABRILETS,

Receive only: LLDP DZ{EDHBEMIZLET,

LLDP Topology #%')v99 %& LLDP TRELBHRMADAUF
DTRRINET,

SEHAER T (39.6. Service [ZTITLVET,
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9.5. Network
BN IP PRLROTRIAUN VLAN DB EEFTLVET,

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

( Network

IP Address Assignment
IP Address

Network Mask

Default Gateway

DNS Server 1

DNS Server 2
Management VLAN

DHCP Configuration

(7} STATIC v
(?) 192.168.1.10

(?) 2552552550

(?) 0.0.00

(?) 0.0.0.0

(?) 0.0.0.0

71 v

(?) DHCP Services

SJd"?"
il

Bl

IP Address Assignment

IP 7RLADE—RETEROVTNMIERELET .
STATIC: B IP 7RLREERELET
BOOTP:BOOTP H#—/\—Mi5 IP PRLRAEFRIFLET,
DHCP:DHCP H—/A\—M5 IP PRLRZERBLET,

IP Address

FIP PRLRZRELFET .

Network Mask

YT RYMNIYRIERELFT

Default Gateway

FIAIWRT— b,z ZEELET,

DNS Server 1

754<) DNS H—/N\—IPZHBELFT,

DNS Server 2

+HoH1) DNS H—/N—IP % ELET .

Management VLAN

TIRUAURVLAN ZRELET,

9.8. VLAN Configuration MIE B TEXE L 1= VLAN ID AVERAIEET
FHY FEIRLTz VLAN ID TT YRR ARELGR—RAELMG S | HiER
AT YRR TEGLESOTLESI . TEELEZSLY,

DHCP Configuration

DHCP Service £4')v499 5£9.12. DHCP Service EREICEEA TR
Rendl=., BdESBLTEZELY,
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Topology Based IP Assignment
DHCP H—/\—M oAU ALz IP #ER T DIR—FDHREETLET,

Topology Based IP Assignment

Assignment port (7} Choose-Port v
Assignment state (?) Feature disabled on this device
s o
X TE & BA

FOYTRE YU A= —THRELFzAR—MI3E#HE L= DHCP H—/\—
MDA IP ZERLET,

R—,ZEEIRT 5HE DHCP H—/N\—ERTFE D Accept Bootp R EE L&
MIZEYFET,

BEBROENY E THREEDKREBEZRRLET,

FROD—A—ZD IP EY L THEED T/ H->TLNS D
SJL—hELTHEBEL TLVD AN,

54T RELTHBEL TLVD A

Assignment port

Assignment state

Hostname Configuration

mDNS 45 LLMNR Z N L CHESRIC 7 U R T BHEBEP R AN B DEREF1TULVET .

Hostname Configuration

Mame resolution (?)  Enpable v
Hostname (?) SmartE

RE B

mDNS. LLMNR Z4TL T DNS & RIfF RE B2/ WAUIRELET
Name resolution BT BERRME (http://[hostname].local) 4 L CTH43§ 275

TRTBHIELHRETT,

H2R D DNS RRNBERELFET
Hostname 2~63XFNEFH, BEFLA v ahFEHTEETT A,

RRANEET YD ATIRODILZIETEFE A,
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ACD Configuration
IP 7RLADBRERHBEEED R ELITLET,

ACD Configuration
ACD Mode (?) Mone A

ACD Status Information (?) See ACD status on Device status page

RE &5 BA

IP 7RLADBEREKEEZE N/ EIIHRELFT .
EHNZ9F B & Device Status [IZ ACD DIEE M EMENFET .
See ACD status on Device status page %) w993 5L T.
Device Status &R RLET,

ACD Mode

ACD Status Information
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9.6. Service

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

Web X5 Telnet/SSH. SNMP D& IBHEEE DR EEITLVET,

Servil::e
Web Server (?) HTTP W
Confidential Web Server view (?) Enable ~
SNMP Agent (?) SNMP v2 v
SNMPv2 read community (?) public
CLI Service (?) Telnet A
Backspace Key CTRL-H (?) Disable v
CLI Network Seripting Ul (?)  Enable -
Smart mode (?) Enable hd
Persistent Event Logging (?) Disable -
Login expire time (?) 1200
RE L
Web GUI AND TV REEIFE (L. HTTP, HTTPS DL\T M TT
Web Server TAAREIZERELE T .

EE-HTTP

Confidential Web

Server view

Web GUI [Z7V+tRT BHI5EIZ, BIEICA—H—&, NRAT—FDE
KEB/EBMERELET,

FHZLT-BE . T Information ~NDTIELRDHHFRISNET A,
BEDERELHIRIEELTIOICIEATAUEERLET,

I EATE : Enable (%)

SNMP Agent

Disable, SNMPv2, v3DWL\F N i5iE *R'C%i'é’o
FHAE : SNMP v2

SNMPv2 read

SNMP V2D ERHIAHA A1 = T4 B EHTELFET .
CDEXTEIL SNMP Agent & SNMP V2|2 E LD AR TINET,

community EE - public
CUANDTIEREEMNFE L, Telnet, SSH DLVFTNMNTTVERT]
BEICERELFT,
CLI Service SSH #:#{R9 5156 . FHI1Z9.11. Security M Ul Security T

context & Generate T AMLENHYET,
HEAE : Telnet

Backspace Key

CTRL + H % Back space ¥—[Z 3 A#EEX AN/ EMHZRELET,
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CTRL-H

¥ HA{E : Disable (§&%h)

CLI Network Scripting
Ul

Ry T—H%Z L= CLU ATV RDEEEZEB S/ EHEELET,
¥ HA{& : Enable (B %))

Smart mode

ARREEIZHSD Mode RAVEF S/ EBMIEHELET

BT BHEIP FRLURO/NRT—RNFRBEIZRY /AT IERT
ERES G EICHENTELRN O BHICLTHELILEHR
LET,

#)HA{E : Enable (%))

Persistent Event

Logging

AR IO EXKGHIRTET DR B3/ EBMHRELET,
EMNTHEMBEOBFREFFICAR O DEIBRSNEIEYET,
#)HA{E : Disable ($E®h)

Login expire time

BEOJ7OLOBEESRELET .,

30~ 3600 () DEFH TR ERIEET. 0CTHET HLEHOT 7O
|NNBYET,

VHAE 1200 7
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LLDP Configuration
LLDP DEREZEITLET,
LLDP Configuration

LLDP Transmission (?)

LLDP Reception (?)

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

LLDP Mode (?) Enable b

LLDP Transmit Interval (?) &5

B-8-
(<, JLSH <, [
B« @«
B0+
< I <
Bo@o
< Il < I
B @

LLDP Topology (?) Link to LLDP Topology webpage

RE

Bl

LLDP Mode

LLDP ¥ReZ B/ EINIRELET,
¥ EA{E : Enable

LLDP Transmit Interval

LLDP /Ny DEERRERELE T,
5~32768F) D EFH TR EAIRETY ,
YHAE:5 F

LLDP Transmission

LLDP /b %iEET A R—FEZERLET,
VHE: 2 R—FE%

LLDP Reception

LLDP /N7y hEZIET HR—PERELET
EAE - 2 R— AR

LLDP Topology

Link to LLDP Topology webpage #%')v49 4 5 &L T, LLDP TR{E

LI=tEHA R I AR TRIRENFETS,
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System Time

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

VAT LBZIDEEETVET

System Time

Current system time (?) 2021/11/30 06:49:13 (Not syncad)

Network time protocol (?)  None ~

Manual systam time set (?) | click to set time |

Synchronization Status (?) Not Synchronized

Last SNTP synchronization (?) Mot Synchronized

RE

Bl

Current system time

RADVAT LKA ZERTLET

Network time protocol

HES D ZIRIHAD 3% % none, Unicast, Broadcast DULYE e

RELFT

Manual system time set

FETORTLBRERELET,
Network time protocol A% none DIHFENH X ERIEETT ,

Primary SNTP server

T54<) SNTP H—/\—IP PRLRZHRELET .

Primary server

description

TS54<) SNTP H—/\—DERBAE A HLET .
BKR255XFET. - NAHTRETT,

Secondary SNTP server

+H A1) SNTP H—/\—IP PRLREZHZ/ELET .

Secondary server

tHhA1) SNTP H—/N\—@DiRBAZEAALET,

description BR255XFET. - PNAATFEETT .
IR DREZRELET,
UTC offset

+09h (Tokyo)WNHAMDRFEIZHYZET,

Synchronization Status

SNTP #—/\—LORHOREDRT—ERERTRLET

Last SNTP

synchronization

RRICHLRAZTo-RRERTLET,
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9.7. Port Configuration
BR—FEEZFITVET,
Individual Port Configuration

Individual Port Configuration
Port (?} port-1 w

Status (7) Enable w
Name (?) Port 1
Type (?) TX10/100/1000
Link (?) Connected
MNegotiation Mode (?) Auto
Speed (?) 1 GBit's

Duplex (?) Full Duplex

Mode (7)  Auto ~
Link Monitoring (?) Disable v
Default Priority (?) [0 v
Jumbo Frames (?)  Disable v
MTU (?) 1536
Flow Control (?) Disable A4
RTE BrLL]
Port RETHIR—IESERRLET,
Status R—rDBEN/ BHERELET,
#HA{E : Enable (B%h)
Name R—rEEHELET,
Type R—bDOR S EREERRTLET,
Link YOO RT—ERERRLET,

Negotiation Mode

RO I—S3 EF—RERRLET,

Speed

VT vTREERTLET

Duplex o979 TLTWNBTATLYIRE—REZRRLET,
Yo OE—RH#HZRELET,
Mod Auto10_100(% SG300) —X DA ML TEYET,
ode

Fast Startup [FHR—FLTHYEE A,
WHAE : Auto

Link Monitoring

BIRLTWAR—bD IR MR B/ ESNIZER
#)HA{E : Disable (ZEXh)

ELET,
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Default Priority

BRLTWVAR—DBEEZRELET,
FHE:0

Jumbo Frames

xR IL—LDEEBERE N/ EHIERELET,
SG300 ) — XD AR IELTHYET,
#HA{i& : Disable (4&%))

MTU

BBAEEL MTU YA XEHRELET .
SG300 ) —XDAHRIELTHYET,

Flow Control

70— kAa—I)ILOEN/ BHERELET
#)HA{E : Disable ($EZh)

CRC Surveillance

CRC AT—RADRTPLEMEDHEZITLET

CRC Surveillance

Received Pkts (7) 6456
CRC Errors (7) 0
CRC Proportion Peak (ppm) (7) 0
CRC Port Status (7) Ok
Critical Threshold (ppm) (?) 40000
Warning Threshold {ppm) (?) 20000
Clear CRC Peak and CRC Status (?) [ Clear | Check to clear all ports [

Port Counter Overview (7) Moniter all ports simultanicusly

RE i BA
Received Pkts ZELN\TYMNIERTRLET,
CRC Errors ZEL=/\ 0 CRC T5—#MERTLET,

CRC Proportion Peak
(ppm)

0FEFRTHAEL- CRC I5—DEIEDHREEEZRRLET

CRC Port Status

CRC IR—hRT—ARARERRLET .

Critical Threshold (ppm)

CRC FR—F R F—%A M Critical IZH]Y&EHBLELMEZF1005 5D
1B TERELET,

1,000 (0.1%) ~ 1,000,000 (100%) ppm D EEFH TRERIRETT o
#)HA{E : 40000 (4%) ppm

Warning Threshold (ppm)

CRC R—hRAT—ARRMH Warning IZHPIYEHLHLEMEEZRTLE
ERS
FRENBEIL. Critical Threshold (ppm)DEH DIETT

Clear CRC Peak and

Clear &4')vw499 A&, CRC Peak & CRC status ')t vhLET .
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CRC Status

Check to clear all ports [ZF Ty 9% ANTH 5 Clear 0')v09 5
LT RTDR—MIRBEINFET,

Port Counter Overview

Monitor all port simultaneously Z%1)w%9 % &, Diagnostics > Port
Counter DR—UEKRRLET,

MKEBFE(X AV )Y URICREL /Ny RELLFT,
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Advance Port Configuration
YoED V0T HE EREBEBICIGLIZVAVRIONKRIREINET,

Advanced Port Configuration

Port Configuration Table (?) Configure all ports simultaniously

Port Mirroring

(?) Configure Port Mirrering

VLAN Port Configuration

L

(?) Configure Port settings for a VLAN

Link Aggregation

?) Configure Link Aggregation

Port Based Security

(?) Configure Port Based Security

< Port Configuration Table>
Configure all ports simultaniously Z%')w49 %&. Port Configuration Table M&EREh , FHR—
FD—EEBRN - R ELRBEICEET HEMNAIRETT .

( Port Configuration Table

Interface/Port Status Mode Linkmoniter Jumbo Frames MTU [byte] Flow Control
1 Enable w Auto v Disable ~ Disable ~ 1536 Disable -
2 Enable * Auto + Disable + Disable ~ 1536 Disable v
3 Enable w Auto v Disable ~ Disable ~ 1536 Disable -
4 Enable ~  Auto ~ Disable ~ Disable ~ 1536 Disable A
5 Enable v Auto v Disable ~ Disable v 1536 Disable A
6 Enable v Auto ~ Disable ~ Disable ~ 1536 Disable A
7 Enable v Auto v Disable ~ Disable v 1536 Disable A
8 Enable v Auto ~ Disable ~ Disable ~ 1536 Disable A
Apply || Revert || Apply&Save

TR 4ERE, FREDHRAEBZSRELTIZEL,
Port Mirroring : 10.5. Port Mirroring

VLAN Port Configuration : 9.8. VLAN Configuration
Link Aggregation : 9.10. Network Redundancy

Port Based Security : 9.11. Security
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9.8. VLAN Configuration
VLAN BREZEITLVET

| VLAN Configuration

VLAN Mede (?} Transparent v

Apply | | Revert | | Apply&Save .

VLAN Configuration

RE &5 BA

Transparent: T—2/\ 7Y DEEPARIIERTINT . 2T D
@ VLAN E|Y 4 TOERITERSNFES,

Tagged: VLAN B|Y B TIZESWTT 2N\ U EERELET,
#HA{E& : Transparent

VLAN Mode
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Static VLANs

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

VLAN ID M EN/BIBRPEHR—,ZEDT IAILE VLAN DB EEDHREEXTVET,
VLAN Mode % Tagged (29 5&. SRETEZET,

Static VLANs

Static VLAN Configuration Webpages (?) Static VLAN Configuration

VLAN Port Configuration
VLAN Port Configuration Table

< Static VLAN Configuration>

( Static VLAN Configuration

List of Static VLANs

(?) 1-VLAN1

List of Static VLAN

VLANID (?) 1

VLAN Name (7) VLAN 1
VLAN Memberships (7} 1 2 3 4 5 6 T 8
u U u u u U u U

g
Apply || Revert || Apply&Save
RE Bl
HESN TS VLANID & VLAN £ERRLET

JARDVLAN ID Z:&IRT 5&, TERODERHICHREDEREMN KRS

hE9,
VLAN ID HBFETBHVIANID ZAALET,
VLAN Name RETHVLANBEAALET,

VLAN Memberships

BER—MIHRET S VLANID ZEIY L TET,

ER—rESTOXFEI)VITHE. - T, UDIEETE—FEY)
YEZONFET,
- :7FR—MZ VLAN ZE|U ETER A,
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T :7R—KIZ Tag VLAN ZE|Y L TEY,
U :/R—FIZ Untag VLAN ZEIY 4 TET,
Delete BIRLT- VLAN ID ZHIBRLET,
ERFET D VLANID % A 1. :EIR#%. Apply £1z[X. Apply &Save #71) v 3 5L A NHNEEE
mcEEY,

<VLAN Port Configuration>
R—RZEIZEREEZITVET,

e

Port Number (?)  port-1 w

Default VLAN ID (7)1 I

Active VLAN (?) 1

Default Priority (7) [0 v

Ingress Filter (?) disable A

Apply | | Revert || Apply&Save

<VLAN Port Configuration Table >
2TOR—IFDHREERBFICITLET,

Default VLAN Default Priority Ingress Filter

1 1 v disable ~
2 1
Z [
4 1
g [
: 1
7 1
8 1

Mote: When the Default VLAN configuration is greyed, the port VLAN ID is configurad via RADIUS server.

Apply | | Revert | | Apply&Save
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RE

5t BH

=111}

Port [Number]

RETHR—IEERLET .

Default VLAN ID

FIAILE VLAN ID #BELET,

WIHAfE : 1
Active VLAN 79747 VLANID ZRRLET,
" VLAN BEEZHRELFT,
Default Priority
#HAE: 0

AT LVARIANA—ET/ N/ EHHZELET,
#)HA{E : Disable ($E®h)

Ingress Filter

VLAN Diagnostic
VLAN EBEFEDHA TRV . Untag, Tag VLAN D—EBZ R HA K TRERESNZET,
CZTRTREINBIA4UR 1L, 103, Current VLANs LRICEEMNR TESNET .

VLAN Diagnostic
VLAN Diagnostic Webpages (?) Current VL ANs

( Current VLANs

VLAN ID Type Untagged Member Tagged Member
1 Static / Management 1,2.3,4,5 6 7.8
2 Static 1,2,3,45 6 7.8
3 Static 1,2,3,45 6 7.8
10 Static 1,2.3.4,5,6 7.8
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9.9. Multicast Filtering

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

IGMP Snooping DEREZEITLNET,

IGMP
IGMP
IGMP Snocoping (?)  disable v
Snoop Aging Time (?) 300
IGMP Query Version (?)  disable -
Query Interval (?) 125
Current Querier (?) No Query device available
B St

IGMP Snooping

IGMP Snooping 83/ EIIZRELET,
) EA{E : Disable (#&%h)

Snoop Aging Time

IO A LERELET,
BRELERBERIZITUTHNED A N—=9TUR—ENZIET
ELRVMEA . BET HR—ME. RILF X RN IL—Th o HIRE
nEY,

30 ~ 3600 M OEHFE THEIRETT o

HEAME 300 #

IGMP Query Version

IGMP YT DN—DavEHELET,

IGMP 2T (& Version1, Version 2[Zxt L TLNVET .

EtherNet / IP 77)r—2a % ERAT 5B E . Version 21295
EEHBELET,

Query Interval

HENIT)EEETSHRREERELET,
10 ~ 3600 PR TERERIRETT ,
WHAE: 125

Current Querier

FYRT—OROBREDITITDIP PRLRERRLET,
BB HIIT7DIHE This device acts as Querier ERRENFET .
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IGMP Extensions

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

IGMP Extensions
Extension FUQ (7) cnable b
Extension BUQ (7) enable A
Auto Query Ports (?)  epable A4
(?) | Clear AQP |
Static QueryPorts (?) 1 2 3 4 5§ T8
O 0000000
(?) Current multicast groups
BE i

Extension FUQ
(Forward Unknown to

Querier)

FRAGIILFHEFYRAMNNTYMNIH LT LT DIEREB R /&
MIERELET .

BRLIEEE. Ny NMIOTY T AMIZEEINET,
#)HAE : Enable (B %)

Extension BUQ
(Block U)

FRABIILF I RNy EST) T TIAVIET T/ EMIZ
BRELET,
#)EA{E : Enable (H%h)

Auto Query Ports

EBMOIT)R—tOBENERERS/BMRELET,
AHLEBE . R—MIFTRTOTIILFFv AN IL—TIZEE
MIZEIYETONET,

MERAAYFA—N—%LTWSIHE . BEGR—MIBRIZY IL—
TAUN—=D=8 . IILFF XA rybETavIsnEz A,
#)HA{E : Enable (%))

Clear AQP

BEIICT IIL—TIZEIY B TONR—EHIBRLET

Static Query Ports

BHHOTR—bERELES,

Current Multicast groups

TUNFX YR IW—TERIA R TRELET,
CZTRREINBIA KDL, 10.4. Current Multicast Groups &[El
CEEMARTEINET,
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9.10. Network Redundancy
RSTP 4> Link Aggregation D FEZ{TLVET,
Spanning—Tree Configuration

Spanning-Tree Configuration

RSTPF Mode (7} 202 1D hd
Large Tree Support (?)  Disable w
Fast Ring Detection (?) Disable v

Bridge Priority (?) 32768
Bridge Hello Time (7) 2
Bridge Forward Delay (?) 15

Bridge Max Age (7) 20

(?) RSTP Port Configuration

(?) RSTP Port Configuration Table

(?) RSTP Diagnostic

RE Bl
RSTP ¥EBED BN/ ENEFHRELET .
#)HA{E:802.1D

RSTP Mode

=IOV —ATav DEN/ EDERELET .
Large Tree Support BT EE. RZRRSTED RSTP YU HMNRAD N ERHATEET,
#)HA{E : Disable (SESN)

T7ARNI T HERED B R/ BN ERELET,
Fast Ring Detection | BMZT 5. TRNAANDYYEZ LA EFRILESNET,
) HA{E : Disable (&%)

TV DBEEEZHRELET,

4096 DIEHM THEARET. ANLIENZDEIZEDLEINMGS.
Bridge Priority R R D096 DIEHDEIZZYET,

0 ~ 61440 EFE THREFIAETY

#HA(E . 32768

IL—LT)yThH BPDU AL THD R Ay FIZEHIL R—N T SRR
kR (N\A—24A L) ERELFET

1 ~ 10 BOMRTEERNRETY,

MHE:2 B

Bridge Hello Time
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R—NKEEES (Discarding > Listening > Learning) D5 B (85i%
BIE)ERELET

Bridge Forward Delay | COEREIZIL—, IV DB EDHAEREINFET,

4 ~ 30 BOFERTHREAETY .

FHAME: 15 B

IW—hT )y BPDU AEM GRS EEHRT 2F TOR
REHRELET .

6 ~ 40 OFERTHREAETY .

MEAE 20 B

Bridge Max Age
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Link Aggregation

Link Aggregation
Link Aggregation (?) Configure Link Aggregation

Configure Link Aggregation 71y 5L T LD BEIEMNRRINET .

P =

Link Aggregation

Available Trunks
Trunk 1D Trunk Name Admin Status Configure  Delete

52 LAG_test Enable Mot connected Configure b3
Create New Trunk

Name of New Trunk (7)

Create New Trunk (?)

RE &5 BA

Trunk ID Trunk ID Z&RRLET S

Trunk Name Trunk £ZRRLET

Admin Trunk DE/ EBNERRLET .
Status Trunk R—FDRT—ERERRLET,

Trunk BXEZITVET,
BEABIEERRESELTIZEL,
Delete Trunk ZHIBRLET,

Name of New Trunk | ¥Ef9 % Trunk BEXANLET,
Create New Trunk Trunk ID ZYERLET

Configure
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< Configure >

( Configure Trunk

Trunk Number (7} port-52 bl
Admin Mode (?) Enable hd
Spanning-Tree Mode (?) | Enable hd

Trunk Name (7) ||_AG test |

Mode (7} [Lacp Activ hd

|
Member-Ports (7) 1 2 3 4 5 6 7 &
I I I I I O

Apply || Revert || Apply&Save
RE &5 BA
Trunk Number EXTEZATD Trunk ID ZFEIRLFT,
Admin Mode Trunk DB/ BEBNZEEELET .
Spanning-Tree Mode | Trunk @ RSTP ZFOrIILDEZN/ EMEFHRELET .
Trunk Name Trunk ZZEELET,

R—b% Trunk IZBINT B HEFRELET .

Static : Member—Ports TIEE LIz R—MZHE>TEMELE T,

LACP Passiv: LACPDU ART7HR—MIL>TRIFSNI-IGEIZEEL
F9,

LACP Activ: LACPDU DR IEDHFEIZELLTEELE T,

¥ EA{E : LACP Activ

S LACP Passiv/Activ [X1#t 9 51281 Passiv/Activ DLNFT A TH

Mode

SLENRBYET,
Mode A° Static DIFE(Z. Trunk IZFFE T B R—rE R K4R—MERL
Member—Ports -
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9.11. Security
Radius REIER EEF1TLVET,

UI Security
HTTPS 45> SSH TOREICHELG X —OIBHEDEREITLVET,
Ul Security

Secure Uls (?) Security Context

~ &)

Security Context
Create new context (7)

Current state (?) missing

Roaot CA (?) cacert.cer
Advanced Configuration (?) File transfer

B®E BTLL]
Generate #%') w93 %&. HTTPS 45 SSH TOIREICHELTRTD
F—OERAEETERMLET,

Create new context

Current state Security Context DIRED A MR T—2RERRTLET,
Root CA cacert.cer Z7) w993 5&.
Advanced

File transfer Z9') w993 5 &.

Configuration
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Port Based Security
R—rZEIZMACTRLAR—RD 7 7 RFIHEITVET,

Port Security Status (?) Disable v

Port Based Configuration (7?) Configure Port Based Security

Clear lllegal Counter (?)

ERE AR
IR—hR—=R X2 T4ZEB/ EMHRELET,
##A{& : Disable (&%)

Port Security Status

Port Based R—MR—R X2 TAREEITVET,
Configuration BREARITZBESELTZSY,

Clear lllegal Counter | £ R—FDARIET IR A2—%)EYMLET,

< Configure Port Based Security >
R—MR—R X2 T DFMBRELFTLET,

Port Based Secun'a

Port [?] port.‘l w

Mame (?) Port 1
Security Mode (?) Naone v
Last MAC Address Learnt (7) 00:00:00:00:00:00 -0 (Y4

llegal Address Counter (7) 0

Index Description MAC Address VLAN ID
1 test 01:23:45:67-89:10 1
| Add new entry

00:00-00:00:00:00 1 L4

Apply || Revert || Apply&Save
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Port Base Security

EERAWEB RTY—FAAYF SmartE 1)—X HEikiBAE

RE AR
Port RETHR—EEIRLET,
Name R—rBERRLET,

Security Mode

AN TULVEL MAC PRLRZRHLI-IBEDBEERELET,
None: ¥ )TA4ERETHYEE A,

Trap: BFAI SN TLVELY MAC PRLRAZRHLIZIGEIC. ERSNT:
SNMP bS5y T H—N—ArSyTEEELETH. N rybETavss
hERA,

Block: BRI SN TULVAELY MAC PRLRZIRELIZIG A, EEINT-
SNMP + ST H—N—~rSyTEZEEL. R—rD/ 7y MIEFRTE
ff= MAC 7RLRZ &I HFETIAVISNET,

Last MAC Address

Learnt

BRITEEL-#3E0 MAC PRLRERRLET,
Y xH)yhdBE HFRYRMNZMAC TRLREBMLET .

Illegal Address

Counter

RETVERSIN-E#HERTLET .

MAC ZRL RIZKBHEIT IR EIChHIorEh, BERID MAC 7R
LRIZEDBYRLT 7RI, TDREIZHID MAC 7RL AHAHR—KC
TOERALE=BE . 2BAYUNENET,

Allowed MAC Address

Index HaILTLVS MAC PRLRAD RSB BT ERRLET,
Description AL TULVS MACTRLRADESRBAE R RLET .

MAC Address AL TLVS MACTRLRZERRLET,

VLAN ID EFaILTLVS MACZRLAMDVLAN ID #&RRLET,
® AL TLVS MAC ZRL RZHIBRLETS .

Add new entry

RE BT

Description He[d B MACTRLADERBAEZRTLET,

MAC Address Al 95 MACTRLRERTELET,

VLAN ID A9 5 MACZRLADVLAN ID #&RRLET,
L4 AALI=MACTRLRZFFRIJRANMIEMLET,
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Global Radius Authentication Server Configuration
Radius —/N\—FEELTVET,
Global Radius Authentication Server Configuration
Radius Server (7) 0.0.0.0
Radius Server Port (?) 1812

Radius Shared Secret (7] seeaess [ Show cleartext secret

Check Radius Server Availability (7?) | Test |

Radius Server Status (7) Mot active

Deot1x Authenticator (?) Disable w
Port Authentication Table (?) Dot1x Port Configuration Table

Port Authentication (?) Dot1x Port Configuration

Allowed MAC Addresses (7) Allowed MAC Addresses

RE &5 BA

Radius Server Radius —/\—IP 7RLRZEELFET,

Radius —/\—DHR—+EBEHRELFT.

FHAME: 1812

Radius 4—/\—DL—ILybEERELET,

Radius Shared Secret | Show cleartext secret [ZF TV IF ANDEANEINTLNSIARERT
TEFEY,

Radius Server Port

Check Radius Server
Availability

Radius Server Status | Radius H—/\—,tDIEFIREEERRLET .
Dotix REED AR/ EHNERELET .
#)EA{E : Disable

Test #9') w99 &, Radius H—/\—EDEHTAMEITLET,

Dot1x Authenticator

Port Authentication . e e e g
ER—FOREEREEITLET .

Table

Port Authentication ER—FDRIERTEFITLVET,

Allowed MAC e s . _
EIAHFRISNT- MAC PRLRAERRLET,

Address
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< Port Authentication Table >
2R—h—1E T Dotix BEFTLET,
CITlE, BEIE—FRE MAC NAIRRBEDHATLET,

MAC Bypass

1 Force Authenticate  ~ Disable v Initialize

2 Force Authenticate Disable - Initialize

3 Force Authenticate v Disable v Initialize

4 Force Authenticate  ~ Disable v Initialize

5 Force Authenticate  ~ Disable v Initialize

6 Force Authenticate Disable v Initialize

7 Force Authenticate  ~ Disable v Initialize

8 Force Authenticate  ~ Disable v Initialize
|

Apply | | Revert || Apply&Save

< Port Authentication>

R—rZ &I Dotix B/HEZITLET,
Table R TE ELEAR KYEEMIAREEITLET S

Port [:7) pnrl_‘l w

Authentication Mode (7] Force Authenticate w
Authentication Status (7?) Initialize
Re-Authentication Mode (?) Disable ~

Re-Authentication Period (secs) (7) 3600

Allow Unauthenticated Clients (?)  disable v

MAC Authentication Bypass (?)  disable ~
EAPOL Frames Receivad (7) 0
Last EAPOL Frame Source (7) 00:00:00:00:00:00
Active VLAN (7) 1

Allowed MAC Addresses (7) Allowed MAC Addresses

Apply | | Revert | | Apply&Save
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RE

Bl

(Interface/) Port

RETHR—IEERLET .

Authenticate Mode

RAEE—FEERELET,

Force Authenticate : IEft SN 5T N TOHBRARIASNFET
Force Unauthenticate : &t S5 N TOHERILERISNEE A,
Auto: BTSN HHEER 1T, 802.1x ZNMLTRIESNFET,

#EAfE : Force Authenticate

Authentication Status

fith nIEZT_gxgﬁT ngf-g_

Re—Authentication
Mode

DSAT UM EENICBRIIT A DERN/ BEHERELET,
#)EA1E : Disable (#&E%h)

Re—Authentication

Period (secs)

77’{7/ l“’&ﬁul.. nIE?%)FHﬁI‘I’H’EEQE Li—a_o
1 ~ 65535 M OMMRETEHRERIRETT ,
#¥)EA{E 3600

Allow
Unauthenticated
Clients

RSN TWEWISAT UMD B/ BHEHRELET,
AMITT BHERADIUS H—N—[ZkH>THEEINZIS1TUMEEE
ESINTT XL VLAN ADT7 I AN EFRISNFET,

#)HA{E : Disable ($EXH)

MAC Authentication
Bypass

MAC 7RLRATORIIDERN/ ENEHRTELET,

AT HEEAPOL ZHEALENISATUME MAC 7RL A% #
FAL T RADIUS H—/\—TiREE T A EMNATREIZIRYE T,
#HA{E : Disable (#&3h)

EAPOL Frames

Received

Z{=L1- EAPOL /o wihEdRRLET,

Last EAPOL Frame

RZIZZ{EL EAPOL /34 ybh®D MAC PRLAZRRLET,

Source
Active VLAN 79747 VLANID #&RRLET .

Allowed MAC Addresses 92') w99 B &E T, dotix TPOLREEFA]
Allowed MAC R .

SNt= MAC ZRLRES AR VLAN D MAC SBEENA/RAD—E %R
Addresses

~LET,
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Remote User Authentication
AHEBEITHR—FLTEYFEE AS

Remote User Authentication
Ldap

?) Disable v

Ldap Server

(?) 0.0.0.0

Ldap Server Port (?7) 389

S
-

Ldap BaseDn (?) dc=example dc=com

Ldap BindDn

(7} cn=admin,dc=example.

Ldap BindPw

(7) oo

Retype Password

(7) oo

Ldap Search Filter

(?) uid

Ldap Role Attribute

(?)

Radius

(?)  Disable v

Custom User Roles
9.2 User Management > Custom User Roles ZZEL TL=Z&LY,

Custom User Roles

Custom User Roles Webpage (?) Custom User Roles

76



9.12. DHCP Service

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

DHCP #—/3\—F7z[&. DHCP YL—DEEFITLET

DHCP Service

|’ DHCP Service

DHCP Metwork Service (?) Nape v

DHCP Port-based Service (?) Port-based DHCP Configuration

SJdll‘!II
alt

Bl

DHCP Network

Service

59 % DHCP H—ERZRELFET

None:DHCP H—EXZFFERALEE A

Relay Agent:DHCP !)L—I—< x>k (Option 82) B ®IZLET,
Server:DHCP H—/\—ZF%hZLET,

¥¢Server HFE (L IP Address Assignment 5 STATIC DIZEEDHEX
[CRYET,
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<DHCP Relay Agent>
DHCP JL—I—L VbR EEITULETD,
| DHCP Service

DHCP Network Service (?) Relay Agent v
Option&2 (7) |p w

Server IP Address (?) 0.0.0.0

PortMode (7 1 2 3 4 5 6 7 8

DHCP Port-based Service (?) Port-based DHCP Configuration

BRiE i BA
DHCP Network

Relay Agent ZERL TLFZE0Y,

Service

JE—FID ELTHEATETFLRZHRELEFT
IP:RAYFDIP PRLRZJE—RID ELTHEALFET,
MAC: R4/ vF®D MAC 7RLRX%&!JE—rID ELTHEALFET,
PHE . IP

Server IP Address DHCP H—/\—®D IP 7PRLRZHFELET .

Port Mode DHCP YL—I—Lx U hEBRZT HR— EERELFET,
KEDBEEITIBE . KD IP PRL AL DHCP H—/N—D IP PRLADES AV REEHE
TS,

Option82
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<DHCP Server>

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

| DHCP Service

DHCP Network Service (?) Server w
Running State (7) Inactive
Pool Start Address (?) 0.0.0.0
Pool Size (?) 32
Network Mask (?) 0.0.0.0
Router IP (?) 0000

DNSIP (7) 0.0.0.0

Lease Time (s) (?) 3600

Accept Bootp (?) znable A

DHCP Port-based Service (?) Port-based DHCP Configuration

RE

Bl

DHCP Network

Service

Server Z3EIRL TZELY,

Running State

DHCP H—/N\—DREDRAT—ERERRLET,
BREA T AVNELLLEIMES RTF—42 X [& Inactive [ZHEYET,

Pool Start Address

DHCP H—/N\—7KLRAT—ILOTRYID IP PRLARAZHRELET .

Pool Size

DHCP H—/\—F7KLRAT—ILAD IP PRLA#MEZHZELET .
IP 7RL A, RSN =Y TRy e—BTEDDELNHYET,
#HAE 32

Network Mask

DHCP U547 MMIEIYHTEH TR RIEHRELET,

Router IP DHCP 9547 MZBIYHTAT IAIMT— bz (ZFHRELET,
DNS IP DHCP 547 MMZE|YXHTADNS IPEHRELET .

Lease Time (s)

DHCP H—/\—MISA4 7RI IP PRLRZE—ALTHS, H—/\
—ICBELR—N SBMERELET.

300 ~ 2592000 FDEETERERRETT

W HAfE 3600 F

Accept Bootp

Bootp ERZI(TANDED/ EBHEHRELET,

AT HE ) —REARMNERD IP PRLANERTDISAT -
ZEYLBTORET,

FHA1E : Disable (4HE%h)
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Leases

Leases

EXR WEB AV—FXAYF SmartE V) —X EikiiBHE

(?) Current DHCP leases

(?) DHCP static leases

< Current DHCP leases>
YL TOENTWSIP PRLADISATUMEREEEZRTLET,

( Current DHCP leases

Leased IP Client 1D System Uptime Local Port State
192.168.1.1 00:e0:b3:48:0f60 1m-41s 1 new
192.168.1.2 00:e0:b3:48:11:b8 forever

Lease count (7) 2
g
RE FnEA
Leased IP BYLTOENTLDIP PRLRERRLET,
Client ID IP 7RLRZEIVETTLSIZA4T7UbD MAC PRLRERRLET,

System Uptime

D4AT7UMMIIP PRLRZEIY RN o THoDIRBREZRTLES .

Local Port DSAT UMD EREN TS R— M ERRLET .
State DIGATUNDAT—RAERRLET .

Lease count

BYHTONTLS IP PRLRABERRLET

Release

READIUN)—ZHRBLES .
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< DHCP static leases>

[ DHCP Static Leases

Lease list
No IP address Client address Delete
1 192.168.1.100 54:e1:ad:9f.e1:19 ]

Create new static entry
IP address (?)

Client address (?)

(?) | Create |

Clear static table (?) | Clzar |

Lease list
RE &R
IP address BYLBTOENTLDSENIP PRLRERRLET,
Client address DZA4T7RD MAC PRLRERRLET,
Delete Rx5)v54 52T URMDBEIRLET .

Create new static entry

RE 5 EA

IP address BYHTEHH#IP PRLRZEANLET,

Client address B LB THI5A4T70D MAC PTRLRZAALET,

Create BRI —ZERLET,

Clear Static table | Clear £9') 79 % &ET, $NTDFHI DHCP J—RZHIBRLET
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9.13. Local Events
BROER—IDT7I—LRTDEEEZITVET,

Local Events

Alarm Output 1
Alarm Output Enable (?) Enable v

Alarm Qutput State (?) Failed

Event Alarm Output 1 Advanced
Power Supply Lost o
Maonitored Link Down O Ports [+/-]
1 4 7
O O O O O O o O
RE iR

TONTI—LHNERN/ BMEZELES,

Alarm Output Enable BT BERAETS—L LED BNEZHZEY., TEE2lBEBEDED/
INERTE DHEFRDIREEIZIE LT LED O m AT/ HKI N fThhE T,
Alarm Output State T I—LRT—RAREZRRLET,

BT HEEBERD PWRI/PWR2IZEBL TL SN ERH
OFF T3 =1/ RICTS—Ayt—CFHALFET,

BT BEIEELS Eth R—r U OF DU LB EICTT— 4
vt—CEHALET,

Power Supply Lost

Monitored Link Down
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9.14. Quality of Service
QoS ®rF T4V HIBRDEEEITLET

Traffic Prioritization
Quality of Service Profile (?)  Universal ~

Port Priority (?) Configure Port priority for multiple ports at
once

RE &5 BA

T—BRZ T4V DELIERLZDITH=DTOT7(ILEHRTEL
F9,

Universal: T—32DEFEINELL{T T D7T=8IZ. Class of Service
(VLAN 27 @& E) AERITBYFET .

Quality of Service EtherNet/IP: Class of Service [Z/llZ DSCP {EIZ kA ESCIB AL (T
AERNZEY RSTP BREDTRI DML OFHIE NI bDAHESH
[CEWMBEENMIEEINET,

EtherNet/IP_L4PortOnly :

#)HAE : Universal

9.8. VLAN Configuration > VLAN Port Configuration Table ZZBEL
TLZ&LY,
KEE—ROEBEIBLFHIETRDFRICES>TLNEY,

Port Priority

EtherNet/IP QoS profile EtherNet/IP_L4only
MRP/RSTP
. = DSCP 59 (preiese1sss) Priority queue Priority queue
Universal QoS profile ; MERRSIE
CosVENenol] J CoSIVLANprio 7 |
7 (high prority)
e | —
COS/VLAN
pios " 6 DSCP 55 (CIP mation) CoSIVLAN pric 6 / 5
COS/VLAN : o -
s — 5 CoS/VLAN prio 6 J 7 (high priority) CoSVLAN prio 5 .
Q);{:IfN |, 4 DSCP 47 (cr o) s CoS/VLAN prio 4 /
q 3
DSCP 43 (cp o)
CoSVLAN 3 R 5
prio3 CoSIVLANprio5 | 2
. pand 2 CoSNLAN priod — 4 |
1 CoS/VLAN prio 3
COSVENTL__, | ToPPoma:21 3 —
TR TR s
COS/VLAN
prio 0 0 (tow priority) 2 CoS/VLAN prio 1 /
DSCP 31 (cP 10y 1 CoS/VLAN prio 0
DSCP 27 (CIP messaging)
CoS/VLAN prio 3 B CE)

CoS/VLAN prio 2

CoS/VLAN prio 1

N

CoS/VLAN prio 0
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Broadcast Limitter
TA—FF PR, TILFFXv A, FREGEI=F v XD LEVMEEZRELET

Broadcast Limiter

Broadcast (?)  disable v
Broadcast Threshold (7) 1024
Multicast (?) | disable v
Multicast Threshold (?) 1024
Unknown Unicast (?)  disable w
Unicast Threshold (?) 1024

If you are not firm with handling the dimension packet per seconds the following link will help you. Help

RE BT

Broadcast TO—FX v RN ZYA—DEN/ BEHEHRELET,
TO—RFvRMSVEA—DLEMEZEERELET,

Broadcast Threshold ERTEIEIL64 ~ 1048576 fps DEF THERIAETT .
FHAE : 1024 fps

Multicast TILFEX XY RAN)SVA—DEN/ENEHRELET .

TILFHFYAM)ZYE—DLEMEZRELET

#EA{E : 1024 fps

Unknown Unicast TRGIZFvANMIKTH)IVI—DEN/ BHEERELEFT,
FRAGAZF v AR SYE—DLEMEZERELET .

#EA{E : 1024 fps

Multicast Threshold

Unicast Threshold

¥ Threshold DIEIL 64 DIETHIDEMNS 2 T DOLERELTLEET,
151 : 4000 Z A 3L T Apply L1=15E—2048 fps [CERESNFET,
5000 & A /1L T Apply L1=15E&—4096 fps IZERESNFET,
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<Help>
BRELEWMEDEDBEEEEZEHL,. RLEMEDREZTAEDERELI-WMEGEIZER

L/id- o

Frames Per Second (?)
Frame - Mbps
64 (7) 0
512 (7) 0
1518 (7) 0
B 39

JIYRA—IZRETFEDFPSEZANT HE. KHIL—LEKD Mbps
Frames Per Second ExEHEAELET,
{51 : 1000 fps = 12.304 Mbps(1518byte)

Flow Control
JO0—avkO—)LDBREEZITVET,
E %L 9.7. Port Configuration 25 BBL TLE&LY,

Port Configuration (?) Configure Flow control per port

Port Configuration Table (?) Configure Flow control for multiple peris
at once
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10. Diagnostics

10.1. LLDP Topology
Z{ELT= LLDP MROC—%KRRLET,

#

LLDP Topolo |
Local Port Chassis ID IP Address Remote Port

‘ 7 IdMSheha 192.166.88.123 Intel{R) Ethemnet Connect... ‘

10.2. RSTP Diagnostic
RSTP D JIL—r TP EHRPIIL— RN EERTLET,

~ &)

RSTP Diainostii:

Designated Root (?) This device is the Root
Root Port (7) 0
Root Cost (?) 0
Topelogy Changes (7) 0

Last Topology Change (?) 0s ago

Hello Time (7) 2
Forward Delay (?) 15
Max Age (7) 20

(?) Redundancy Port Table

RE £ A

Designated Root JIL—RT )y MD MAC PRLRZRRLET,
IL—EDMESNTVAR—FERTRLET,

Root Port =M EEERINTOEWNES(E, L—FAROR—FYRR
ENFEJ,

Root Cost IL—FDORBRIARMNERRLET .

Topology Changes FROC—DOZERERBERTLET,

Last Topology Changes | &&ICMROC—DEEZRALDFBREERTLET,

Hello Time W=y S DNA—EA LERRLET,
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Forward delay =R TP DELnEEEREERTLET .
Max Age IW—LT)IODERRLET,

Redundancy Port Table | &7R—bk®D STP (ERERRLET .

e

(?) RSTP Port Configuration

1 RSTP Forwarding Designated
2 RSTP Disabled Disabled
3 RSTP Forwarding Designated
4 RSTP Disabled Disabled
H RSTP Disabled Disabled
6 RSTP Disabled Disabled
7 RSTP Disabled Disabled
8 RSTP Disabled Disabled
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10.3. Current VLANs
VLAN R EHEHRERRLET,

1 Static / Management 1,2.3,4,5. 6 7.8
2 Static 1,2,3,4 56 7.8
3 Static 1,23, 456 7.8
10 Static 1,23, 45,6 7.8

10.4. Current Multicast Groups
TIFF v AR N—TERRLET,

01:00:5E:02:02:07 2
1 01:00:5E:7TF:FF:FA 2
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10.5. Port Mirroring
R—FI5—Y T DREFITVET,

Port Mirroring

Global Status (?) Disable v
Destination Port (?)  port-1 w
Mirrored Ports (Ingress) (?) 1 2 3 4 5 6 T 8
N O B R I B 0 I I O I
Mirrored Ports (Egress) (7)1 2 3 4 5 6 T 8
I A I B I A B O B

BRE &5 A

R—bES—) T B/ EDRELET .
#)HA1E : Disable ($&%h)

ST Ly DEEEETERLET,
#HAE : port—1

RE/NNTYNESS—) T T HER—MEERLET,
PEME : 2R— RS

EENTYNEST— T HR—MEEIRLET .
PEME : 2R— RS

Global Status

Destination Port

Mirrored Ports (Ingress)

Mirrored Ports (Egress)
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10.6. Trap Manager
SNMP trap DEFEFEZEITLVET S

[ Trap Manager

Test

Trap Mode (?) Disable v

SNMP trap community (?) public

Trap Server (?) 192 168.1.123

Add Trap Server (7) Add

Trap Connection (?) | gend Trap

RE

Bl

Trap Mode

SNMP +Sw & B3/ EMZRELET,
) EA{E : Disable (#&%h)

SNMP trap community

SNMP kS 7 DaAZa=F1ZEAHNLET,
#HA{E : public

Trap Server

emLt=rsyvFTH—n—IP PRLREERLET,
IP 7PRLRZBIRL T del 290 oF BLHEIBTEES,

Add Trap Server

rSwTH—IN—IP PRLRAZEBMLET,
IP7RLRAZAALT. AAd ZED)VITHEEMTEET,

Test Trap Connection

Send Trap 9y 93 BET, bV TH—IN—ZTF ATV T%E

RIELET,
| DS YTHEIERTRETY
Index Trap Name Mode
1 Cold Start
2 User Password Changed
3 Authentication Failure
4 Firmware Configuration
5 Power Source Changed
6 RSTP Link Failure
7 RSTP New Roaot
g RSTP Topelogy Change
9 Link Down
10 Link Up
1 Part Security Violation
12 Ip Conflict Persisted
13 Configuration Difference Detected
14 Crc Status Changed To Ok
15 Crc Status Changed To Warning
16 Crc Status Changed To Critical
17 Crc Proportion Peak Increased
18 Event Table Overflow
19 User Config Changed
20 Config Parameter Changed
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10.7. Port CGounter

BR—INEZELEENTYNEERTLET,

Overview, Transmit. Receive. Surveillance [£. TNZN ., ERED/rYbE. T5—POX,
BENATICOBMEEZRTLET .

< Overview>

_

[ Transmit } [ Receive ] [Sunreillance]

Overview

15280
15280
0

Clear statistics of all ports (7)

120 1=~ |50 ln = oo ha =
oo o o oooo

0
0
0
0 15280
0
0
0

Refresh diagnostic data (?)

Port Configuration (?) Configure Ports

< Transmit>

_

[Ovenriew] [ Transmit ] [ Receive ] [Sunreillance]

1 5817 11938 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 14442 833 0
] 0 14442 838 0
i 0 14442 833 0
8 0 0 0 0
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<Receive>

Clear CRC Peak and CRC Status (7)
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10.8. Port Utilization
BHR—POEZEDFERAEERTLET,

— ]

Utilization(%)

100

I Rx

H Tx

75 +
50
25

0 |
Port1 Port 2 Port 3 Port 4 Port 5 Port 6 Port 7 Port 8

NOTE: Click on the corresponding port graph or use the link below the graph to view the details.

FEAEIL0~100%E T, REDFEAXRIZIGLTRTRIN/UIVEDYET,

p— ]

Utilization(%)

1.00
| Rx
I Tx

0.75 T

0.50

0.25 T T T T

ool | | | |

Port 1 Port 2 Port3 Port 4 Bortb Port 6 Port 7 Bort 8

93



EXR WEB AV—FXAYF SmartE V) —X EikiiBHE

10.9. Snapshot

SUBALIZEAT BT R TDNGA—R(BREPCAAUINE) EX VYT FrLTEYO—FLET,
CORBET T ICHBTESHICHARETICTHREZITOIRICERT 510 ERMICIEFERL
FtHA.

b
Take snapshot (7)

Current snapshot state (7) Not present

Timestamp of last snapshot (?) No snapshot file present

Download of snapshot file (?) File transfer
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10.10. Syslog

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

Syslog H—/N\—REEITLVET,

P

~

Syslog

Activate syslog (?) ] Enable

Syslog server 1 (7} 0.0.0.0
Syslog server 1 port (?) 514

Syslog server2 (?) 0.0.0.0

Syslog server 2 port (?) 514

Syslog test message (7)

Index Message group Status

1 Connectivity
2 Diagnosis
3 Automation protocol
4 System information
5 Redundancy
6 Security

RE Bl

| Syslog 8%/ BRI BELET
Activate syslog
FIHAE - S

Syslog server 1

754<) Syslog b—/\—IP ZHFELFT .

Syslog server 1 port

754<) Syslog —/\—DHR— B EEZHRELET,
#HAE: 514

Syslog server 2

tHR1) Syslog B—/N\—IP ZHFELFT,

Syslog server 2 port

tHhH1) Syslog H—/N—DR—+BEESEZHRELET,
#HAME 514

Syslog test massage

Send message %%7') w99 HZ&ET. Syslog U—/N\—~AT XAyt
—UHFEELET,
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Syslog Ayt—C 5 IL—TIXUTORDEYTI,

RE

Bl

Connectivity

IP 7RLRAD R B EHREN

TFTP &t D KX

ACD O 7V )URh RSN IP

R—MZ LLDP iR R A /\—DFH A

R—K® LLDP RA/N—IEHMNLTH

R—bDYUDEZL—T 53— LN RE

R—bDYITIT /T

R—KIZ SFP £ a— )L AVHE#E

ACD T/\A RIZ IP A7z

MTU S A ANER

Diagnosis

R—h@® CRC RAT—ARREE—H%F) vk

R—k 0@ CRC AT—H AN ok, critical, warning [ZZEE

R—k® CRC LELMEMNER

T7I3—LHNDKE

Automation protocol

System information

AT L D RIHA

I7—LIIT7 7T T—E0ORA. EHLE, B, KK

T7—LITT A A= MNER

REDENERE

REDRF. ZoA I

BRENTA—ENER

BEIFAILDIS—

AYX—FE—F~D#HT

AY—FE—FRECOEL/EHIE

A 3—T—RADIERL

BRI INT-

FTINARENEE

IGMP RX—E VT E—KHLEHE

IGMP AX—EV I DI—SU 5 84 LNESR

Syslog TARAYtE—

Redundancy

RSTP ) % H

RSTP bARAD—HAEE
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RSTP JL—+DEE

RSTP )24 hisk B

Security

A—H—onJs(>r.ag7Ik
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10.11. SFP Diagnostic

EASN TS SFP OEHRERRLET .
DDM HEREIEEL D SFP 2 {E 3 5L T %
¥ SG300-0602 THAHFKIRSNFET

Overview

SFP MRATVOE—FERELET,

e

(overvew | ([ vendar | ((physicat | [ Power | fomperatud

Generic SFP LX 1000 single-Mode (SM)
Generic SFP single-Mode (SM)

128 |4

Vender

SFP ARV —HPRIE DT IFoN—5RRLET,

e

(overvem | [ vondor | ([Poyeicat | [ Power ) framperatrd

Ether'WAN EX-1250TEP-MB5LS 1J0106N9500027 0000
MikroTik S5-53LC20D MIB15K21200 01

oo &= &

Physical
SFP DR AIGEEHOE YL — M EERRLET .

e

((ovarvew ) ([Vendor ] ((Pryeica | [ Power | famporatard

4 20000 m 1300 MBits/s 0000000212000101 cod-8B10B
8 20000 m 1300 MBits/s 0000004010000100 cod-8B10B
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Power
SFP MEZELNIILPH|BEEERTLET,
SFP [Z DDM BEENRBEH SN TWDIRHELHYET,

((ovariew | (" vendor | (Physicat | [ power | fomparard

5
: B
:
5

19.2 mA 33V

Temperature
SFPDREFERRLET,
3 SFP |Z DDM #EENEEHIN TL SR ELHYFET,

((overview | [ vendor | ((Physicat | [ ower | framperatur
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11. Telnet / SSH A5 1Y
Telnet £f=[X SSH Z AL THEBZI~ATIERALET,
ARIBEBOSBEATIE, 7U—YTRD Tera Term ZHELLTHBYET,

<Telnet DIF{FE >
F9 . Web GUI @ Service M CLI Service ZFE N Telnet ITERESN TSI EEERLET,

| Service

‘ CLI Service (?) Telnet v

RIZ Tera Term ZREBILLL T DFRIZEEELE T,
*TCP/IP [CTF TV IF ANET,
RAMDICHER T B0 IP PRLRZANLET,
H—E XD Telnet [TFTvIEANTT,

-TCP R—MPIFEARMICIE 23ZANLFET,

Tera Term: FTLLVER X

- |

®TCP/IP A AT |[EE 10

MEZR (o)
. 1— 23
BER @Taner  TOPTMHP (B

O asH SSHA—230V) asHe

Oz mit: OIS UNSPEC -

OUPILE) COME: USB Serial Port (CONE)

Frool ASLFH

BRESTT %, OKEWI LR EICRIEMN T IE User, Password WERSNET DT, AT 1V
B RE7E User, Password Z A 1L T Enter Z#9°&. O AV T T oo

Y 192,168.1.10 - Tera Term VT
IR RBEE FBEES IVFI-HO) 2EIMW) ALTH)
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<SSH DiFEE>
F£9°. Web GUI @ Security @ Security Context )22 M5 Create new context D Generate 47
JyoLET,

Secure Uls (?) Security Context
Create new context (7)

Current state (7] missing

Generate 27')'w%71(Z Current State H° missing > processing ... > valid DJEIZZEILLET .
CDMI(IZH 45 FoDYET

Create new context (?)

Current state (7) processing ...

Create new context (?)

Current state (7) valid

Current State M3 valid [ZE>1=C & HEER % . Service M CLI Service 3XFEZ SSHIZEEHLET,
Apply # . MD5 Hash of SSH Hostkey W& R E T,

e

CLI Service (?) ggH w

MD5 Hash of S5H Hostkey (7) b2:3f.bf02:25:ac:53:d5:23:90:f9:23.6a:d1:47:5b
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RIZ Tera Term ZREEBIL LA T DRIZERELE TS
*TCP/IP [ZFzvIEANET,
RAMDICHER T DHEERD IP PRLREAALET,
*H—E XD SSH ITFTvIEANET,

-TCP R—MP)IFEARMICIT 22ZANLFET,

Tera Term: FHLLES x

@Tcp/p  TRARTY 182163110 <]

MERR )
. — - |22
B2 O Telnet TR P -

®s5sH SSH —iia0) ssH2 v

Oz oft ZOr3LC) [UNSPEC -~

Q)T ILE) COME: USB Serial Port (COMS)

Ul SLFH

BREFTT R, OKEW Y LEFEICHEMN LT NIE SSHERAEERSNFET DT, TLAU/3IRT
—REES (D ITFvIEAN, AT A VARG —H —&  RRT—RFZAALTOKEIY VY
5L ATAMUETTY,

SSHEZEE - >
B4 192.168.1.10

I —HE(NE |r00t |

JIATL—RPY: | |
AT FEAEY BIZRRIET DM
(IS e W (W)

@ T LA AT — REEL

(O RSA/DSA/ECDSA/E D255 195RF(ES TR

rhosts(S5H FFESD
R

O F L AR AP EN F — A — P ASET N0

() Pageart#{Es

$EFRER(D)

T 192.168.1.10 - Tera Term VT
Jr4WF |EE FES) IvEO-0) UER0W ALTH)
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1.1, OATF—&

XA WEB RA7Y—hAXAYF SmartE 1)—X EiikinBAE

CLI CERATEAaVURIZLUTORDEYTI,

RE

B2l

alarm—output

O—AILDT7S5—LHEABEEZITVET,

broadcast—limiter

TO—FEX v RM)SVEA—DEREETVET,

clear

BE.MACT—TIL ARVT—TNEED)IREITVVET,

device—identity

THARBERDEFEEEITVES .

dhcp—service

DHCP #—/\—_ DHCP JL—I—C U hDBREETVET,

dot1x—authenticator

£R—LD Dotix DFRFEREEITVET

file—transfer

T7— Lz T7XaAV T4 IT7AIEEDIT7AILEREFITLVET,

help VR ANBOANLTERRLET,
ip ABEBEIEHR—FLTEYFEE A

lidp LLDP ##8EDEREZITLVET

mrp AHEEIE Y R—FLTBYEE A,
multicast IGMP RX—E T DR EETLET,
network YNNI —DREEITVET,

operating—mode

AEREF D R—FLTBYFEE A,

operating—profile

AEREF Y R—FLTBYFEE A,

port

BER—FDREETVET,

port—channel

LACP DEREZITLVET,

port—mirror

R—FI5—) T DRELITVET

port—security

R—hC &2 MACTRLRR—Z D7 & R SIEBREETVES

profinet

AEREIT Y R—FLTBYFEEA,

quality—of-service

QoS DFIHTOTI7AILEERELET,

quit TORALTWAHEMNSAT 7INET,

reload IR ERELET,

sec—context X a) T AV TXRMEERLET,

service BBV AT LRZIOREZITVET .

show EREFHERTLET,

snapshot IREDSURALINGA—BDAF VT aybhEREBLET,
snmp-trap SNMP +Sw TR EEITVET,

spanning—tree

RSTP REZEITLET

syslog

Syslog BREEITLVET,

users

1—H—FELHRELO—IL DR, Radius H—/\—DBREET
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WET,
vlan VLAN R EZF1TLVET,
write BREDREZITVLETS,

%&b 11.1.1 alarm-output LIBFED TRID LILERIE. 1 DATUEMLIRETHATUFD—ER

[CRYET,
awv K
1 2 3 4
> alarm-output — 1 mrp [enable / disable] E
link-down

plug-mem-miss

r— T T 1
Loy

pow-supply-miss

global

ARVEDAAFEFLUTORAGENET,

14 QIEICATUREAALET,

-RO”>STEATURBE A, "ET LT TR, "— T E XY U DIRELE RV
OVUREDAR—REEKRLET,

[IIEEDEEANE L BESNTOAIVWTAIDORBEEAALET,

{5l : [enable / disable]DIFE . A RIZ enable Ef=[X. disable DWLXFhMEAALET,
[(R—rEBIGEDHZE. AR UFEERT AR ES (1 P 24E)ZANLET,
[(R—FEBIEE—FR—k, [(R—M XARIFEHAR—NERATEE T, EH DR —FEEIR
TH5E. REMZE” (ho2) "TEEEFT (Bl 123(RR—RFFE)),

-JL—HEFITEINTOSERTIEARE TIEIGLTLENITURIZHEY ET,

LEROFAMS EORDATURIIRDATRFIORRIZAALET,

a< > K45l :alarm—output 1 link—-down enable
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11.1.1.alarm—output

A—AILDT 53— LHEAREEZITVET .

aw»F
1 2 3 4
= | alarm-output| — 1 T mrp - | [enable / disable] | E
F link-down e
F| plug-mem-miss |4
k| pow-supply-miss | 4
L global -
a2k

alarm-output 1 1ink-down enable

arm-output 1 pow-supelv-lost enable

AT 1 .E':||:::nt::na| ':':'.r"|a[::n|':':'.

mrp, plug-mem-miss (&, H7R—rLTHEYFEE A,

11.1.2.broadcast—limiter
TO—RFFX v RN IYA—DHREEFITVET,

aw»F
1 2 3 4
broadcast-limiter | unicast | threshold |— [fpsiE]
F| multicast |4 status —| [enable / disable]
L| broadcast |-

O R
: st-limiter unicast thres

st-limiter unic
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11.1.3.clear
BE. R—bhD28 ARVET—T L. MAC PRLRT—T LDy ETVET,
a=w>F
1 2 3 4
clear - | crc-surveillance |- port-no —| [#F=-F&FS]| E
F port-stat L all E
F event-table E
F | mac-address-table | E
F mem-card E
L config E

ear event-table
0K,

clear config ZE1TT HEMEBIMNBEREHL . CLI MSEFHFIRIIZOT THRFET,

11.1.4.device—-identity
TNARERODEREEFTLNET,

aw>vF
1 2 3
= device-identity - contact T [FA255F O3 FF]] E
F location e
F description 4
name <
a2 Rl
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11.1.6.dhcp—service
DHCP 4 —/\—_DHCP JL—I—L U hDBREFITULVET,

EERAWEB RTY—FAAYF SmartE 1)—X HEikiBAE

aw F
1 2 3 4 5 6
-| dhcp-service | 4+ server - port-local-clear E
| F port-local - [#—F&E] - dns-ip [IPFF FLz] E
| I F router-ip
| I F local-ip
| | F net-mask [#7 5w b=z 7] |E
| I - status [enable / disable] |E
| F static-lease T clear E
| I k- delete —| IPFFLz]
| | L create —| [PFFLz] [MACT FlL-z] E
| F accept-bootp —| [enable /disable] | E
| F lease-time —| [0/300~2592000] | E
| F dns-ip —| [DNSH—si—IP] E
| = router-ip — [—%—IP] E
| F net-mask —| [#Fxwbt=22] | E
| F pool-size —| [F—att1X] E
| L pool-start-addr - [IP7 ELx] E
k| relay-agent |+ port-mode —| [enable/disable] |—| [#—Fu= k]
| F server - [PT L 2] E
| L remote-id — ip/ mac E
L service —| [none/ relay-agent/ server] | E

ARl
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11.1.6.dot1x—authenticator
Z7R—b® Dotix DERFZREEITLET,

aw o F
1 2 3 4 5

= | dotlx-authenticator | o+ port - [#— &S] T MAC-auth-bypass — [enable / disable] E
| | guest-vlan — [VLAN ID]
| | allow-unauth-clients | — [enable / disable]
| | reauthenticate E
| | | reauthentication-peried | — [1~65545] E
| | reauthentication-mod | — [enable / disable]

[auta / farce-authenticate
| L control-mode - )
/ force-unauthenticate] | E

L global —| [enable / disable] | E

av U Rp:
1 |"|-:':'.r'|’r.

authent icator port 1 control-

11.1.7.file—transfer
T7— Lz T70AVTT IT7ANIEEDIT7AIIVEREFITVET,

awwF

1 2 3 4 5
[tftpH —/v— [
P7 FLz] (ETFEE)]

file-transfer | — tftp T| write-to-device | T firmware

| F| sec-context

| L| configuration

r

read-from-device snapshot

sec-context

LJ__I__I__I__|

FT—I

configuration

a2 Rl

Bt i le-transfer tftp read-from-device configuration 192.168.1.124 SF300 confiz.cfe

ok the update status with “show transfer-status’ command.

Xread—from—device Z1TIIHGE . Z7M B ANBFIZIEET HIERFIXILTOREYTY,
shapshot: .tar.gz
sec—context:.ctx

configuration: .cfg
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Ov 2 REIT#. show transfer—status TAT—ARAZIERTEET,
T7AILDERIEIZRIIL =15 & Transfer successful ERREMN . read—from—device DIZH .
TFTP H—/\—[CTREL=7AILF I BBELEI7MILBNERSINET,

pshot Upda

T74ILDEREIZEIILT=15E Transfer error ERRENDT=H,. AYVKEDAHRE. TFTP 4
—N—DEFDEBLGEZHERZRR. BEI7MIVEEEIT TS,

ot Update Status @ Transfer error
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11.1.8.help
OV RAABEDOANIILTERRLET,

11.1.9.ip
AHEREEVR—FLTEYFEE A,

11.1.10. lidp
LLDP #EED R EZFITLVET .

aw |
1 2 3 il
lidp - port-rx - | [enable /disable] |—| [#—FU =z F]| E
F port-tx -
F| txinterval |—| [5~32768] # E
[enable / disable /
L status — _ E
rxonly / txonly]
av R

s de status
Ok,

G de port-tx
0k
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11.1.11. mrp
AREIEHR—LTBYEE A,

11.1.12. multicast
IGMP RX—E T DHREEITLET,

aw»F
1 2 3 4 5 6
multicast | — igmp - | extension |-| static-query-port | T remove -| [#F—-FURF]|E
| | L add -
| k| clear-auto-query | E
| F auto-guery = | [enable / disable] | E
| F bug 5
| L fug .|
F querier - interval —| [10~ 3600] # E
| L version —| [disable /v1/v2] | E
L snoop - aging —| [30~ 3600] # E
L status —| [enable / disable] | E
a2k

tatus enable

version vl

multicast iame querier
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11.1.13. network
TR T—UEREETVNET,

awv K
1 2 3 4 5
network -T| hostname |- resolution —| [enable / disable] E

| L name E
F| dns-server | — [1/2] —| [DNsH#—si—IP] | E
F| acd-mode |— [acd / none] E
F| mgmt-vian |— [VLAN ID] E
F parms - [IPF FL =] —| F7rvbt=2s] |—| [F7xnt5—FwzA] |E
L protocol —| [dhcp / bootp / nonel | E

a2k

Fretworl:s protoce

tworle parms 1 1.10 25

DT 2 E L,

parm A protocol ZE R LI-IGE . BB EDT IV ERIEIERMICLIBIENET,
Kmgmt-vian ZZ EBT DI5E . WLz VLAN R—MAFELEG VMG S BAT IR TELL
BYFEFT DT, TEELLESLY,
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11.1.14. operating—mode
AREIEHR—LTBYEE A,

11.1.15. operating—profile
AREIEHR—LTBYEE A,

11.1.16. port
BR—FOBREZETVET,
aw vl
1 2 3 4 5 6
port — | [#—F&S]| 7| crc-threshold | —| [1000 ~ 1000000] ppm | E

F mtu - [1522 ~ 9600] byte E
F| jumbo-frames |+ [enable / disable] E
F| flow-control |4
F| link-monitoring | <
F| description |—| [EXR32XEDNFEF] | E
F maodus - faststartup E
| F speed T 100 T | half-duplex
| \ L 10 | full-duplex
| F autol0_100 E
| L autoneg E
L| admin-mode |— [enable / disable] E

a2 Rl
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11.1.17. port—channel
LACP MEEEZEITLET,

aw ¥
1 2 3 4 5 6
= | port-channel | | global-algorithm | | src-dst-mac-ip-port | E
| L src-dst-ip-port E
| F src-dst-mac E
| F dst-mac E
| L src-mac E
F config —_ [Trunk&] - | trunk-mode |-+ lacp-activ E
| | + lacp-passiv E
| | L static E
| | member-port | + remove —| FE-FURF|E
| | L add E
I | | chg-name |=— [Trunk£] E
| F| span-tree | —| [enable /disable]l | E
| L| admin-mode | <
F delete - [Trunk£] E
L create —_ [Trunk£&] E

av U RpI:

member-port add 1,7

11.1.18. port—mirror
R—bFE5—) T DEREETVET,

a=~F
1 2 3 4
part-mirror | egress -T- disable | [F—FURF]|E
F ingress L enable -
F dest —| [#F-rEES] E
L status —| [enable / disable] | E
a2 Rl

rt-mirror s

rt-mirror des
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11.1.19. port—security
R—rZEIZMACTRLAR—RAD 7 2 R FIHEZREEZITLNET,

aww F
1 2 3 4 5 6 T 8
i ) L i : L [Ex15H=ED
= | port-security | +— port —| [F—t+E=]| 7| configure |=—|[MACT FLz]|=—| [VLANID] |=| description |=— =31 E
| F| remove-mac | | IMACF FL 21| —]| [VLANID] | E
| F| add-mac |-
L _ [none / trap /
| status - E
k| clear-illegal-cntr | E
L status _ [e_ﬂable / £
disable]
o< R
add-mac aa:bbicciddiea:ff 1
11.1.20. profinet
A#EEX T R—FLTEYFEE A,
11.1.21. quality—of-service
QoS DFIETOT7AIEZRELET
aw»F
1 2 3
) . i [universal / ehternet-ip /
guality-of-service | =— profile —_ ) E
ethernet-ip_l4portonly]

a2 Rl
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11.1.22. quit
TORALTWAH#ENSAT 7INET,

MKRFINTOWVEVLREDEEFRDONET,

o= F

1

quit E

W E LI,

11.1.23. reload

HEBREBESLES,
a=wx»F
1

reload E

11.1.24. sec—context

X a) T A TXRMNEERLET,
aw» F
1 2
sec-context |—| generate E
ARl

Current state : valid
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11.1.25.

service

EERAWEB RTY—FAAYF SmartE 1)—X HEikiBAE

EEEEO AT LARZDREEITVET,

aw»F
1 2 3 4 5

service - ctrih-bskey — [enable / disable] E
F| snmpw2-read-comm |— [HA2553F DL FF] E
F| confidential-web-vie |+ [enable / disable] E
F sd-card-slot -
I login-expire - [30 ~ 3600] # E
F smart-mode - [enable / disable] E
F| persistent-evt-log |-
F sntp - secondary-server - name - [EX255XZ0XFF]
| = primary-server F description -
I ! - address —  IntPr—si—ip]
| F utc-offset - [-12 ~ +12] E
| L protacol-mode —| [none/ unicast/ broadcast] | E
F system-time — [YYYY/MM/DD hh:mm:ss] E
I snmp-agent —| [disable / snmp-v2 / snmp-v3] | E
F web-server - [disable / hitp / https] E
F| cli-network-script-u | — [enable / disable] E
L cli-service - [telnet / ssh / disable] E

a2k

Brima
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11.1.26.

show

HRERBERTLES

EERAWEB RTY—FAAYF SmartE 1)—X HEikiBAE

L
A
A

118

1 2 3 4 5
show - guality-of-service — profile E
|- snapshot T status E
| L timestamp E
F syslog - status E
| F server E
| L | message-group | E
|- surveillance — cre T all E
[ L port-no - [F—F£5] E
F| dotlx-authenticator | | allowed-macs | E
| F port —| [#-FEE] | E
| L global E
F ip T interface —_ brief E
| F nat
| |- route
| L routing
|- users T Idap
| o roles T role - Acmin srpert/ | E
Read-only / [m—JL£&]]
| | L brief E
| |- brief E
| L radius E
F profinet
F operating-mode E
F transfer-status E
F mrp
k| configuration-status | E
|- event-table E
F port-security - port - E
| L global E
F mem-card
F| broadcast-limiter E
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1 2 3 A b
show + vlan T port - E
| F port-table E
| k| static-table E
| - vlan-id —| [WLANID] E
| L global E
F multicast =~ | current-groups | E
| L igmp E
F sec-context E
F port-channel T all E
| L trunk-id — | [Trunk&l E
|- alarm-output - 1 E
F snmp-trap E
F lidp - topology - port-no -_ [F— FE&E] E
| v all £
| L global E
|- service T sntp E
| L general E
|- spanning-tree T port T port-no - [F— FE&E] E
| | L all £
| L global E
F dhcp T server T port-local — [F—F&E] E
| | F| static-lease | E
| | L| current-lease | E
| L global E
k| mac-address-table | E
F network E
F sys-info E
F version E
F port-info T port-no —_ E
[ L all £
|- port-mirror E
- port-stat - port-no —| [F—-FEE] | E
L port-util - port-no —_ E
L all E

a2 Rl
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11.1.27. snapshot
FURALIZEATETARTDNGA—F(EEOARNIE)EXvTFYLET,

aowF
1 2
snapshot |— trigger E
av Rl

senapshot trigger

] Ok
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11.1.28. snmp—trap
SNMP +Sy TSR EFITVET,
awF

1 2

snmp-trap

|
™
+
0
(&3]
W
G| @
8
ot
i
m

community

send-test-trap

server remaove-name T [ —ri—s] E

L

add-name

remove [ —s¢—1P] E
add

config-param-chg

r—Td4 m
L

trap [enable / disable] | E

user-config-chg

event-tbl-oflow

cre-peak-increase

crc-status-critical

crc-status-warning

crc-status-ok

mrp

ip-conflict

dir-ring-chg

fw-status-chg

port-sec-violation

link-up

link-down

rstp-top-chg

rstp-new-root

ratp-link-fail

pow-src-chg

fw-config
auth-fail

user-pwd-chg

sd-card-out

sd-card-in

config-diff

warm-start

r_T__T__T_TTTTTTTTTTTTTTTTTTTTT—I

cold-start

I'_________________________T___TT'l

|-|-|L_I__I__I__I__l__l__l__I__I__I__I__I__I__I__I__I__I__I__I__I__I__I__l__l__|

status [enable / disable]

a2 Rl
rime -t ragp

srhme-1 rap

DK
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11.1.29. spanning—tree
RSTP BEZITLVET

aw |
1 2 3 4

spanning-tree | port T force-rstp E
| F priority —_ [0 ~ 240] E
| F admin-edge —| [edge/ non-edge]l | E
| F auto-edge —| [enable / disable] | E
| F path-cost —| [0/ 1~ 200000000] | E
| - status —| [enable /disable] | E
F max-age |— [6 ~ 40] # E
F| fwd-delay [— [4 ~ 30] # E
F| hello-time |— [1~10] # E
F| bdg-prioc |—][ [0~ 61440) 4096m5E | E
F frd —+| [enable/disable] E
F Its -
L status —| [disable /802.1d] | E

ARl
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11.1.30. syslog

Syslog BREZITLVEY
aw>F
1 2 3 4 5
syslog -T status - enable / disable E

L server —_ 1/2 - name —| [syslogtt—si—F&]
| F ip-address —| [syslogt—s%—IP]
| L udp-port —| [UDP#—F&E=]
F| send-test-message | E

L message-group —|[1/2/3/4/5/86] | —| [enable / disable] | E

avw U Rp:
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11.1.31. users
A—H—FEPHRRZLOA—ILDER. Radius H—/\—DEREZTLET,

1 2 3 4 5 6
[system / ident / user /

network / ui / automation

{ discovery /1213 /

users T roles -| remove-group | T [m—ng] —| redundancy / timesynch /| E
| | | dhep / port-cfg / rmon /
| | | port-mirr / port-sec /
| | | logging / snapshot]
| F| add-group-ro |4
| F| add-group-rw |-
| F delete - [a—nz] E
| F create <
| L
|

edit - ldap-rolename
L

privilege-level _ [m—nE] - [privilege L- ~<1] E

k| leck-timeout | —| [=—*%—2&] |— [1 ~ 1440] 4 E
F lock-limit |—| [=—%—-=&] |— [1~1001E E
F| lock-status |—| [=—*#—=&] |— [enable / disable] E
F status —| [=—¥%-2] |— lenable / disable] E
F . = mew_g = [Admin Expert / |

Read-only / [m—&]]l | E
F ldap
F radius T state - [enable / disable] E
| L1 auth-server_Id | — 1 - check
| F name —| [Radius®—-i—£]
| F shared-secret - [r—% 1w F]
| o udp-port - [UDPH— F&E]
| = ip-address =—| [Radius¥—+<—IP]
F delste —| [=—+%—=]
F creats —-| [=—#%-2&] |— [+¢Z7—F] - [R7—FBAA]
L passwd  |—| [Z—#—-%] |— [B/¢27—F] - [Fre27—F] —| Erex7—+rEAN]

ARl

admin
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11.1.32. vlan
VLAN BXEZITLVET,
awx»F
1 2 3 4 5
vlan - routing

F port — [#— &3] T ingress-filter —| [enable / disable] | E
| F priority — [0~7] E
| L vlan - [VLAN ID] E
L static — [VLAN ID] T no-member —| [#—-tuzt] |E
| F|untagged-mem-ports| E
| F| tagged-mem-ports | E
[ L name —| [VLANID=&] E
F delete T [VLAN ID] E
F create -
L status —| [transparent / tagged] | E

a2 Rl

11.1.33. write
BREDREFEZITVLET,
= F
1 2
write —| [EE=&] E
a2 R
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12. Wam it

12.1. SF300-05
SHma FEE%F WEB RY—hRAvF SF300-05
BE SF300-05

IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TX

IEEE 802.3x Full duplex and flow control

IEEE 802.3ad LACP

P IEEE 802.1p QoS

IEEE 802.1Q Tag VLANS

IEEE 802.1w RSTP

IEEE 802.1ab LLDP

IEEE 802.1x Port-based Network Access Control

14,880pps for 10Mbps
148,880pps for 100Mbps

RAYFITHBR Store and Forward

SLEEREN

EEMEE CLI, Telnet, HTTP, SNMP v2/v3
MAC 7RL R Z k¥ 8K
Nrybiswor 4Mbits
JA—akA—JL | IEEE 802.3x (2 &) /Ny I Ty v (¥ &)
BXIL—LER 1548 bytes (VLAN Tag &)
RJ-45 x5
105 10/100BASE-TX
IJx—R thernet A—br3IoT—30
#—k MDI/MDI-X
ik (W)45.0mm x (H)130mm x (D)125.5mm (ZRE2HEET)
EE 390g(ARAXD )
DC12~57V x2
— EwF:5.08mm

XIS ER1E : AWG30~12
ARy T Tmm
EREEHE FIBEREE
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BXHEEN 8.55W

REISR 1P30

BiERE -40~+75°C

B EiRE 10~95%RH (fEFBHEIL)

RERE -40~+85°C

RERE 10~95%RH (fETHEL)
RoHS 104)& . FCC Part 15B Class A, VCCI Class A
ICES-003, EN 61000-6-4, EN 61000-3-2, EN 61000-3-3
EN 61000-6-2, EN 61000-4-2 (ESD). EN 61000-4-3 (Radiated RFI)

RE EN 61000-4-4 (Burst), EN 61000-4-5 (Surge)
EN 61000-4-6 (Induced RFI), EN 61000-4-8 (Magnetic Field)
UL 61010, IEC 60068-2-6. IEC 60068-2-27
FED STD 101C Method 5007.1

MTBF 2,958,215.75 hours

8 SR AT AR 3

HER BIRA4—3F)L7OvY x1

LAN 7R—bkFv T x5

127




12.2. SG300 21)—X
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SHma FHEYIRIGESRA WEB RY—h XA YF SG300 1)—X
E SG300-0602 SG300-08
IEEE 802.3 10BASE-T
IEEE 802.3u 100BASE-TX/100BASE-FX
IEEE 802.3ab 1000BASE-T
IEEE 802.3z 1000BASE-SX/1000BASE-LX
IEEE 802.3x Full duplex and flow control
P IEEE 802.3ad LACP
IEEE 802.1p QoS
IEEE 802.1Q Tag VLANS
IEEE 802.1w RSTP
IEEE 802.1ab LLDP
IEEE 802.1x Port-based Network Access Control
14,880pps for 10Mbps
WMIEREN 148,880pps for 100Mbps
1,488,000pps for 1000Mbps
RAYFUTHR Store and Forward
EHEME CLI. Telnet. HTTP, SNMP v2/v3
MAC 7FL R Z6%#| 8K
AV AV b ¢ 4Mbits
ZO0—3arkA—JL | IEEE 802.3x (£ &) /v I Ty v (&)
BRXIL—LE 9600 bytes (VLAN Tag 21)
RJ-45 x6 RJ-45 x8
ST 10/100/1000BASE-T
145 F—rRIT—23v
Jx—R 74—k MDI/MDI-X
SFP x2 -
SFP
1000BASE-SX/1000BASE-LX -
<t (W)45.0mm x (H)130mm x (D)125.5mm (EEHEET)
EE 410g(RIRDH) 390g(FAD#)
DC12~57V x2
=R )
EwF:5.08mm
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ST HRE  AWG30~12

ARy TR Tmm
ERREME WAB IR EE
BXHARA 8.55W
BREISR IP30
BERE -40~+75°C
Bi{EiRRE 10~95%RH (FEBHE L)
RELRE -40~+85°C
RFEE 10~95%RH (B HE L)

RoHS 10¥)& . FCC Part 15B Class A, VCCI Class A

ICES-003, EN 61000-6-4, EN 61000-3-2, EN 61000-3-3

EN 61000-6-2, EN 61000-4-2 (ESD). EN 61000-4-3 (Radiated RFI)
RE EN 61000-4-4 (Burst), EN 61000-4-5 (Surge)

EN 61000-4-6 (Induced RFI), EN 61000-4-8 (Magnetic Field)

UL 61010, IEC 60068-2-6. IEC 60068-2-27

FED STD 101C Method 5007.1

MTBF 2,937,277.25 hours 3,043,071.25 hours
2 SR AR 3 [
BIR4—3F/)L7OvY xi EEA—IF)LT OV x1
ftR& LAN R—bFro T x6 LAN R—hFrv T x8
SFP AR—hFvyT x2
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13. 8 S RETE
& HWEMNMIEERDLN-BEIZIE, BMHAREITHR—METITEEBLLESLY,

1) EEERBEINDANS—E., COMLERAZTE HERZSL,

2) AEROFREHEADBRKEFICOEELTIREBESLETREFT,
3) MEDORBIZEY. BETIERFREDKMIZSE TRENHYFETS
4) BUAOEHIEEHRORIBLESETEEEST D TI THRIZEL,

MEAT RRFEHAR -
CEBABKY 34A (B[ FHEEICEDHHAI)

S RELHAR -
(KRK) CEEABKY IFERM (BEMIZKHEEXI)

¢ REHEATH>TH UTOHRFHEBELSETIREET.
(BETELGWNGEELHYET)

1) FERALDRY. BERHRICEDEELLEICKSHIE, B5
2) BREE.LE.EEEEZOMNBISERT HHE. 815
3) AHGITKEN-BRELEICIDIEFERAERINSES

R ZBEFT LHEBRLGYET D TIEE LS,

—HRDHERBRIL. BREERARRNICREERT DHEZALTHEYET . o DHEIBRITIEERC
REZDHIELTT OT, BEEDNToEREABTEIERODNFTT . BNAYFTTH, BEZ
CTIRRRTECAETIC, RERBEEERICTHEAILSL,

AHGISERT HEEFOCHRIOBRISOVTIHRERLEE A,

EBEHEDICESTIRBHDELHLE. EXWNIZToTHYERA, A&, HEYR—
I THIESETIEWTHBYET . HESR—MMIO2EELTEFFEVWLETORFEEIZS
ML,

¢ FEGORIAFEBEAENTOERBIZEVNTOAENTY .
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-

BAICETHHRE-BELEHLEL

NTIL— Bt HRETYR—F
Z4TR: TR(EAMB. FRFH, SHAEBZERKRS 9:00~17:00
TEL: 0570-060030
ff & 74—.L : https://hytec.co,jp/contact/technical_support_form.html

~
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