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3. HaNne
3. 1. hEX lite
@
l. -
w L
v | |
v | |
w 'S

# | &R HLZ
@ | Power TED AC 7H TA%EEHLET,
@ | RES JtybRE22TY,
EIR LED TY,
@ | PWR e
EIRH ON DEFICHERITLET,
@ | usr A—HIZEY L TSHNT= LED TY,
- /system routerboard leds [CTHEEDARUEE|YHTHIENHEET,
Etherl R—F T,
® | Internet .
WAN R—rELTEIMELET S
Ether2~5 iR—+T9,
® | 2~5 .
LAN R—rELTEMELET S
@ | 1~5 Etherl~5 D295 TTY,
B o7y T BRI, BIERHICITRBLET.
BEMNEIEFIR

RES RAVEILIGALERERALES,

USR Dk D LED A mimLT=5. RES RAVERELET .

ML EBREEINITONET .

V6.49.18 LARE., Uty RAVIZEDMHAIEZEIT o115 B & Current Firmware M/3—3 7%
D Factory Firmware [IZRA1=8. 76.12. RouterOS DT v T L—K" OO D FIE%EITL, BE
Current Firmware M/\—3 EEBLTZELY,

X 00O
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# | ‘R Bl
@ | Power TED AC 7H TA%EEHLET,
@ | RES JtybRE22TY,
EIR LED TY,
® | PWR e
EIRHA ON DEFICHERITLET .
@ | usr aA—H(ZE|Y LTSN LED T,
- /system routerboard leds [ZTEEBEDAANUIEE|Y Y THIENHFEET,
Etherl 1R—+T9,
® | Internet .
WAN R—rELTEIELET S
Ether2~5 7R—+rTY,
® | 2~5 .
LAN R—rELTEMELET S
@ | 1~5 Etherl~5 D295 TTY,
B Yo7y TdBHERLT. BIERICIERABLET,
B E #DRAIL IR
D RESRAVHEBLEASERERALET,
@ USR DO#E®M LED MNRELT=5. RESRAVEBLET,
@ E—TEHM1EIEY., MHLLBRIBNHREVET,
@ LIEKLTE—TEN2EEB-f=5., MIH#LE T TY,
X V6.49.18 LIRE, Uty RAVIZKDHHAIEZE T o135 A (X Current Firmware M/\—3 MY

D Factory Firmware [IZRA1=8. 76.12. RouterOS DT v T L—K" OO D FIE%EITL, BE
Current Firmware D/\—3 % Z B LTSN,

10




hEX 1) —X HikinBAE

4. WebFig ARG (1>

WEB J59H%{FALT. RouterOS [ZA45 423 A& T, RouterOS NDEIBHEEND—DOTHS
WebFig (LAY A3 32 EMNHEFT,

o OJAVHHARTE

IP 7KL X : 192.168.88.1
d1—H4 : admin
INRT—F {0

X 2024 F 7 ALBICCBASNI-HERICIE., X)) T80 0 BRI LT =—97N
AT—FHREESNTVSZENHYVET . TDGEEFAREZEEBDFRILOD "Password” [
REINIZ/XRT—FZAALTART A1 LTLEZEW, (TROF#EBHESHR)

SR JLIZ Password MERER SN TULVELVERS (X, FEA/NR D —FIXEL (/) ELBVET,

hE X

ID: RB750Gr3

EOG1: ™= » n

SN: SR e e
\User: “admin :
Password: . I

Mikrotikls SIA, Uni%as iela 2,
Riga, Latvia, LV103

.

o OJAVFIE
D TS9O FTRLR/N—IZ http://192.168.88.1"E A HL TEHELET,

@ A—HHBERRT—REASLT Log in[EIUvILET,

RouterOS WebFig Login

Login: |Eldmin | | Login |

Password: | |
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ATAVIZEIT & UTOBEARRENES DT, Close 2V VILET,

Router0S v6.49.13 (stable)

| Close ‘

The following default configuration has been installed on your router:
Welcome to RouterQs!
1) Set a strong router password in the System = Users menu
2) Upgrade the software in the System = Packages menu
3) Enable firewall on untrusted networks
RouterMode:
* WAN port is protected by firewall and enabled DHCP client
* Ethernet interfaces (except WaAN port/s) are part of LAN bridge
L&N Configuration:
IP address 192.158.88.1/24 is set on bridge (LAN port)
DHCP Server: enabled;
DMS: enabled;
WAN (gateway) Configuration:
gateway: etherl ;
ip4 firewall: enabled;
NAT: enabled;
DHCP Client: enabled;
Login
admin user protected by password

@ Quick Set BEIEARTRESNET,

ich bt ik | weis | & | B

RO w2 taic]
EBEmet Quick Gel
'
Configu ration
vty " Azaier bridge
Inkermat
Pard Foin =~
Addrrs i Stedc O Apicnatic O PRRRL
B Addroe Fab'ehe | Wbk
Ll
GEanay
AT dddrees Lol i bR i ]
Locil Metwark
o Rddreis Hi S0
Hel rumi 36k 20 K £ G "
CHCF Errae &

SCF Srrre Bamgr x| 157 %55 100160 160 B2 2

HAT -
WPk
WPM Biceis
WPH Rddreis TIE T e
Swshom
Exwier [duvsty iy
Drmch For i | Fwt Corligmepbor
Faidgaed

]

® E&EALOD WebFiglss) v HET. WebFig DEIEZEBKCEAHEET,
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4.1. Quick Set HEIZDL\T
Quick Set EIEA TlX. £EXRXMZIL—E2DBEEITOIENHFEEFT,

@ {EHTSHE—KR% Router, Bridge N 5:ERLET,

Configuration

Mode * Router Bridge

@ Internet [CEAT B/ EZETLET,

Internet
Port Eth1
Address Acquisition Static ® Automatic PPPoE
IP Address | Renew || Release |
Netmask
Gateway
MAC Address \B8:69:F4:81:D0:26
/A BLL
Port WAN R—hELTHEAY S R—FEERLET

TFELRADWEHEZZERLET .

Static: §#H IP PRLRZEERELE T,

Address Acquisition | Automatic:DHCP H—/\/Mmi5 IP PRLRERELET .
PPPOE:PPPoE 1—H & L/XRT—KREAALTISPALIP 7R
LRZRELET,
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@ LAN B9 BREZITVET.

Local Network

IP Address 1192.168.88.1 |
Netmask 12552552550 (124) v |
DHCP Server L

DHCP Server Range  a |192.168.88.10-192.168.88.2

NAT o
IHH 5 EA
IP Address LAN D IP PRLRZEHRELET,
Netmask LAN DHITRYrRRIZHRELET,
DHCP Server DHCP H—/\HEED B/ EBHERELFET
DHCP Server DHCP H—/\ BB AL BRICIW T IP PRL XD EEEE
Range BELET,
NAT NAT DEN/ BHZEHEELFT .

@ PARTLICEATIEEETVET.

System

Router Identity \MikroTik |

| Check For Updates || Reset Configuration |

Password | |

Confirm Password | |

| Apply Configuration

|EB SREA
Router Identity W=DV AT LREEHRELET,
Password O AR T—FEEZRELET,

X EXa)TRIEDT=O . T HRELTL S,
Confirm - N o . =

HREDH. AT AV IRRAT—FEE53—EANLET,
Password

® %Iz |Apply Configuration EI)ILET,

Apply Configuration |
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4.2. 412 3—RyMiEHRT BRI
=R A=Y MIEGET AF1IZ. EX TR IED-OICUTOREEZDLT ToTLES
LYV

® T4V ISRI—FOEE
|System=>Password "‘éig:]ﬂb\ Old Password IZIRED/SRAT—KEAAHL.
New Password BT Confirm Password [CETLLVIRT—KE=AALET,

‘ Change “ Cancel ‘

Old Password

MNew Pasgwgrd [TITT T TT]

Confirm Password T

@ FREHY—EROEL
[P=>Services [£#IRL . Fip B+ —E R (% DlDisable)& 7 v L TELLEHET,

8 items
4 Name Port Available From Certificate US|
Version
E| X @ api 8728 any
E| b @ api-ssl 8729 none any
E| X e fp 21 any
o] @ ssh 22 any
E| X @ telnet 23 any
E| X @ winbox 8251 any
=] @ www 80 any
E| X @ www-ss! 443 none any
8 items
4 Name Port Available From Certificate S
Version

D] @ api 8728 any
) ©@ api-ssl 8729 none any
)] e ftp 21 any
D] @ ssh 22 any
D] @ telnet 23 any
) @ winbox 8251 any
D] 2 www 30 any
ﬂ X @ www-ss/ 443 none any
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5. CLITelnet/SSHADRAS (>
CLIZ{#HL T, RouterOS [CAY AT BETHREFTLET,

o OJAVHHARTE

IP 7FL X : 192.168.88.1
d1—H4 : admin
INRT—R {0

o OJALFIE

@ avwrFFOrIMITUTOaAvTUREEITLET,

telnet 192.168.88.1

¥ Windows DIFE . Telnet V9547 UMD EMZIHE>TWABLENHYET,

@ Login IZ”admin”, Password [Z/SAJ—K% A AAL T[Enter] ¥ —%MLTOT A1 LET .

Login: admin

Password:

X 2024 F 7 AURRICCBASNEHRICIE. XU T581ED=H BRI Llca=—o%N
AT—FHNEESNTVSEENHYET . TDEEFARAEZEDFNILOD "Password” [
REINTIZNRT—FZAALTAT AU LTLZEN, (TRO KA ESHR)

FANIVIZ Password M EEE SN TULVELERRIE, FIHI/ ST —RIXEL (W) LRYFT

hE X

ID: RB7506Gr3

EB1: =» » -

SN: B
'User: admin ;
Password: S

Mikrotikls SIA, Unigas iela 2,
Riga, Latvia, LV103

.
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@ VIrNIZTTSIAEDRICETIHANEFRU N EINRTEINET OT, FELIZFEE 0"
$_E$$-FL/$?—O

MM MM TTTTTTTTTTT
. ) TTTTTTTTTTT

[
[
[
I
I
I

Oo vou want to see the software |icense? [Y/nl: |}

@ “vVEx—%ETFTLEES. "MIKROTIKLS MIKROTIK SOFTWARE END-USER LICENCE
AGREEMENT"MRTEINET, "ENTER"F—TEIZEDH . FF TR HLIIESE " F—
EWTLET,
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5.1. CLIMEXRBEEIZDINT

o AJITOMUHL
“VHEANTHIET, FAATRELATURO—EERTITIIENHEET,

[admin@MikroTik] >?

o [EE
Mikrotik O CLI [XFEBIZH AN TNET,
BIZIX"/ip address”"EANTBE NP FRLRADAZA—[EREIZFBENT A EMNEFEET,

[admin@MikroTik] >/ip address
[admin@MikroTik] /ip address>?

—EBLDOBEBICRAIZIE"/"ZABL. OEDHIDERBIZRAIZIE"."ZANLET,

o [tem Numbers
TNTNDOEEME(TATL)IZIFZENZTN Item Numbers HBMROENTLVET,
set AXVRGETHREEZERT SR TELI-VLEREME (7 AT L) D Item Numbers Z157E
TEOMENHYET .
Item Numbers ZHEFR T BIZIEZEN TN DFERE T print” ATV REFERALET S

o [TablF—IZ&BaTURFE

[Tab]F—ZEHTHET. AU RFDHETEITICENHEEET .
BIZ L7 >inte” DIREE T[TablF—% T &, "Dinterface” LFHTESNE T,
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5.2. CLIO—MAZaTUKRIZDONT

e Printav>k
print AXURZEFERTAHIET,. BRRTEMEDERE Item Numbers ZHERTHIEMNHEKE
ER
Item Numbers [ EEEZITORIFERALET
LT DOHFITIEL., ethert @ 10.10.10.1/24 £V IP 7RL RIZIE Item Numbers=1 M EIY ZH T
LBNTVAIENTMYET,

Item Numbers

e addav Kk
FTATL)ACDRZICEREMBEEEMTHENHEETT,
LI DO TIE. etherl @ 10.10.10.1/24 £LNS5 IP PRLU X% ip address D7 AT LURMIE
MLTWET,

=10.10.10.0

19
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set AT K

$EE L 7= Item Numbers DEREEZER T HEMNHEET,

LT DOHITIL, ip address M Item Numbers=1(ether1)D % E % address=10.10.10.1/24 M5
address10.10.10.2/24 [CEELTLVET,

@ /ip address print
EAALT . BEDIP TRLADYAMERRLETS .
LI T DFITIL. bridge @ Item Numbers H370” . etherl @ Item Numbers A" 1" ThHdZ
ERHhMYET,
= ]
icab|ed.

@ set numbers=1 address=10.10.10.2/24
Item Numbers="1"T# 5. etherl D IP PRLRAZZEELET .
] > =1 =10.10.71

@ BUWprint"EANT BE. etherl D IP FRLANEBSN-DHAHERHEET

d, 0 - dvramic

INTERFACE

20
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remove AV K
FETELT= Item Numbers DR EZHIBRT HENHEFET,
LI T DOHITIL. ip address @ Item Numbers=1 DR EZHIBRLTLVET,

0 - dvramic

[MTERFACE

U - dvramic

[MTERFACE

bridze

move AR

$&E LT= Item Numbers DEREEZBENISEHIENHEFT,

LITOFITIL. ip firewall filter M Item Numbers=2 ME%TE B & Item Numbers=1 DR TEED
IEFEZANBZTNET,

T7AT7A—ILIE, Item Numbers BNPNEWVBFIZREBEINHIL—ILEDT, 74T L)RE
DIEEIFITEETY,

[admin@MikroTik] >/ip firewall filter

[admin@MikroTik] /ip firewall filter>move numbers=2 destination=1

export AT K
HEDEBTETINTNAITURDYRMERTLES .

quit A< R
—BLOBEBTIOITUREETTHE. CUNNOTTIONTHIENHEET,
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6. EAREKTE
BARMBREEEA KON THALET,

6.1. A—H Ry EIT—RDREREE

o Web IZkBHERAE

Interface [N BL. A2 HTT—ADKEERRT B ENHEET .
Name D EBID T ILIT7RYMEIR—FDRAT—RRAEZRLET,

R (AR—bMULHTYTLTNVSIEERLET,

S (AR—FATYYPICABEL TSI EERLET,

T CAPsMAN
— Router0S v6.43.7 (stable)
1 Wireless
{8 Interfaces Interface ” Interface List ” Ethemnet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP ” Bonding
A, Bridge
= Switch |Add Mew ¥ || Detect Inlernet|
EE pPP
°8 Mesh 7 items
kg 1P >
4 Name Type Actual MTU L2 MTU Tx Rx

<77 MPLS >
£ Routing - 111 defeconf
{83 System > -lo] R 4+t bridge Bridge 1500 1538 63.0 kbps 5.0 kbps
& Queues 1B 77T T Weethers” T Tethemer ~ T 7 1540~ ~ T ised ~ obps 0bps T
=] Files 1 ﬂ RS 4j# ether2 Ethernet 1500 1598 0 bps 0bps

Lag : =1} = 4j# ether3 Ethernet 1500 1598 0 bps 0bps
(Al
# Radius 1] 5 4 etherd Ethernet 1500 1538 0 bps 0 bps

1

W Tools 1 I 5 4% ethers Ethernst 1500 1598 0 bps 0bps
=] MetaROUTER Lol _s5 _ lesfpl _ _ _ _ | Ethemet _ _ _ _ 1500 _ _ _1600_ _Obps_ _ _ _ _ _ _ Obps _ _ __ __

Ethernet /2271 —R%& V) v 0§ 5L, SHICEHEMTIBERIAERTEET,
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o CLIZKHHERFTE

/interface print EANT BE AVATT—RADIREEZERTAHENHEEET,
Name D EBIDTILIT7RYMMIR—FDRT—ERERLET,

R AR—bD)ITYTLTNBDIEERLET,

S R—FMRTYYTIZFBLTWASIEERLET
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6.2. IP7FLRDERE

o WebIZKkBHRTESZE

@ [P=Addresses [F2RLET

@ bridge 125 71—REZ)vHILET,

55 1P ¥

ARP 2 items

Accounting

Addresses J D
Cloud

g 192.168.0.14/24 | 192.168.0.0 etherl

113 defconf

DHCP Client -] 44 192.168.88.1/24 192.168.88.0 | bridge
DHCP Relay

Cul 1y e

4 Address MNetwork Interface

[

® IP PRLREZELT.OKEY)voLET,

| oK || Cancel || Apply | |REI‘I'ID'U'E|
Enabled
Address 1192.168.10.1/24 |

Network & [192.168.10.0 |

Interface

o CUIZKBBEAE
LTFOav U RrEAALET,

/ip address

set numbers=0 address=192.168.10.1/24 network=192.168.10.0
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6.3. AJAVIRRD—FDEE

o Web[ZXkDHEEAE

@ ‘System=>Users liﬁ?ﬁbiﬂ'o

@ NRT—FZEZEETEHZ1I—HFEVI)VILES,

J Users H Groups ” S5H Keys ” SSH Private Keys ” Active Users ‘

‘.Add New || AAA |

1 item
4 Name Group  Allowed Address Last Logged In
;75 system default user
-] o] a admin  full s Jul/01/2020 13:55:39

@ Password. ZE9JvHIL T, FHILLWIRT—RZEHRELET,

| OK || Cancel || Apply | |Remove| |Password...[£
Enabled
Name admin

Allowed Address ¥

Last Logged In Jul/01/2020 13:55:39

Comment |System default user

o CUIZKBEEAE
LTDaAvTREAALET,

/user

set numbers=0 password=admin
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hEX 1) —X HikinBAE

6.4. BRIRHDEKE
o WebIZKkBHRTESZE

@ [System=>SNTP Client [&:&IRLET .

@ SNTP Client *=2—T [Enable [SFTv9EANTNTP 4—/3D IP PRLRZAHLET,
(FATOAAETT])
® KHIRHALHIT HE BRAT—FANKRRENET,

1 1
1450 System v |
e SNTP Client
Certificates Agphy
Clock e T L e
1
Enabled =

Console : nenE : @
Disks : Mods unicask :
Drivers : Primary NTP Server 133.243.238.243 :

e o e e e e e e e . e e e e e e e J
Health Secondary NTP Server ™
HiStOI"}" Sarver DMS Hamas -
Identity Dynamic Serers
LEDs . e =

: i Foll Interval 512 I@

License 1 1

| Ackive Server 133.243.238.243 1
Logging 1 1

1 Last Update From 133.743.233.243 :
Packages : T
Password : Last Update Q000 30 ago :
Ports | ___ _lsstAdjustment _ S20793% _ __ _________ :
Reboot
Reset Configuration
Resources
Routerboard

I SNTP Client

o)

@ BNTEALY—VDEEEITVET,

EE*RL'C~ Time Zone Name % |Asia/Tokyo [ZZEELEY

=2 prp ;
Camen | Ll
s e

L MPLS

# Routing
i System
At Upgeade
Cartificates

a4|lT|¥|T

Consnle
Disks
Drivers
Health
Histary

Clock

Time
Tine 101508 |

Date  |ApriUZZ010 |

Clack Time Fone Autodetect +
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CUIZKSEBEARE
LTFOav REAALET,

hEX 1) —X HikinBAE

/system ntp client

set enabled=yes primary—ntp=133.243.238.243

/system clock

set time—zone—name=Asia/Tokyo

27



hEX 1) —X HikinBAE

6. 5. Firewall DE&TEH %

IP=Firewall &R B & Firewall DREEENBEET .

Firewall L—JLIFZ EIZRRENTLNSLDAEMEXEICGY  BEIBRLDIIL—ILHLIEIZALEE
LTLEET,

TR EDIL—ILTRIBENTIGE . TOTOIIL—ILHBERINDZLEHYFER A,
BRIEMZEEFTTHHEE. BEIBMEERLEZVIL—ILERSYS TUORROYTLTREISE
F7,

Fiber Buliss | AT | Mangke | Raw | Service femc || Conreclions | sddrecs LSt | Loyer? Protecok Firewsall
24d Hew | Reset AN Counters al
14 itame
Hre. Owll. o Oul.
= Aacthon Chaln Addres Adddrens Prot.. Sro Poet D, Post Any, Port Inkerf... Tnkerf... Bytes Packets

13z apmeial dumey rube b show Fasttrack counters —'E“] L \

&) o gl ferwand 123 Kifl i1
11 dafond: aocapt etabhshiad, related cnrackad

o 1 W acoept | inout BT KB 3 O0E
iy deefoonl: drog reead il
- o 2 3 crop Input 17208 43
i cerlvonk; soosph [CMF
= 3 v acmept | Ingut 1{iomp om [ 1%
ip cafoond: mocapt o e palicy
- O q W acrapl Mo o8 [ 5‘[-:
1o cafoond: Booapt ool et policy
-lo 5 o acoept | forward ] [ ”LE
ir defronl: fasttrack
L
-0 6 W fasttrack forwand 15558 18 ﬁL
i chrivonk; soceph establizhesd, relsbad, unirascked
-0 T W asreEph farwar 15650 mn
55 deafonl: drog irmalid
. \

- O H W arop T o8 [ 15[‘
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hEX 1) —X HikinBAE

BIZIX, IL—RIZx T B Telnet(TCP:23)EEMLF-LME A IZLL T ORIZHRELET .

General
Chain input v Input ZRRLET
Src. Address  ~ I—RIZxtF %/ VLT Firewall
Dst. Address ¥ F@EALET .
protocol & [/tcp | TCP:23 Z&IRLET
src. Port ¥ TCP:23 58 TD/ V7 yMMI®LT Firewall
Dst. Port & [ 23 | *BEALES.
Any.port ¥
In. Interface
Out. Interface ¥
Action drop v Drop #ZE{RLET,
Log IL—ILIZRRA Ly E BB LET,
Log Prefix ¥
IHH EtBA
Firewall Z#A 3 5/ ybDRNEEVFET
Input: JL—RIZR T B84y
Chain Output: JL—EMSH T/ yk
Forward: JL—2MERiE 9 %/ Vrwk
i;d/r:: Firewall Z5BAT %/ Sy b DAAETE. SEEEIEELET .
Protocol Firewall Z@ A3 57O/ ERELET .
P | Frowal zimAT - EREEELET,
WOL ] Eowall SEAT A STT—REEELET,
Interface
W—ILIZEZET B/ Ty NI B EEVET,
Accept: /Ny EEFE]
Action Drop:/ N7 yhEES

REJECT : /Ny EHEBL THIEAYE—C % E
LOG: /4y 04 %508k

29



hEX 1) —X HikinBAE

o CLUIZKBEBERE
UTDaTUREANLET,
/ip firewall filter

add action=drop chain=input protocol=tcp dst—port=23 place—before=1
¥ place-before=1 EANTEHIET 1 BICEFINIL—ILIYLBEEZEL. CDIL—
IWEBMTHIENHEKET,
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6.6. 44 R—X VLAN DR EH %
LIFDFIDESIZ VLAN BREZ{THOHEZHALET,
-Ether3 :VLAN100 @ Access 7R—b

-Ether4 :VLAN200 @ Access 7R—b

Ether5 :Trunk FR—k

Access VLAN10O
Access VLAN200O

Trunk VLAN100&200

>4
-
<
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Web [ZKBEE A X

@ Bridge=VLANs[&3#RL . [Add New [EHYvILET

hEX 1) —X HikinBAE

- WITETESE

®W Interfaces

J Bridge ” Ports ” Port Extensions || VLANs

%< Bridge

‘+ Switch

| Add New |

* _ DDD

@ VLAN100 ZERLET S
VLAN IDs [Z 100 & A 71, Tagged [Z ether5 & bridge. Untagged [Z ether3 ZERL . OK &4

VILES,
| oK || Cancel || Apply |
Enabled
Bridge
VLANIDs ¥ [100 -
- .
Tagged - .
Untagged - N
Current Tagged
Current Untagged
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hEX 1) —X HikinBAE

@ VLAN200 ZERKLET S
VLAN IDs [Z 200 & A /3. Tagged [Z ether5 & bridge. Untagged |Z etherd Z3ERL . OK %5)
vILET,

| oK || Cancel || Apply |
Enabled

VLAN IDs ¥ (200 -

* | gthert | a

Tagged
¥ |bridge | a

Untagged ™ |etherd | a

Current Tagged

Current Untagged
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@ ether3 M PVID #8%FLZET,

[Bridge=Ports [&#RL . ether3 4w oL ET,

hEX 1) —X HikinBAE

s | eridge | Ports%” Port Extensions || VLANs || MSTIs | port MST Overrides | Filters || NAT || Hosts || MD)
%% Bridge
3 Switch | Add New
1. PPP
16 items
% Mesh
gr v . . Priority
# Interface Bridge Horiz... Trust... h Path Cost
ARP (hex)
Accounting i35 defconf
Addresses =lp] 0 & ether2 bridge no 80 10
Cloud ;11 defconf
DHCP Client -lb| 1 1 & ether3 bridge no 30 10
DHCP Relay ji; defeonf
e | Slp| 1 2 & etherd bridge no 80 0
DNS ;10 defconf
Firewall -lb] 3 & ethers bridge no 80 10
—Ss
PVID % 100 IZE&EL. OK &)y ILET,
| 0K || Cancel || Apphy ‘ |Remave|
inactive
Enabled
Horizon
Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood
Trusted O
Hardware Offload
Multicast Router Temporary Query w
Fast Leave O
Point To Point
Auto Isolate O
Restricted Role O
Restricted TCN O
BPDU Guard O
PVID |100 |
Frame Types [ admit al -
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® etherd M PVID /X FLET,

[Bridge=Ports [&#RL . ethers £ voLET,

hEX 1) —

R ERERBAE

™ Interfaces | eridge | Portsl:\ll Port Extensions || VLANs | MSTIs || Port MST Overrides [ Filters || NAT || Hosts || MD)
%4 Bridge
i Switch Add New
L. PP
16 it
*'2 Mesh items
155 P v PR
- # Interface Bridge Horiz... Trust... ?':m"tv Path Cost
ARP ex)
Accounting i defconf
R aamae -] 0 & ether2 bridge no 80 10
Cloud ;30 defconf
DHCP Client Clel 1 L & ether3 bridge no 80 10
DHCP Relay i3; defeonf
DHCP Server | o] |1 2 & etherd bridge no 80 0
DNS ++0 defconf
izl o] 3 & ethers bridge no 80 10
—Ss
PVID % 200 [ZEREL.OK 0y LET,
R Canial || My | P rivzng |
Inacties
Erablnd
Interlaie athard vl
Errdgu Liridge w |
Hnrlran e
Lmarn Ul w
Minkmoeen Unirast Flood (]
Unknoven Multicast Hood B
Birasdeast Flood ]
Trwsted ]
Hardvanee Crffbnnd ]
—
Mulicast Router Temparary LIy W
Fast Leave ]
Fricrity ED -
Fath Cant i
tntsrnal Fath Cost 1
Edge Ao v
Pairt Ta Pring m
At Tsolate n
Raskriciud Kol ]
Bestricted TCH ]
EPDU Guard u
RN ]
Frames Typss admit al L
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©® Tag VLAN BEBEZHICLET,
[Bridge=Bridge &2 1R L . bridge £ vILET,

hEX 1) —X HikinBAE

W Intarfaces J Bridge l Ports ” Port Extensions H VLANS ” MSTIs " H
#1 Bridge

& Switch | Add MNew || Settings |

. FPR

. : Mash 1 item

= ' i Name Type

ARR

Accounting +i+ defoonf

Addresses || r & bridge % Bridge

Cloud

RITSNDEEZE FIZAY0—)LLT, VLAN Filtering [CFzv & ANET,

VLAN Filtering
EtherType 8100 »
PVID | 1
Frame Types | admit all
Ingress Filtering [
ZTDE.OKEVIVILET,
| Ok lﬁ| Cancel || Apphy | | Remove | | Torch |
running
Enabled
Name |bridge
Type Bridge
MTU b
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WEIZIGLT.VLAN IZIP PRLREERELET,

@ |Inter'Face =>|VLAN ‘EE*RLA Add New [Z#2')yoLET,
- WIrErEss
W Interfaces J Interface ” Interface List ” Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel u VLAN || VRRP ” Bonding || LTE
3% Bridge

& Switch | Add Nei

+ nnn

| 0K H Cancel || Apply | ‘ Torch |
Enabled
Name |vlan100 |
Type VLAN
MTU [1500 |
Actual MTU
L2 MTU
MAC Address
ARP Timeout
VLAN TD (100 |
Interface

© RE#DOFIET VLAN 200 ZERELET,

‘ 0K || Cancel || Apply | | Torch |
Enabled
Name [vlan200 \|
Type VLAN
MTU [1500 \
Actual MTU
L2 MTU

MAC Address

ARP Timeout
VLAN ID (200 ] |
Interface

37
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hEX 1) —X HikinBAE

IP}=[Addresses &2 1R L. [Add New |5 LET,

P addi"

‘& Switch | Add New

~. PPP

— 1 item
o Mesh

2P v 4 Address Network Interface
ARP ;o5 defconf

Accounting - o] © 192.168.88.1/24 192.158.88.0  bridge
Il Addresses

@ Address [ZIP PRLR/H TRy IRU% A AL, Interface [ VLAN ZZEIRL ., OK &49')vY
LET,

| OK || Cancel || Apply | | OK || Cancel || Apply |
Enabled Enabled
Address 1192.168.100.1/24 Address |192.168.200.1/24) ]
Network = Network
Interface Interface

VLAN BIL—F 4T EMZT BI5E & Firewall [CLLTDIIL—ILEEMLET,

Action=drop Chain=forward in—interface=all-vlan out—interface=all-vlan

# Action Chain L Lol I

Out.
Address Address Prot... Src. Port Dst. Port Any. Port

n.
Interf... Interf...
;1 special dummy rule to show fasttrack counters

-1 D 0 passthrol forward
-] 1 8 drop forward

all vlian  all vlan
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CLI ITKBEEFH L
VLAN #{ERLET

SEAE

/interface bridge vlan
add bridge=bridge tagged=ether5,bridge untagged=ether3 vlan—ids=100
add bridge=bridge tagged=ether5,bridge untagged=ether4 vlan—ids=200

PVID #8&ELET .

/interface bridge port
set numbers=1 pvid=100

set numbers=2 pvid=200

Tag VLAN ZH®HIZLET,

/interface bridge

set numbers=0 vlan—filtering=yes

DHEIZHLT.VLAN IZIP PRLRESHRELE T,
VLAN A 87 x—REERLET .

/interface vlan
add interface=bridge name=vlan100 vlan—id=100
add interface=bridge name=vlan200 vlan—id=200

VLAN /28 7x—RIZIP PRLAEZHZELET .

/ip address
add address=192.168.100.1/24 interface=vlan100
add address=192.168.200.1/24 interface=vlan200

VLAN BL—T AT e BT HIBEE XU TERELET . BERSZEDH)

/ip firewall filter

add action=drop chain=forward in—interface=all-vlan out-interface=all-vlan place—before=0
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6.7. DHCP H—N\DEEHE

Web [ZKBHEREHE

[ J
@ [P=DHCP Server [£#iRL.[DHCP Setup[&4voLET .
@ DHCP H—/\&H/ELI- LA HT—REBIRLET

Select interface to run DHCP server on

DHCP Server Interface bridge-vlan100 r

@ DHCP H—N\EHRET BRI T—ADSYNT—9FANLET,

Select network for DHCP addresses

DHCP Address Space 192.168.100.0/24

@ DHCP 954 TF7 MBS TR — b, 94 DTRLRAEAALET,

Select gateway for given network

Gateway for DHCP Network 192.166.100.1

® DHCP H4S5AF7UNZEIYXETAIP PRLADEHEELRELET,

Select pool of ip addresses given out by DHCP server

Addresses to Give out ¥ |192.168.1 2-192.168.1.10 \ a

® DHCP O5ATF72MZEIYXHTSHDNS H—/\OF7KLRZADLET,

Select DNS servers

DNS Servers ¥ |8.8_8.8 ‘ -

@ TRLRDY—REREEHELET,

Select lease time

Lease Time 00:10:00
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CUIZKSEBEARE
IP 7RLRT—ILEEMLET,

/ip pool
add name=vlan_100 ranges=192.168.100.10-192.168.100.100

DHCP H—/N\& R TET DA TI—RAEFHELET,

/ip dhcp—server
add address—pool=pool_vlan100 disabled=no interface=bridge—vlan100 name=dhcp—vlan100

FYRT—IFRLA, T4 —k9 A DNS H—N\EFHRELFET .

/ip dhcp—server network

add address=192.168.100.0/24 gateway=192.168.100.1 dns—server=8.8.8.8
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hEX 1) —X HikinBAE

6.8. XEDBIES

o Web|ZkABREAE

@ lSystem=>Reboot "E’E?Rbiﬁ'o

@ MEREETOKEIIYITIERKOBRINTIET,

192.168.88.1 DAE

Do you want to reboot the router?

o CUIZKBRERE
UTDavrEANLET,
/system reboot
Reboot, yes? [y/N]: y —HERBERMNKRRINI=L"Y'EANLET,

system will reboot shortly

6.9. KADOMHLHE

o Web [TKAEREAZE

@ ‘System=>Reset Configuration ‘EE*RL?TO

® ‘Rest Configuration ‘%7'}“)7[.,??_0

@ HREETOKEIYITBEREODYLATIET,
_DF ‘Keep User Configuration ‘(:9’-1‘77"&]\%6&\ A—YThOUMNEREERLI-FEZ
DDEREZNHILT HTEAHEFET,

Reset Configuration

:Reset Conﬁguratl‘or:l\J | Cancel |

Keep User Configuration

o CUIZKBIB/ESHE
UTFDaATUREAALET,
/system reset—configuration
Dengerous! Reset anyway? [y/N]: y —HERERARIRIN=L"Y'ZAHALET,

system configuration will be reset
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6.10. BED/N\VHTVS
@ [Files E®IRLET
@ [Backup[E¥UwHLET,

h

EX ) —X HikinBAE

=3 PPP —

pr— | Backup | Upload: | T7LZER | BRENTVEEA

sl 1p >

7 MPLS - 4 items

42 Routing > 4 File Name Type

o System = = 3 flash disk

e Queues - [F flash/auto-before-reset.backup backup
4i» DoflX 5] 3 flash/pub directory
L] Files = [ flash/skins directory
|5| Log

Size

18.8 KiB

Creation Time

1an/01/1970 09:00:07
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

@ Name (SRS 277 1)L8%EANL T Backup 7Y vILET .
T7M4IVEESIET HIFZBE L. "Don’ t Encrypt” DF vV %L, Password Z A FILET,

| Backup || Cancel |

Name a |2020_01_01_backup

Password -
Encryption

Don't Encrypt

@ DPownload [E5Y v LT, Rys Ty T I7 4 LEyaAVIZEHUO—RLET .,

| Backup | uplosd: | J7LEER | ERENTUEEA |
5 items
i File Name Type Size
- B 2020_01_01_backup.backup backup 13.2 KiB
-l [0 flash disk
- B flash/auto-before-reset.backup backup 18.8 KiB
- O flash/pub directory
- 3 flash/skins directory

Creation Time

Sep/17/2020 1?:45:48
Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

X BEFEMELCT EE. N\VITYTIFAILIZIL—E2DSEIBRINETOT. BT 4HO

—kFLTLZELY,
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6.11. HmEDVAM?

hEX 1) —X HikinBAE

BREDNYITITYRLTIX, 1\vIT7VvTTTD MAC PRLRIERET/N\VIT7vITENn5T=
D INVITITTDIL—ERE) AT EDIL—ED R DR DIZE VAT EDIL—E2D MAC
FRLREHRN EEEShFET,

@ Files[&@IRLETS .

@ PFAIEEIR #9)v LT VAV EDNYITYTI7AINEIL—RIZ7yvTO—KLE

a—o

=3 PPP
Tegmesh | | Backup | upload: | F7LEER |BRENTLERA
5 1P > bs
77 MPLS > 4 items | uploaded
4% Routing - i File Name Type
o System > | 3 flash disk
Q Queues = [F flashfauto-before-reset.backup backup
4+ DotlX -l [ flash/pub directory
L] Files - [ flash/skins directory
|| Log
[

Size

18.8 KIB

Creation Time

Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 _Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

Q@ 7y7O—KFMRETLEL, YRMIEBMEN=N\VITYTI7AILED )V ILET,

| Backup | Upload: | TP ALEER |BRENTLEEA

5 items | uploaded

Creation Time

Sepf17/2020 17:50:47  Download

i File Name Type Size
-] B 2020_01_01_backup.backup backup 13.2 KiB
E [ flash disk
-] B flash/auto-before-reset.backup backup 18.8 KiB
- 0 flash/pub directory
-] 3 flash/skins directory

@ [Restore[& ¥ vILET

File Name

Type

Size

Creation Time

‘ Close | ‘Remnve| ‘Restorﬂ

2020_01_01_backup.backup

backup

13.2 KiB

Sep/17/2020 17:50:47

Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

® Restore[&ovILET , BEBILEITOTVBIBAL Password EANILET
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| Restoﬁ || Cancel |
Backup File |2020_01_01_backur v |
Password ¥

® WEREET

@ BEPNT

OKZEVVYITHE VAT ZRIBLEE THEZLET

TLI=b, EEA LS Terminal ERIRL T, UTFOIATUREANALET,

interface ethernet reset-mac-address 0,1,2,3,4

Quick Set

WebFig

Termingal
T

admin@MikroTik] » interface ethernet reset-mac-address 0,1,2,3,4
admin®ilkraTik] > |

CDAIVREETTAHIET.MAC FRLRERETLEEZEETIN TV -HED., #BIERED
MAC ZRLRIZERS ZEMNHEFET,

% Bonding

Interface ZYERL TLMV=1ZE (X, COFIET MAC ZFRL AL WHEShEEA

D T. Bonding 12471 —X%— B Disable IZL. FBE Enable [ZLTLEE0Y,

[
W Interfaces
%% Bridge
‘L Switch
. PPP
% Mesh
= 1p

MPLS

J Interface ” Interface List ” Ethernet ” EolIP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP Bonding LTE L

| Add New || Monitor Slaves |

1 item

4 Name Type MTU Actual MTU L2 MTU Tx

bondingl Bonding 1500 1500 1596 0 bps 512

I Routing

ERE
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6.12. Router0S MF7YFJL—F
@ [Files E®IRLET

hEX 1) —X HikinBAE

KFPITTU—RI7MIIE LT HEM HP OF IV A—RFR—SDH0ESFIAIESLY,

37 Bridge R
= | Backup | upload: | T7MILEER | BRENTLEEA |
. PPP
*® ach 3 items
s > 4 File Name Type Size Creation Time
MPLS > 7 flash disk Jan/01/1970 00:00:08
J* Routing [ J flash/auto-before-reset.backup backup 8.3 KB Jan/01/1970 00:00:08 Download
System > 7 flash/skins directory Janf01/1970 00:00:08
& Queues
@ Dot1X
B Files
Q@ PrAINEEREY)VILET,
Q@ F7—LYITT7IFTAVERRLT FEYIvILETS,
| ] routeras-mmips-6.48.2.npk 2021/04/28 14:27 NPK J71 )l 10,276 KB

T4 &N | routeros-mmips-6.48.2.npk

v| [FRToTRL 0

B0 Fooall
BLIEN

@ 7v7O—RLIE=774AEELEITEMEN, "uploaded” ERTESNT-CEEHERLET,

4 items | uploaded

& File Name Type
- 7 flash disk
J flash/auto-before-reset.backup backup
- 1 flashyskins directory
j |'|, routeros-mmips-6.48.2.npk +ackage

Size

8.3 KiB

9.2 MiB

® |System=>Reboot "E7U“J7LM FERE®EmTOKEV)vILET,

192.168.89.1 DAE

Do you want to reboot the router?

KRN -
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Jan/01/1970 00:00:08
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® |System=>RouterBOARD ‘EE?RlA 57') voLET,

| Upgrade ‘ Settings || USB Power Reset H Mode Button || Resst Button |
RouterBOARD
Model RB750Gr3
Revision r4

Serial Number D5030C0DA4BE

Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.46.6
Upgrade Firmware 5.48.2

@ HREENIRTEINETDT.0KEVVILET,

192.168.89.1 DARE

Do you really want to upgrade firmware?

OK ol

r
|System=>Reboot ‘E7U“J7L~ FEREm T OKEIvILET,

192.168.89.1 DAE

Do you want to reboot the router?

KRN -

©) |System=>RouterBOARD "EE?RLA Current Firmware MEREFT/\—2avIZHlYEH->TLNVSC
EEHERLTVET,

RouterBOARD
Model RE750Gr3
Revision r4

Serial Number D5030C0DA4BE

Firmware Type mt7621L
Factory Firmware 6.46.6
Current Firmware 6.48.2
Upgrade Firmware 5.48.2

47



hEX 1) —X HikinBAE

7. DDNS #eEDRFE A&

AN A R— YRR INTUVSIEE . DDNS # R ELCRER AR EWMETHIEAH
XFzT,
Z O DDNS H—E X[ Mikrotik ftMNIRELTWVA Y —E R T FIARSERELETE A,

7.1. DDNS #EEDE$(Web DIHFE)
© [P=Cloud £:#1RL . DDNS Enabled||<F rv 0 E ARET,

Cloud

| Apply | |Force Update‘

updating...
DDNS Enabled

DDNS Update Interval ¥

Update Time
Public Address 0.0.0.0
DNS Name

Use Local Address O

@ [DDNS Update Interval [IZ[&. IP 7KL RIZEL AR AER T DRIBEAALET .
AEEEZ NATEC T TRAYSERIE. BT RELGRELLBYET,

| Apply | |Fu:ur-::e Update|

updated | Router is behind a NAT. Remote connection might not work.

DDNS Enabled

DDNS Update Interval a |U¢}:1}U:11}

Update Time [

Public Address
DMNS Mame .mynetname.net

Use Local Address O

¥ 1EELT-FEFET. "cloud2.mikrotik.com”[Z UDP:15252 /34y (100byte F2EE) & 2{ET S
KIZHYET,
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hEX 1) —X HikinBAE

@ L—ABAUE—RYNIEHESNTOSIHE . B EDH Force Update &9 w03 %2ET
BEEFARBERGHEET
BEEFASVBIEBTUTDESITHEYET,
[(AARD )T IILES].sn.mynetname.net

Cloud

| Apply | |Force Update.

updated
DDNS Enabled
DDNS Update Interval
Update Time

Public Address 146.99.216.76

DNS Name aSlS_.sn.mynetname.net

Use Local Address L
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1.2. DDNS #eEDEZI(CLI DIBE)
(D DDNS #EEZBMICL T IP PRLRIZEEN GO ER T ARBEANLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=30s

@ Zﬁ'—gxﬁﬁﬁgﬁbf—;o
/ip cloud

print

Ladmin@ikroTik] > /ip cloud
Ladmin@MikroTik] Zip cloud> print
ddns-enabled: ves
ddns-update-interval: 10s
update-time: no

dns-name: cmvnetname. net

status: updated
warning: Router is behind a NAT. Remote connection misht not work.
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hEX 1) —X HikinBAE

8. R—,ITAD—FT 4T DERES
R—h A T—F 4T DRERFFHRBALET,
8.1. R—FIAT—T 12T DETEWeb DIFE)

@ [P=Firewal>NAT [£#RL. [Add New [V ILET
@ NAT QJIL—)LEEBMLET, ({5l : TCP:50000 % 192.168.88.253 [ZT#4 T —K 3 3)

Enabled

Chain ‘dstnat Chain (& dstnat #:&iRLET,

Src. Address v

Dst. Address v

Protocol

»

Src. Port hd

~—
] ‘6 (tcp) ﬂ—» FOrLEERLET .
—

Dst. Port & [ ]/50000 R EEERELET.

Action | dst-nat Action [% dst-nat £@IRLES

Log ]

Log Prefix

To Addresses  a |192.168.88.253 —|—>7ﬂ—ﬁﬁm|p FRLREAALET,

 IAT—FEDR—FESEANLES,

To Ports & |50000

@ NAT DJL—)LEEMLET . (TCP:50000 % 192.168.88.253 IZTJAT—K9 3)
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hEX 1) —X HikinBAE

8.2. IR—rIAT—FT 12T DERFECL DIFS)

@

NAT D JL—ILEEBILET , (TCP:50000 % 192.168.88.253 [CT74+T—K 3 3)

/ip firewall nat
add action=dst—nat chain=dstnat dst—port=50000 protocol=tcp to—addresses=192.168.88.253

to—ports=50000
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9. L2TP/IPSec ZfEALT-JE—

hEX 1) —X HikinBAE

K74+ X VPN OREAHE

AHEIZT)E—F7HU12R VPN ZERIRT B HEFHBALET,

1. L2TP/IPSec VPN H—/ DR E
IL—3DERTE (Web DIFE)

©® e &«

[IP=Pool [E#RL. [Add New [ v oLET,
Pool £ & Addresses ZE%EL. 57')“}7L$3—o

C DHEf Addresses [Z[E, VPN OSAT7UMZEIYLETAIP PRLADEHEEZHELET .

IP Pool <RoadWarrior>

Laly || Canceal “ Apply | IREiTiuve|
Name |HoadWarrir:rr |
Addresses ¥ |102.168.80.10-192.160.80.| «

& | none r

Mext Pool

Comment |

@ [PPP=Profile %2R L . [Add New 7w ILET

@ TRZESEICRELET.

PPP Profile <RW-c

ook .[f‘nnmIH Apphy ] |.F|.p|1'|m.'p|
General
Mame RW-cfg TOI7AINBERELET .
Local Address o 182,168,801 v | VPN 9547 UMNIRESNST 741
Remote Address & |RoadWarrior v FMr—bozAZHRELET,
Bridge ¥
VPNISAT7UMIEIYETSIP7RL
Bridge Port Priority hex
A® Pool #BELET
Bridge Path Cost = .
QDO FEIETER LT Pool Z&IRLE
Bridge Horizon >
ED
Incoming Filber =
Outgoing Filker
Address List *
Interface List
ons server  ~ 6668 VPN 954 F7 U MNIEEE SN S DNS H

—NERELFT



hEX 21)—X ERikEREAE

® PPP=Interface &R L. [L2TP Server Vv ILET,
® THEZESEBIZERELEY.

| Ok ][ Cancel] Apply |

Enabled

Max MTU

Max MRU

MRRU

Keepalive Timeout
Default Profile

Max Sessions

Authentication

Use IPsec

IPsec Secret

Caller ID Type

FIvIEANTT,

L
11450
11450
- (30
| Rw-cig v @O FIETIHERLET0
T7ANVEERLET
# mschapz mschapl B AREBIRLES,
chap pap
es__ T Yes &ERL. L—HLvh

(BRTHAF ) EREL

9,
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hEX 1) —X HikinBAE

@ [P=IPSec|&&IRL . Proposals &/ v ILET,

Default #71)voL., TRZESEIZHRELET,

default
Enabled
Name default
[ Jmd5 fdshal
Auth. Algorithms [ Inull [ ]sha256
[ |shas12
[ Inull [ |des
4 3des [ Jaes-128 cbc 5 34es & aes-256chc
|:|ae5—192 cbe aes—256 che FRIRLET .
[ |blowtfish [ Jtwofish
Encr. Algorithms [ Jcamellia-128 [ |camellia-192
[ Jcamellia-256 [ |aes-128 ctr
[ Jaes-192 ctr [ |aes-256 ctr
[ Jaes-128 gcm [ |aes-192 gcm
[ Jaes-256 gcm
Lifetime
PFS Group none v » None ZZEIRLET,
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© [P=IPSec[&RIRL . Profiles E2vILET,

Default #71)voL., TRZSEIZERELET,

hEX 1) —X HikinBAE

default

Name

Hash Algorithms

Encryption Algorithm

DH Group

Proposal Check

Lifetime

Lifebytes

NAT Traversal

DPD Interval

DPD Maximum Failures

default |

[ ]des ¥ 3des

" |aes-128 " |aes-192

U ':I 3des & aes-256
Fdaes-256 [(blowfish __{

(Jcamellia-128 [ Jcamellia-192 TERLET,
[ Jcamellia-256

[[Jmodp768  @gmodpl024

[Jec2n155 [ Jec2n185

[Jmodp1536 [ |Jmodp2048

[(Jmodp3072 [ Jmodp4096

[Jmodp6144 [ Jmodp8192

[ Jecp256 [ Jecp384

[ Jeep521

1d 00:00:00

120 vls

5 |

D FPP=Seorets[HRRL. [Rad New e 5105 LE

@ THESZEICHRELET.

PPP Secret <user=>

| Ok H Cancel H Apply | [Hemn-.rel
Enabled o
Name luser |

Password &

Service

Caller ID *

Profile

A—HE IRRT—FEE

ELET,

I2tp r

L2TP Z:&RLET .

| RW-cfg

\4

DOFIETHERLI=TOT7

v

AIVEERLET
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® [P=Firewall &L . [Add New[EHwILET,

UTD@YIZIL—ILEEBEEL. TIAHILNTHEETS ‘drop all not coming from LAN ‘0))'/—)[/
KYELEIZFSY Y LTERELET .

add action=accept chain=input dst-port=500,1701,4500 protocol=udp

hEX 1) —X HikinBAE

Enabled

Chain

Src. Address

Dst. Address

Protocol

Src. Port

Dst. Port

4

input v

4

(117 (udp) "]

-

a [|500,1701,4500 |

QDOFIETHERLIZIL—IL

o cefoonf drop all not coming from LaN

=l Bbicont: d#dp all Mt EBAning fSth LAN QL — 1L sV LISRET 5.
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*

hEX 1) —X HikinBAE

I—3DEXFE (CLI DI5HE)

VPN THEELI-A—HFITEYETH P PRLADT—ILEERLET
/ip pool

add name=RoadWarrior ranges=192.168.89.10-192.168.89.20

PPP JO774/4 VEERLET .

/ppp profile

add name=RW-cfg local-address=192.168.89.1 remote—address=RoadWarrior dns—server=8.8.8.8

L2TP H—/N\A BT —RERELET,

/interface |2tp—server server

set enabled=yes authentication=mschap2 default—profile=RW-cfg ipsec—secret=123456

use—ipsec=yes

IPsec @ proposal FXEZEELFET,

/ip ipsec proposal

set auth—algorithms=shal enc—algorithms=aes—256—cbc,3des pfs—group=none

IPsec M profile BREZXZEELET .
/ip ipsec profile

set hash—algorithm=shal enc—algorithm=aes—256,3des dh—group=modp1024 nat—traversal=yes

PPP 1—H%EMLET,
/ppp secret

add name=user password=password profile=RW-cfg service=I2tp

T7AT 04— ILDIL—ILEBMLET,
/ip firewall filter

add action=accept chain=input dst—port=500,1701,4500 protocol=udp place—before=1
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9.2. L2TP/IPSec VPN 4547 rDERSE

*

AR—bk24+> D15 E (iPhone)
O BRE=VPNEERL.
ofl au 40 13:38 o 100% +
BE
mAE

______________________________

294~ L
H D [

@ THZESHEICRELTT,

aal 3 40 13:39 1000 ) +
WREEBM %
v
R hEX

FHOwk user \
RSA SecuriD
KA | 3

Y=ZLyk ssssenes

3_0

TATOES EXE

giwlelrjtiyviulijolp
ajs|diflalhlilk]l

g Z Ixiclvibinim s
123 28 &3
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hEX 1) —X HikinBAE

VPN B - ERYTLET .

il au 40 13:38 & 100 +
£ VPN
R

L, L2TPZERLET,

> EEOHBAEANLES,

_+»—90)7‘n—/m IP PELRBLERRNEEAALE

& PPP=Secrets THEL-1—
17 HRESRTI—REAALET,

» PPP=Interface=>L2TP Server TEEELT-
IPsec Secret #AHLET,



hEX 1) —X HikinBAE

@ VPN BH=>KROERIZHHHREELYT T HE VPN —/REERSNES,

ofl ac 40 (2R 13:39 @ 100 +

' VPN

___________

@ YV HEAYTTERE RATF—RARANHERTEET,

ol 2 A0 (9 13:52 & $00% .
< VPN hEX
L
Fhoub
PRLA +—— > IP=Pool £ PPP=>Profile TREL =25
DIPFELAMNEIYE TSNS,

ELAoh]
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hEX 1) —X HikinBAE

¢ Windows10 DIBS
D BEE2>FRYNT—HEL8—FyR=VPN[EEIRL. VPN B BT A&V UvILET,
@ THEEBECHELET.

VPNEEEZE N
VPN O/ 45—

EEDZEZEAALET,

YR EEET LA

VPNOES

FRMHEXBAEXF—FFE-o I
L2TP/IPsec ZEiRLET,
SR a -

PPP = Interface = L2TP
Server T & & L 7= IPsec

Secret # AILE T,

YA EROER

PPP=Secrets TiEEL-
SERT-R AT —HRENRRT—REAALE
00000000 ERS

v T NERERTFS S

@ FETEDFTLar ez EESHEVIVILET,

TATI-DAT3aVEEET S

HEEDFHEATVIVELTETS
FYRI-DERERLYF-

Windows JP1 74—l

@ KIFEMERLI- VPN EROTONTAEREET

61



hEX 1) —X HikinBAE

® tFxa)TRIIZT. " ROTOraILEHRT 5 58IRL .
Microsoft CHAP version 2(MS—-CHAP v2)IZFzvHo% AN T, OKE9')vHoLET,

3 hEX@TFO/(Fo %

£ ATvay BRVTM pebo- H#F

VPN DES(T):
IPsec R BLELA - 2 RyFUYY FORIN (L2TP/IPsec) ~
HHEEES
F-SMESLD):
EES{kid&rEAlE (EELELTHERLE ~
=
O IEZA SO (EAP) EES(E)
JOAFA(R)

® ROFORIESFATSP)

[ ESenTWEWIAT-F (PAR)U)
OF vl vy Ny Fo HZEFarI) (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Windows QOJAYELIAT-F (BLUFAM U HEEEEF
FAL ) EEEHIITESA)

ok N | Feven

©® #EHLES.

O-Z-D hEX
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hEX 1) —X

kRS

10.EolP/IPSec Z{FE AL I-#LmBIR—t 5 A2+ VPN DERE S %

LTDRYNI—ORESZE(Z. Mikrotik DI E VPN T&HS EolP & IPsec ZEAL T2 AET
B—tJ AULD VPN Z#1BET A EZHBALET,

RouterA
WAN:10.10.10.1/24
LAN:192.168.88.1/24

PC-A
192.168.88.11/24

s EEg
o * "EolP Tunnel’ "% |

PC-B
192.168.88.12/24

RouterB
WAN:10.10.10.2/24
LAN:192.168.88.2/24

PC-C
192.168.88.21/24

DNS Servers

MAC Address

IP Address

Netmask

DHCP Server

NAT

B3:69:F4:86:71:84

192.168.88.1

| 255.255.255.0 (/24)

4

10.1. RouterA ME’TE (Web DIFS)
@ Quick Set [ZTIP PRLRERELET,
Mode ® Router Bridge
Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 1255.255.255.0 (/24) ¥ |
Gateway  |10.10.10.254 |
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hEX 1) —X HikinBAE

® |Interface=>EoIP Tunnel ‘§5§¢RL~ §7U wILET,
Q THRZESEIZKRELEY,

Enabled
Name |eoip—tunnel1
Type EOIP Tunnel
MTU ¥
Actual MTU 1408
L2 MTU 65535
MAC Address [FE:OD:FA'A5:83:9F |

ARP Timeout ¥

Router A WANI7FL REAALET,

Local Address ¥

Remote Address |10.10.10.2 | Router BOWANI7ZRLRZAALET,
Tunnel ID |‘| | EFEDLRILIDEAALETS,
IPsec Secret & | ...... | Tunnel ID & IPsec Secret [T A D IL—43

| TRLEICT 2B ENHYFET

Keepalive & |00:OO:10 | |10
DSCP | inherit ~ |
Dont Fragment no v
Clamp TCP MSS
Allow Fast Path O FvoENLET,

@ [Bridge=Ports [&;ZRL. [Add New [ ILET

® THZESEITHRELEY.

Enabled v

Interface | goip-tunnel1 | {ERLTz EolP /2371 —R% FRTS

th R—rHO BT 2T UV ERLET Y

ICEEBLET,

Horizon ¥

Learn auto v
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hEX 1) —X HikinBAE

® [P=Firewall fBIRL . [Add New &4 ILET,

@ LUTOBYIZIL—LEBEL. TI4)LTEET % [drop all not coming from LAN |0 J)L—)L
FYHLEIZRSYILTERELEY

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ifiress Rssress Prot...
;+: special dummy rule to show fasttrack counters
= D 0  passthrol forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept input
.+ defconf: drop invalid
-] 2 ¢ drop input
.+ defconf: accept ICMP
-|p] 3 & accept | input 1 (icmp)
-| o] 4 « accept | input 47 (gre)

;+» defconf: drop all not coming from LAN

|| 5 ¥ drop input

drop all not coming from LAN D JL—JL &Y EIZEEE T S,
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hEX 1) —X HikinBAE

10.2. RouterB ME&TE (Web DIFE)
@D Quick Set ICTIP PRLRZFHZRELET .

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.2 |
Netmask 255.0.0.0 (/8) |
Gateway 10.10.10.254 |

DNS Servers v

MAC Address B8:69:F4:81:D0:26 |

IP Address 192.168.88.2 |

Netmask 255.255.255.0 (/24) v |
DHCP Server O
NAT v
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hEX 1) —X HikinBAE

® |Interface=>EoIP Tunnel ‘§5§¢RL~ §7U wILET,
Q THRZESEICEKRELET.

Enabled
Hame enip-tumnel
lypes EnlP Tunine
MTU -
Actual MITU 1=03
L2 MTU 65535
MAC Address FE DC:CEBXET 13 |

ARP enabiad v|

ARP Timeout =

Router BOWANEI7RFLREAALET,

Local Address L

Remote Addross 10.10.101 ] Router A WANI7RFL REAALET,
Tunnel TD 1 | EE,:EL\O) k2L ID é)\j] l/ss_gl-o
IPsec Sooret a0 mie | Tunnel ID & IPsec Secret (XA D IL—4
Keepallve & 000010 | [10 | TRUCEICT2RENHYET,
psce inkert v
pont Fragment m v
Clamp TCP MSS
Allow Fast Fath | FvoEHLET,
@ [Bridge=Ports &EIRL . [Add New EHUvHLET
® THRZESEIZHKRELET.
Enabled v
Interface | goip-tunnel1 | {ERLTz EolP /2371 —R% FRTS

th R—rHO BT 2T UV ERLET Y

ICEEBLET,

Horizon v

Learn auto v
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hEX 1) —X HikinBAE

® [P=Firewall fBIRL . [Add New &4 ILET,
@ LUTOBYIZIL—LEBEL. TI4)LTEET % [drop all not coming from LAN |0 J)L—)L
FYBLEICFSYILTERELEY,

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ictiress ggﬁress Prot...
;+: special dummy rule to show fasttrack counters
= D 0 passthror forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept  input
.+ defconf: drop invalid
jﬂ 2 *K drop input
.+ defconf: accept ICMP
-|p] 3 o accept | input 1 (icmp)
—| D| 4 o accept | input 47 (gre
;+» defconf: drop all not coming from LAN
jﬂ 5 K drop input

drop all not coming from LAN D JL—JL &Y EIZEEE T S,

JEER: EolP Tunnel #EFEFIZ IPsec Secret ZAALGEMOI-5HH . BESILEL T EolP Z1EE
HEFTH RABEDS T4 I BEEILBLTEZEINET,
& 2% EolP Tunnel E%RXIIL—T vk
T—F E51t RouterA=>RouterB RouterB=RouterA
EolP L 585Mbps 545Mbps
EolP/IPsec Y 36.7Mbps 36.9Mbps
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10.3. RTF—RADHEZE (Web DIFE)
|Inter'Face=>EoIP Tunnel "Eig?ﬂb~ UTOEmE#EZELET,

@ EolP b JLIEE B (Running DREHNH D)

hEX 1) —X HikinBAE

Actual

4 Name Type T L2 MTU Tx Rx
-|p] eoip-tunnel1 EolIP Tunnel 1408 65535 | 62.7 kbps 5.4 kbps
@ EolP FoRILFEEH ALK (Running DRRHAELY)
Actual
4 Name Type T L2 MTU Tx Rx
-] eoip—tunnell EoIP Tunnel 1408 65535 | 0bps 0 bps
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10.4. RouterA MEX5E (CLI DIBE)

LAN D IP PRLRAEWAN D IP PRLREHRELZET,

hEX 1) —X HikinBAE

/ip address
set numbers=0 address=192.168.88.1/24
add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

WAN ) DHCP-client #geZEMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

LAN ) DHCP-Server #EeZ EMIZLET .

/ip dhcp—server

set numbers=0 disable=yes

EolP o R ILEFERRLET .

/interface eoip

add name=eoip—tunnell remote—address=10.10.10.2

allow—fast—path=no keepalive=10s,10

tunnel-id=1

ipsec—secret=123456

FEA:

1) Fast-path #8E(J IPsec NEMDIGEITEFERALERIE A
2) BBk (IPsec) MFENIZEE L. ipsec—secret THIKLET .
3) remote—address [$4F AALEITNIFTHRYER A,

4) tunnel-id [& RouterA & RouterB TWAF B LICLTLIEELY,

EolP % Bridge IZ:B/MLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

=1 —

NTP 54T rDEZREEEBMLET , BITIL, ntp.nictjp Z{EH)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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10.5. RouterB MEXFE (CLI DIFE)

LAN D IP PRLRAEWAN D IP PRLREHRELZET,

hEX 1) —X HikinBAE

/ip address
set numbers=0 address=192.168.88.2/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

WAN ) DHCP-client #geZEMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

LAN ) DHCP-Server #EeZ EMIZLET .

/ip dhcp—server

set numbers=0 disable=yes

EolP o R ILEFERRLET .

/interface eoip

add name=eoip—tunnell remote—address=10.10.10.1

allow—fast—path=no keepalive=10s,10

tunnel-id=1

ipsec—secret=123456

FEA:

1) Fast-path #8E(J IPsec NEMDIGEITEFERALERIE A
2) BBt (IPsec) MFENIZEE L. ipsec—secret THIRLET .
3) remote—address [$4F AALEITNIFTHRYER A,

4) tunnel-id [& RouterA & RouterB TWAF B LICLTLIEELY,

EolP % Bridge IZ:B/MLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

=1 —

NTP 54T rDEZREEEBMLET , BITIL, ntp.nictjp Z{EH)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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hEX 1) —X HikinBAE

10.6. RTF—2ADHERE(CLINIBE)
UTDavT U RrEANLET,

/interface eoip print

@ EolP b2 JLIEHE K (Running DRTRNH D)
[ @ 1=

Flags: X - disabled, R - running
8 R "epip-tunnell" auto 1408 65535
FE:BD:FA:A5:83:9F enabled auto default

off 5s 5m
0.0.0.80 192.168.0.182 1 l168s,18
inherit = no "123U56"
no

@ EolP b JLIEE FE LB (Running DRRHELY)
[ @ 1=
[ @ ] =
Flags: X - disabled, R - running
2] "epip-tunnell" auto
FE:BD:FA:A5:83:9F enabled default

off 5m
0.0.0.0 192.168.0.182 1 l6s,18
inherit = no "123U456"
no
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hEX 1) —X HikinBAE

11.889 IP DE/NSILIL—3%ERALT- EolP/IPSec DERTE S %

UTDRYEI—HHESE(IZ, Mikrotik DI E VPN T#HB EolP & IPsec AL T IP &
BDOENAILIL—2ZHTO VPN 2 ET5HEZE5HBLES .

WANIF WAN TP
BHMIIP(DDNS) HRIIP(DONS)
/ |
| WAM TP

WaHN IP
152.168.0.101
Rouler A
s

|

4)))
/xfzﬂxmm 5
LAM TP
LAN I
192.168.848,1
192 1&66.0.10

LB —Fw b

EalP over IPsec VPN

(@ =R

\ e A

\ 192.168.0.101
Router B

A ILIL— L&MW IP
LaM.Iz 182 .162.68.2
192.165.0.10

o

192.168,1.10,24

R T A ey 0

&/

192.168.1.20/24

¥ FHRTBE/NMILIL—EH Symmetric NAT E—RKDIHE . Cone NAT E—KRIZEEFETEHINE

AHYET .
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hEX 1) —X HikinBAE

11.1. RouterA DERE

LAN D IP PRLRAEWAN D IP PRLREHRELZET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ TIAIRT—FYITAIZENCILIL—ED LAN Bl IPEADLET,

/ip route
add distance=1 gateway=192.168.0.10

WAN @ DHCP-client #BeZ EIZLET,

/ip dhcp—client

set numbers=0 disable=yes

@ LAN 0 DHCP-Server #4REZESNIZLET,

/ip dhcp—server

set numbers=0 disable=yes

@ DNS Server Z5RELET,

/ip dns

set servers=8.8.8.8

@ DDNS #gex A LET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #Eex AT AET. BT O—NIL IP ZBEEDHRANE TR TENHEET,
HRARRIZEE T, IL—E2D )T ILES> sn.mynetname.net MENY HTSNET,
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hEX 1) —X HikinBAE

EolP ho RILEIERLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router B M /1) 7 JL & B >.sn.mynetname.net

tunnel—-id=1 ipsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FER:
1) Fast-path #gEIXEREEEF A,
2) ipsec—secret (21, KYFREG/NRT—FZE A DL TLIZSLY,

3) tunnel-id [& RouterA & RouterB TiA T RICIZLTLIEELY,

EolP % Bridge IZ:8NLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—ILEEMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 hDREEEBMLET , (FITIE. ntp.nictjp Z{EA)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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hEX 1) —X HikinBAE

11.2. RouterB DERE

D LANDIP PRLREWAN D IP PRLRZEERELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ TIAIKT—FYITAIZENRLILIL—ED LAN Bl IPEADLET,

/ip route
add distance=1 gateway=192.168.0.10

3 WAN O DHCP-client ¥R &SN LET S

/ip dhcp—client

set numbers=0 disable=yes

@ LAN O DHCP-Server #4REZESNIZLET,

/ip dhcp—server

set numbers=0 disable=yes

® DNS Server ZFRELET,

/ip dns

set servers=8.8.8.8

® DDNS #gex A LET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS #Eex AT AET. BT O—NIL IP ZBEEDHRANE TR TENHEET,
HRARRIZEE T, IL—E2D )T ILES> sn.mynetname.net MENY HTSNET,
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EolP ho RILEIERLET,

/interface eoip
add name=eoip—tunnell remote—address=<Router A @D 1) 7 JL & B > sn.mynetname.net

tunnel—-id=1 ipsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FER:
1) Fast-path #gEIXERHEEFEF A,
2) ipsec—secret (21, KYFREG/NRT—FZE A DL TLIZELY,

3) tunnel-id [& RouterA & RouterB TiA T RICIZLTLIEELY,

EolP % Bridge IZ:8NLET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT 94— ILIZIL—ILEEMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 hDREEEBMLET , (FITIE. ntp.nictjp Z{EA)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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11.3. RT—R2RADHERE
UTDavT U RrEANLET,

/interface eoip print

@ EolP b2 JLIEHE K (Running DRTRNH D)
[ @ 1=

Flags: X - disabled, R - running
8 R "epip-tunnell" auto 1408 65535
FE:BD:FA:A5:83:9F enabled auto default

off 5s 5m
0.0.0.80 192.168.0.182 1 l168s,18
inherit = no "123U56"
no

@ EolP b JLIEE FE LB (Running DRRHELY)
[ @ 1=
[ @ ] =
Flags: X - disabled, R - running
2] "epip-tunnell" auto
FE:BD:FA:A5:83:9F enabled default

off 5m
0.0.0.0 192.168.0.182 1 l6s,18
inherit = no "123U456"
no
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12.L2TP/IPSec Z{E AL -#L [ VPN D& EF %

LUTDORYEI—IEESEIZ, L2TP/IPsec ZFE AL T2 AR D VPN Z1EE T 54 E % HAL
Y,

Internet RouterB

WAN:10.10.10.2/24

- e LAN:192.168.89.1/24
Routerd sntiEng,

> "
WAN:10.10.10.1/24 .1" IpSec Tunnel -i..
LAN:152.168.88.1/24

|
/ PC-A

192.168.88.254,/24 PC-B
Al 192.168.85.254/24 -
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12. 1. RouterA ME&E (Web DFE)
@D Quick Set [CTTIP PRLRZHRELET,

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 255.255.255.0 (/24) v |
Gateway 10.10.10.254 |

DNS Servers ¥

MAC Address |BB:60:F4-86:71:84 |
IP Address 192.168.88.1 |
Netmask 255.255.255.0 (/24) ¥ |
DHCP Server 0
NAT v

@ [P=Pool [&3RRL . [Add New |5 ILET,

@ THZESEIZRELET.

Name ‘LQTP-PDOI |
EEDRIMEEEDTRLRERTEELET,
Addresses ¥ |1.11.1-11.1.100 Al corrLan L S5 TUREYESRE
Next Pool A | None v 7o

@ [PPP=Profiles[&#IRL . [Add New[E 21w oL ET .

® THZESEICRELET.

Name  |L2TP-Profile EEOBMERELET.

Local Address a |L2TF“—POOI

YERLLT= IPPool Z:8IRLET .

Remote Address a |L2TF“—PO0I
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® [PPP=Interface [£i#IRL . [L2TP Server[& 9w LET,

@ THZESEIZRELEY.

Enabled v FrvhEANT, L2TP H—R\EZHMILET,
Max MTU 1450
Max MRU 1450
MRRU hd

Keepalive Timeout a |30

Default Profile | default v ‘

Max Sessions ¥

o # mschap2 |# mschapl
Authentication

+ chap + pap
Use IPsec required ZEIRL . IPsec TOREELEZEMIZLE
IPsec Secret |secr:—:—t 7o

IPsec Secret #AILET,

Caller ID Type
PPP=>Secrets [&5&4RL . [Add New [£ 7w I LET

@ THZSEICRELET.

Enabled v
Name L2TP-01 FEOL—FRERELET,
Password a |testtest EEDRT—RERELET,

Service I2tpZEIRLET,

CallerID

Profile |L2TP—F’r0ﬁ|e v KIFERLETOTFAILERIRLET .

Local Address ¥

Remote Address ¥

Routes a [192.168.89.0/24 RouterB @ LAN IRy T —0% AALET,
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IP=Firewall £ 3584RL . [Add New [EZYwILET,

@ THZESEIZRELET.

add action=accept chain=input dst-port=50,500,1701,4500 protocol=udp

Enabled

Chain

Src. Address

Dst. Address

Protocol

Src. Port

Dst. Port

-

b4

input

(117 (udp)

~ []50,1701,500,4500

hEX 1) —X HikinBAE

@ {ERELT=JL—IL%E"defconf: drop all not coming from LAN”"®DJL—)L &Y E LICERELET,

# Action Chain i:ifj.ress R;:j.ress Protocol Src. Port  Dst. Port
i+ special dummy rule to show fasttrack counters
-] D 0 1 passthrol forward
;+; defconf: accept established, related,untracked
jm 1 o' accept | input
;3 defconf: drop invalid
=] 2 ¥ drop input
;+; defconf: accept ICMP
-|o] 3 o accept | input 1 (icmp)
| =] 4 o accept | input 17 (udp) 50,1701,500,4500

;3 defconf: drop all not coming from LAN

jﬂ 4 ¥ drop

input

drop all not coming from LAN @ JL—)L &Y LIZEEET B,

82




hEX 1) —X HikinBAE

12.2. RouterB MERTE (Web DIFE)
@D Quick Set [CTTIP PRLRZHRELET,

Address Acquisition ® Static Automatic PPPOE
1P Address 110.10.10.2 |
Netmask | 2552552550 (/24) v |

Gateway 110.10.10.254 |

DNS Servers ¥

MAC Address |B8:69:F4:81:D0:26 |

1P Address 1192.168.89.1 |

Netmask | 255.255.255.0 (/24) v |
DHCP Server |

DHCP Server Range . 192.168.89.10-192.168.89 |

NAT

@ |Interfaces=>lnterface "EE*RLA
® TRZESEHIZHRELFET,

Add New=L2TP Client £4")v L%ET

Enabled v
Name [ I2ipoutt EEOAMERELET.,
Type L2TP Client
Actual MTU
Max MTU 1450 |
Max MRU 1450 |
MRRU +
Connect To 10.10.10.1 RouterA M%7 O—/3)L IP FRLRERELET
User | L2TP-01 RouterA I CERELIzA—HF R E/NRT—FEAA
Password & |testtest LETs
Profile | default-encryption ¥
Keepalive Timeout W
ee Ipsec ! RouterA {| TE&XE L 1= IPsec Secret #x AAILFET,
IPsec Secret secret |
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@ [P=Routes [&:ZRL. [Add New £V ILET,

® THZSEICRELEY.

Enabled '
Dst. Address  |192 168 85 0/24 | RouterA 0 LAN fI# T =22 AILET
Gateway - ||2tp.0ut‘] v | reachab L2TP 75’{7> F@’f?@jl—xjé%#ﬁbiﬂ_o

Check Gateway ¥

Type Unicast Z:&IRLFET,
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12.3. RouterA MEX5E (CLI DIBE)

@ LANDIP 7RLRAEWAN D IP PRLREHRELET .

/ip address

set numbers=0 address=192.168.88.1/24

add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

@ L2TP AD IP PRLRT—ILEERLETS .

/ip pool

add name=default—dhcp ranges=192.168.88.10-192.168.88.254
add name=L2TP-pool ranges=1.1.1.1-1.1.1.100

@ L2TP OFO77A/IILEERLET,

/ppp profile
add local-address=L2TP—-pool nhame=L2TP-Profile remote—address=L.2TP—pool

@ L2TP H—/N\EHRELET,

/interface |12tp—server server

set enabled=yes ipsec—secret=123456 use—ipsec=required

X Ipsec—secret [Z[X, KYFRELGES—ILybF—ZF A DL TLZELY,

® PPP Secret 5 FELET,

/ppp secret
add name=L2TP-01 password=testtest profile=L2TP—Profile routes=192.168.89.0/24 service=I2tp

X password [Z[E, KYBEEE/NNRT—FZ A DL TLZELY,

® Firewall [IZT UDP:50,500,1701,4500 7L %3,
add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp
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12.4. RouterB MEXFE (CLI DIFE)

D LANDIP PRLREWAN D IP PRLRZEERELET,

/ip address
set numbers=0 address=192.168.89.1/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

@ L2TP 9SAT7 DA AT —RAEERLET .

/interface |2tp—client
add connect—t0=d5030c395e67.sn.mynetname.net disabled=no ipsec—secret=123456 ¥

keepalive—timeout=disabled name=I12tp—out1 password=testtest use—ipsec=yes user=L2TP-01

@ H—/\® LAN IRy, T—HOADIIL—rZEIL—T 42T TF—TILIZEMLET,

/ip route
add distance=1 gateway=192.168.0.10
add distance=1 dst-address=192.168.88.0/24 gateway=I2tp—out1
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13.IP PRLRZEENTLE o=, IR LFENHERNGS

HL.IP7RLREENTLESIGE LML TEOT AU RGNS E & Mikrotik D JL—4
EIEY—)LTHD WinBox ZH LIS,

WinBox TIE.IP 7RLRZEHF>TULVEWIL—E2THHTEH. MAC PRLRBHTHRELEEETIC
EDHEKFET,

@D Mikrotik @ HP (https://mikrotik.com/download) /5, WinBox 4 > O—KLZET,
HEFELD Windows D/3—T3v[ZEHHE T 32bit/64bit ZRIRL TFZELY,

MI?(FDTH( Homa  Anok Hiy dohe Hardware  Softwars Sappor Iraiming Acooont

Software Downkads  CRangologs  Downkadarchive  Rower0S The Dude  Mobile app

o

Upgrading Router0s

IF yran are: akesdy ronerg Ronlerd S, upgradng e e Eles] verson can be doee by dickng an
"“Check For Updates™ in Quick Sat or System > Packages mem m Webbg) o WinHex

Sep We vooumneniElon fon more infonrelon aboul upgradng dnd e ey

T ranage your rouber, uge e wed inlerface, or download the maintenans ulilites, Winbox to
oofinect o vour device, Dude o menibor wour netwark and Metinstall for recoseny and re-instalistion.

Raniwichh Taal

FnEae 337 (54 b}
Jr
Al

WnBae 327 (12-nl}

@ #oO—KL1=774)L (WinBox64.exe £f=[Z WinBox.exe) % T ILY) L THREILET,
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hEX 1) —X HikinBAE

Q@ EBROEEIIUTOREYELYET,

@ WinBox (64bit) v3.27 (Addresses)

File Tools
Connect To: (1392168581 | K.eep Password
Leogin: |admin w| Dpen In Mew Window

Password:

Add/Set Connect Ta RokbOM Connect

Neighbors Z491) v 3 %& . LAN 5—T )L THEEfESNT- hEX & MAC 7FL X
anage Meighbars || =———p
e e R—RTRRETHOENTEET,

? Refrash

e rsion Eoard Uptime
00:08:27

Tdentity
643 2 (sta.. RETEOGHE

IP Address
MikraTik

WAL Address
192168881

1 item

@ #RL1=hEX £ vsL. Comect [RALEHYwUFHTET GUI EBIKCENTEET,

W Keep Password

Connect To: (132162221
W Open In kew Window

Login:

Fazsword:
Addi et Connect To RaokOM Connect

Managed PMeighbors

“l_r' Refrezh all ¥
M AT Addre IE dddre Iden tity Wearsinn Einard | Intime

|_ 192168881 FikraTik £ 45 2 (sta.. RETE0GH 001 1:44

® FNHDEKRMIRVEIX WEBFig WEBGUDEHEHYEE AW
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@ admin@192,168.88.1 (MikroTik) - WinBox (84bit) v6.48.2 on hEX (mmips)
Session  Settings Dashboard

Session:[1921 68 881

”GuickSet

| CAPshAN
- b Interface |Interface List Ethernet EolP Tunnel |F Tunnel GRE Tunnel %lLaM WRRF Bonding LTE
wminterfaces

o Wireless IEE Igl Detect Internat
e

% ZBridee [Mame 4 [ Type [Actusl MTU [L2 MTU |Tx Rz
2 FPP i defoonf
]S witch R 4L bridee Eridee 16500 1636 57 4 kbps
'-I-'Mesh (i)etheﬂ Ethernet 1600 1536 O bps

@ RS @ether? Ethernet 1600 16496 B85 kbps
@ether:} Ethernet 1500 15496 0 bps
(é)ether4 Ethernet 1500 15496 0 bps
@etherﬁ Ethernet 1500 16496 0 bps

255|F
==
MPLS
J-PRoutins
System
’Gueues
iFiIes

Log
S7RADILS
pa Tools B
p Mew Terminal
4 Dotl X
"_‘-Partition
’ Make Supout rif

EManu al

@New WinBio

iExit

- 7 7 7
oowm
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14. XYM RESBAIZ O T

Router OS MFEMZE<T =27 JLIZDWLTIEL, LT DY U5 Mikrotik D Wiki &2 SEBIZELY,
[URL] https://wiki.mikrotik.com/Manual:TOC
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15. 8 IL—3DMEBFEHNIZDINT

15.1. Ethernet RJL—F vk

hEX 1) —X HikinBAE

hEX lite (RB750r2)

1518 byte 512 byte 64 byte
E—F | &%E
Mbps Mbps Mbps
®mL 493.0 480.9 120.2
Bridging
25 bridge filter rules 493.0 370.3 48.3
®\mL 493.0 480.9 1115
Routing | 25 simple queues 493.0 405.1 51.8
25 ip filter rules 493.0 213.0 27.0
hEX (RB750Gr3)
1518 byte 512 byte 64 byte
E—F e
Mbps Mbps Mbps
#EL 1,972.2 1,817.4 532.0
Bridging
25 bridge filter rules 1,972.2 688.5 89.2
#EL 1,972.2 1,820.3 529.9
Routing 25 simple queues 1,972.2 735.6 87.8
25 ip filter rules 1,128.2 385.4 48.0

X BHOBEEREIZDODVTIETFAMEETOT—40EH. BEHRERE T CORELRIL

THLDTEHYFEE A,
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15.2. IPsec RIL—TFvk

hEX 1) —X HikinBAE

hEX (RB750Gr3)
1400 byte 512 byte 64 byte

K B®E

Mbps Mbps Mbps
Single tunnel AES-128-CBC + SHA1 469.3 173.3 21.2
256 tunnels AES-128-CBC + SHA1 469.3 179 21.9
256 tunnels AES-128-CBC + SHA256 472.6 181.9 21.9
256 tunnels AES-256-CBC + SHA1 358.4 163.8 20.7
256 tunnels AES-256-CBC + SHA256 359.5 162.6 20.7

X BHOBEEREIZDODVDTIETARAMEETOT—40EH. BEHFRERE T CORELRIL
ITHLDTIEHYERE A,
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16. 8 Sk
Ras hEX lite (RB750r2)
CPU QCA9533
CPU iR¥ 850MHz
CPUa7# 1
AE 64MB
ARL—UBRE 16MB

0S

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP
X274 T7AT7 24—l
EIEHAE WEB GUI, Telnet, SSH, SNMP

LAN 7R—k RJ-45 10/100BASE-TX x4
A2B7x—R

WAN 7R—F RJ-45 10/100BASE-TX x1
ik (W)113 x (H)28 x (D)89mm (ZEFEEEET)
AHKEE 130g
BR DC8~30V
BAHERS 2W
SEIRE -40~+70°C
Big-2E VCCI Class A, RoHS10 18
& S R EEEARS 1 8
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a4 hEX (RB750Gr3)
CPU MT7621A

CPU AiE¥ 880MHz
CPUO7# 2

CPU ALK 4

CPU MT7621A

AE) 256MB
AN—RE 16MB

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP
tXalTa T7AT7 24—l
EIERE WEB GUI, Telnet, SSH, SNMP

LAN 7R—k RJ-45 10/100/1000BASE-T x4
ABI7T—R -

WAN 7KR—F RJ-45 10/100/1000BASE-T x1
Tk (W)113 x (H)28 x (D)89mm (ETHEEEFET)
AFES 150g
BiR DC8~30V
BXHEEN 10W
Bh{ERE -40~+60°C
B -RBE VCCI Class A, RoHS10 #&
2 R AT RARE 1 & fH
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17. RS REE
& HIENGERDONIBEICIE. BHHRITHR—E T EIRTEEL,

1) EEZEKEINGANICS—E., COMFKRAEE SHERZEN,

2) AHGLOFREHEROBRREICOSELTIIEEBESETIREET,
3 BEOARICKY. BETRELGRAFREDORBISETEELIHYET,
4) BUAOEHIEEHRORIBLSETHREET DT THRIZEL,

MEAT R REEHARE -
CEABKY 37AM M TOREBERERR. JBHBIHEITEHAI)

S M REEHAR
(KK CBABLY 1 £/ (BEMVICKHEE, F(TMRE)

¢ RIEHHEATH>TH, UTOSERIFHEBELSETREET,
(BETERWNEEIHYFEY)

1) FEALORY. BERICLDBELHEICLOME. 85
2) BRAKE.AE. . EEEEZOMIARICERT SHE, 815
3) ARERITKEN-BELEEICLDIBENERSN-GE

REIEZBE LT LHEBELGYET O TIEE LS,

—EBOHRIT EREEZRERNICEERT IHRBREALTEYET . Ch oD SR ITEERIC
REZNHELTET DT, BEERDTLHEARIERDONET . BNAYET A, BEZ
CIRFETACHTIC, RERNBELERICTTHEZLZSLY,

AERISERT HEZTOHEDBRITOVTIIMHERLEEA,

EEMBRICESFIREGODELELIT. EXMIZIToTEYFERE A Jli&. HEYR—F
I THIGSETIEVWTHYET . BEYR—KMNMIOEFFELTIEEWNLITORSEEIZS
MRS,

¢ FELORIAFZHAERNTOEAICEVWTOAENTY,
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-

HaET A HA-BRVEhEL \

NTIL8—B/AEH HRFTHR—
ZfTRE: FH(XAHRB. FRFH, BHAKBZERO 9:00~17:00
TEL: 0570-060030
&t 74—.L :https://hytec.co,jp/contact/technical_support_form.html
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