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TEC Username. Password TAY A LET,

Username :admin

Password :admin

KINAT—RIFAALTERTRSNEE A,

switchlt confizure terminal

Switchlconf izl |}

LLEA CLI CERET BIZH->THBEDIATURIZHEYZET,

5.1. EBMEEDAMEL

WEAZRE TIL. Console IR—F &5 CLI, HTTPS, SSH {#HEIETY A, HTTP & Telnet D&
HEREILEMCEOTNDES . ENOZEFERAT A5 E [E CLE(E HTTPS BETHERMICY
BLENHYET,

service http enable 17 KZE4TL. Enable HTTP: OK Ayt—U -5 B ESE T T, O7
RO http % telnet (CEE 9 5 EEHFIC TELNET $EEAEFRIIZHEYET,

zservice http enable

Switch{conf izt |
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52. MACRF7YLY

5.2.1. CLI TOXREAE

F3. FTOHORTHD MAC TRLURZFEZEL THBELHYET,
EF¥oRILD MAC TRLRIEFTREDLSICHESNATLET,

FyoR)l 2 TR AVR—F FyoIl 1
E5{b7AR—k (lan4) E5{tAR—k (lan1)
R—pr MAC 7KL R4 wmeE

TRIAE HA MAC 7FL R
. 00:00:00:00:00:00 . _
R—bk Web GUI 45 show AY K TR RSNBETI,
FroI 1 HEAK MAC ZRLADIEIZ+H LI={ENFYRIL 1
. 00:00:00:00:00:01 . .
g5 1b/R—k (lant) g5 {tR—kD MAC 7L R
FxoIL 2 EHAK MAC PRLADI{EIZ+4 LT={ENFYRIL 2
. 00:00:00:00:00:04 . .
&5 1E7R—k (land) g5 {tR—kD MAC 7L R

MAC ZRL R 16 EZ D=6, 0~9, A~F DIBIZERAINFET,

TERETIIBIELTIEEFHEIRD MAC 7FL X% 00:00:00:00:00:01, R7H#D MAC 7RL X%
00:00:00:00:00:11 £LEY

£, interface lan1 E7=I&. interface land DAY KEZZEITL. interface E—KRIZEITLET,
M TEE T lan1 TEFTLEGEMNTBEHINTULVET A, land THRBODIATURIZHEYET,
lan2, lan3 (LR D macsec AX R IXERTELV =8O, TIRRIIFETT,

Switchlconfiglft interface lanl

Switch(confizg-lan1)4 |}

17



MA-0200G-T En#kiiBHZ=

interface E—RIZ#4TL1=5. £, FiaAVURTR7 MAC PRLRZRELET,
72K :macsec peer macaddress [peer macaddress: 32 digit hex]

a< > K45l :macsec peer macaddress 00:00:00:00:00:11

nacsec peer_macaddress 00:00:00:00:00:11

peer_macaddr

Switch(confiz-lan1li |

RIZTEIAVURT SAK (FFHIERERM THF—) ERELET

a7 K :macsec sak [SAK: 32 digit hex]

a7 K45 :macsec sak 1234567890abcdef

N2 XFETHRETE. 2 XFRBETHELLIGEIX. FRHE 0 THTLET .
COBREIE BRI AT YURILTELOELIRLELHYET,

i '# macsec :E:al-::;_

Switchiconfig-lanl )

B#ICTEEa< KT MACSec #REZBNZLET .

a7k :macsec enable

Switch(contiz-lan1)f

LRRDBEERTHTHLITVET,
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5.2.2. Web GUI TOHREH %

X5.1 EEBEEDENILTHTITP ZEMICLIZRICKRETHETT .

Web GUI(FEE2TI& Chrome Z ) Z&ZENL . #1871 IP 7R R :192.168.10.1 [CF7 U EALFET,
A A BEEARRENT-5 T Username, Password TAY A2 LET .

Username :admin

Password:admin

4 Configuration Interface

Please enter your username and password.

admin

AR YA RIS TREAEDYET DT, EBL TS,
EAMICFEEEICTRENAZ1—HRRENET A, RRSHTUOEMES E. BEA L

@EEO'J“J7T*‘étlﬂﬁ@?%ﬂﬁd))‘zl—bfﬁﬁéhiﬂ'o

« M D06
A Overview A Overview
A Basic Settings A Basic Settings
A Security A Security
A Diagnostics A Diagnostics
A Monitoring A Monitoring
A Maintenance A Maintenance
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A=a—® Security — MACSec DJEIZZ) vy L CEREEEmEZREET,
A Security

2> Service Control

¥ S5H

£ MACSec Configuration

Channel  Enabled  Peer MAC Address @ SAK @
1 Enable
2 Enable

Apply

BREEEMNRRINIZL, TROBREEITVET,
-Enable DF =Y IRV I RIZFTvPEAND
Peer MAC Address |Z 00:00:00:00:00:11 = A /1
*SAK [Z 1234567890abcdefbZ A 11

- EEEA S Apply 20w L TR ELER

£+ MACSec Configuration

Channel Enabled Peer MAC Address @ SAK @
1 &4 Enable 00:00:00:00:00:11 1234567890abcdef
2 Enable

Apply
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53. REDREF
FEHRTER. RERBFEOIAVURERITLAELE, #585% OFF/ON LIzBRIZHREMEZ TLES
&, FEEDIATURNIHEFIRELGYFET,

5.3.1. CLI TOREREF
RERFERIFRIC configure E—R T TRV REETLET,
<> K :copy running—config startup—config

config startup-confiz

Switchlconfig)t I

COATRIFBRASELTLNAT T4 (running—config) BN I ZmA AT T0Y
(startup—config) [CEZALATURTY,

5.3.2. Web GUI TR ERTE

VAR I A RIZEOTEREAZDOYET A BIELEICTET7/AVUARTEINTVET,
COTAAVDENS 2EBED VT HERENMRESNET,
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6. CONSOLE o4 1>

Console IR— ;NS A—IF LY IMNERAWNTE R EZITLVET,
FIAILRTIL L HTTP A Telnet (XEMIZAE>TULNBD T HTTP A Telnet TEHREEITLI=LVS
EHFI . FREDaY—IL—TIILERLT Console R—bM O AV LET,

<DYTIVR—IERE >

Tera Term: S UTILR-F BE %
F—r(P) COM3 v oK
el @),

TR 2 hit v FvI
AT none w
Ak ZS) 1 hit v LT H)
70 —HHENCF): none w

A {SHEL

2R/ [0 | SURATL)

Username :admin

Password :admin

KINAT—RFAALTERTSNFE A,

: admin
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7. &£E—F#*FaTUR

KHE—FTORBITURDHRBIZHEYZET,
XL, AT 1—QHBATTFEaITUROHRBIEFRATYILET,

71. ?
avok:?
BEDE—RCHEATFRELZOTUR, £, BTLESELTWSaTURDA T avERRLE

|

JUTE] [SECOND]

= or confizure

Switchlconfig)t interface
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1.2. exit

Ok exit

BEDE—FIGEHELET,

AJ A A=a1—& enable E—RDHFATTHORLET,

Ff=. interface E—FRET. ATURDBHYETH., Tht exit ERBRDENMEZLFET,

7.3. history
<K :history
VR DERTEEERTLET,
AT 7T 5EBEREISHIBREINET,
owitchy history
Command history:

[

zure terminal

7.4. logout

A< K :logout
BEOE—FICEHLYS . AT 7O ET,
2 t

|lzername:
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1.5. reboot
<K :reboot
AHEBESHLET,

ed by foreign host

|sername:

1.6. show

AT UK :show [AFav] [T avEDEMA T aV]
FAYUFDHRENBERTLET,

E—FICE>TEHEMAREER show OATURMNELGY AT 3 DaATUREERMICEERDD
IURIZELET,
& onf izl show

1ﬂ+|guratiﬂﬂ

format ion
cont igurat ion

A7 ay EATREE—F L
enable _ . _
clock . AEDRREEE. 2M LV —ERELET,
configure
download configure Ary)oO0—KLfz SSH RRAMF—EREEZRRLET,
enable E—F 70 RFANRAT—FREZEESNTOHEINE
enable configure _
~LET,
enable R “ _
event . syslog DARNUNEEFDIREFZRRLET,
configure
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enable
exec—timeout _ BIEEREBTORM LT VMRERZERTLET .
configure
enable _
hostname _ AT LDHRANEERRLET,
configure
enable _
interface BAVA—T1—ADHREERTLET,
configure
enable - —
ip _ Pv4 ORI DREERTLET
configure
login configure AJA DRI ARERRLET,
macsec interface MACSec #geIZBET AR EEZRRLET,
enable _ _
ntp ' NTP BREERTLET .
configure
enable - —
running—config ' REESELTWSEREEZRTLET,
configure
enable - _
service _ HEEREBOREERTLES,
configure
speed interface LAN1~4 D) REHREERRTLET,
ssh configure SSH DIEHRERTLET
enable e N —
startup-config _ AEEBFFICRARAENSIREERRLET,
configure
enable - N —
syslog _ syslog DEREPLOTERTLET
configure
enable _
system _ DARTLAVITA A=V ERTLET,
configure
_ upload AT HI7MILB O —N—REEFRRLE
upload configure
E
_ AJAVIERT 51— —REZRRLET,
username configure A . _
(INRAT—RIERTEINFEHFA,)
| Web EARYERND1—F—&EETLET,
username-—ro configure

(INRT—RERFRSNFEA.)
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8. O A=a—

AJAVEZDA—1—NBDHRBIZEYVET,

8.1. enable

<K :enable

enable (4%#8) E—FIZ7VE2ALZET,
BERELITIICH > TRAICEITNBELGITUNLGYET,

9. enable E—F

9.1. configure
<> K :configure terminal
configure E—RIZ7HUEALET,

Switchlt configure terminal

Switchlconfiglt

9.2. disable
a2k :disable
enable T—F (3 EE—F) hoBHLET,

Switchit disable

oW i tchy
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10. configure —FK

enable E—R A5 configure terminal AV REETI S EFEARIEEIZHRYET,
10.1. clock

<clock time >

a< K :clock time [HH:MM:SS] [DAY] [MONTH] [YEAR]
AEORREFEHRELET

NTP H—/N\—REZITo>TCL\DIEE L. REIEFETY,

ok time 12:00:00 1 1 2021

Switchicont izl

< clock timezone >

<K :clock timezone [Asia] [Tokyo]

KDALY —VEFZELET,

EAXWICIEIBAENTERY H5E. 7T av[d Asia Tokyo ZHEELET .
NTP H—/N\—EREZIToTCL\SIHEETH, /REIFBHETT,

e feia Tolkwvo

Switchlconfigl#
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10.2. copy

<BMERDIAL T T ERBIFOIAL T T ~>

<> K :copy running—config startup—config
RAEDEPORECEDRICHRAACHEICLEELET,

COATURERTLEVNE AEBEBFICRA— N7y T2V I T NSEAHRAENDT=D.
RENREFENT  HATLEVET,

config startup-conf iz

Switchlconfig)t I

<EBRFOIV I T EBIER DL T4TA~>
<K :copy startup—config running—config
EBRICRAAOEEEREHERPOREICLEEZLES,

g-config

= HTTP: 0K
le TELMET: OK

Caution: please reboot after issuing this command

Switchicont izl
LEITURETR. AEEBEEBL TS0,

10.3. download
<K :download file name [FILE_NAME]
download host—key—config
download server account [SERVER_ ACCOUNT]
download server ip [SERVER_IP]
download server password [SERVER_.PASSWORD]
AT YR—ILTBYEE A,
Web GUI TIEEIHRDEEMNRIREICE>TULET,
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10.4. enable
72K :enable secret [PASSWORD]
A A% D enable AT URIZ/INAT—REHTFLET,

Switchlcont izt enable secret admin

Switchicont izl
HRER.BEOJ A& enable AR URERITT HENRT—REERINDLIITHBYFET,

INAT—RZE/BEAT-15E . enable E—KIZ7 R TEEH A,

Switch>

10.5. erase

a7k :erase startup—config [keep—ip/keep—ip—user/keep—user]
AEOERELTNHELLES,

AT avIz&Y IP FRL XA User/Pass DEXEETEL THZELHRETT S

Switchicontigt Cornection closed by foreign host

el come to Switch.

llzername:

FIav aEA

7L TRTOEELNHELET,

keep-ip P 7RLARELUN DR ELZDHELET .

keep—ip—user IP 7KL X & Username/Password iR E LA DR EZX#EILLET .
keep-user Username/Password 5 E AN DREEDHIELET
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10.6. event
a< >k :event syslog auth—failure
IR DARNBREEICLET,

g auth-failure

Switch{conf izt |

10.7. exec—timeout

a< 2K :exec—timeout [MINUTE] [SECOND]

BIREREBTORA LT IMFRIZHRELET .

0~525600 % 59 D EFH TR EARET. 0 [TRE T HEAA LT IREEMIZLET,

Switchiconf izt exec-timeout 1 30

Switchlcont gl

10.8. hostname
<> F :hostname [HOSTNAME]
RRAMBEERLET,

Fig)lt hostname Hvtec_test
0K

Hvtec_test (config)t

10.9. interface

<K :interface [lan1/lan2/lan3/lan4]

interface E—FIZ7V2ALET,

CHDE—FTOEREAEITHZBD 10. interface A =21 —%FSHBL TSN,

Switch{configt interface lan

Switchicont ig-lanlJf
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10.10. ip

IP 7RLRAOT IAINT — b0z A EERELET,
<IP7RLREHTRYFIRI>

<K :ip address [IP_ADDR] [MASK]

P 7RLREHTHRIMIRIZRELET

|sername:

P 7RLREEET HEO5 L HAICEbLF—ENT 7INET,

<TI24IWMTF—bDL4>
a<v >k :ip default—gateway [DEFAULT GATEWAY_ADDR]
TN —h A %#HRELET

Switchicont izl

<DNS H—/8—>
37K :ip name-server NAME_SERVER1_P] [NAME_SERVER2_IP]
DNS H—/N\—ZEZLFT,

Figt ip name-server &

Switchicont izl
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<Ping EE>
<> K :ip ping [IPV4_ADDR] [<size PKG_SIZ> | <repeat PKG_CNT>]
1: L,t IP 7|* I/ZI 'L'J'L,'C Plng E%hbi?’

=] 1112178 time=?.059 ms

2112128 time=2.000 ms

et |oss

I:.I,',I | '|:|Z:Z|'"| | |Z:Z|Z:Z|["|'|: | a2 | H:
Ny A X, E#ERELLZLVES . 56byte + 8byte = 64byte & 3 [AEELET,

TRIE/ 4y b4 X% 254byte, [BI1E% 5 BIZIEELI-IHE DEMEHITT .

Switchlconfiglt
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10.11. no

a7 K no [BEREATUFR]

BREL-HNBZHIBRL ., EE~NRIFRICERALET,

ARURDANARGE. BEREITURDEIEIC no ZFTHETDERENNHALINET,

Switchlcontiz)t

10.12. ntp

NTP H—N\—LDREIREZLET

<NTP H—/\—EE>

<> K :ntp client timeserver [SERVER_IP/URL]

NTP H—/\—ZEELET,

Y—N—DIEEDHTIL., FEIBEHZTOEREAD T, REAZELCFEIRALHE TIToTL
=&Y,

Switch{cont izt nte client timeserver 192.168.10.123

Switchicont izl

<EH#EE>

<> K :ntp client sync [minute | hour | day | month | year] [NUMBER]
AEOEHEICELET. BRI I21IVIEHELET,
REAZAIT (35 Bl B3k, A, FEM THERRETT .

Switchiconfiglt rtp client svnc dav 1

Switchicont izl
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<FERH>

a7 K :ntp time update

FI}THRIRLZLET,

NTP H—N\—ERE®RD | EEDAFHRPEITILEMELFT,

10.13. service
a7 K :service [console/http/https/ssh/telnet] enable
BREBEBETADELET,

Switchiconfizg)t service http enable

Enab |

Switchicont izl

10.14. syslog

AT A KR REEKRE) OOT HNEEELET,
<A—hindoFHE>

a7k :syslog local enable

CLI %> Web GUI L TR H WEBMELLET .

Switch{config)t []
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<a—Ahins o>
a< K :syslog log clear

CLI LIZEEtFSh L3045 ZHIBRLET,

emonitor: [EVENT] Authermtication Fail (Auth IP:

<YE—FATHE>

<K :syslog remote server [ADDRESS]
syslog remote port [PORT]
syslog remote enable

syslog H—/\—IP 25X ELET,

emote enable

Switchicont izl
HMgmt R— kDS syslog H—/N\—~HALFET,
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10.15. upload

T7—LIIF T VT L—RA SSH DHRRAMF—FREDFTARAAHFERALES,
¥KI7—LITTF T YT L—FIE Web GUI F1=IE, Telnet, SSH TIToTLIZELY,
<T7—LITIFIF7AILA>

<> K :upload file name [FILE_NAME]

Ty7O—K (ERNFAHRAL) T7MIILBERELET .
I7—LITTTITIL—REETTIRICERTDI7MIILABITHVETS,

Switchlcont izt upload file name WEBFULL wA1.0.70

Switchlconfigl#

<SSH DRRF—EXE DFHAH >

<K :upload host—key—config wget [file]
ABBETHHR—ILTEYVEE A,

Web GUI TIEEHRDBIEMNRIREITE>TLET

<TFTP H—/\—8&5E >
<>k :upload server ip [SERVER_IP]

TFTP *;“—/\—0) IP 7RLRZERELET,
Ill'l'l-—'# up oad server ip 192,

Switchicont iz

<SFTP H—/\—E&E >

a7k :upload server sftp account [SERVER_ACCOUNT]
upload server sftp password [SERVER_PASSWORD]

SFTP H—/N—DT NI UEENRRT—FERELFT

sttp account admin

ord admin

Switchicont izl
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MKLUTDOaATURIE Telnet £zl SSH TITo TS,
<T7—LIF7T7YFIL—F>
a< > K :upload sftp
upload tftp
upload wget
SFTP, TFTP, HTTP 4 —/N\—RBHTI7—LIIT7 I7M I DTy TA—RE#HHBELET .
O URETLRBFICHABIN, EREIC7YTO—FNET T 5L TRREEmDIRICAYE—IN
FRIIL. =RMICHBTEREEBLET,
HEBOFEHHN NS0, Telnet ° SSH (XFBEMICOT 7IORLET,
F-. COBR. REZREFLTVDGULMES  BEIER DD T EFELTESLY,

fip
ik WHEM THE PROCEDURE IS NOT FIMISHED
a tftp

ad, please wait patient|w.

wait patient |w.

ete, please wait patient |w.

0 % complete

0 % complete
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10.16. username

<K :username [USER_ID] [PASSWORD]

S A EZTBEL Username & Password ZEXELE T,
A—H—BENRT—REFENENEK 32 XF, FILI7RYNHFOAERTEETT .

10.17. username-ro

<K :username-ro [USER ID] [PASSWORD]

Web GUI & HXYE D Username & Password ZEXELE T,

COHRERNEIE Web GUI ICET AT BEEICOAERINET,
A—HF—RENRT—REENENERK 32 XF. FLIFAVNERFOAERTEET. BF
DOATAVTHERAT S 1——RLEE—DHREIFTEEE A,

;‘|Z a I:Ii M i ]

LETHRELI-A—Y—T Web GUI [IZAS AU LT=HE . *=a21—I(% Overview, Diagnostics,
Monitoring DA ZRATEET., /EPLHHFLFXITAF A,

£ Overview

< Diagnostics . 192.168.10.10
o Q@ Main MAC Address

A Monitoring 68:02:35:00:29:E7

Host Name  Switch Firmware Version
. ) Al.0.10

Description  Industrial Ethernet MACsec Encoder .
Firmware Date

Switch Location 2021-04-22 14:29

Contact
Information

System Uptime 1 Day 4 Hours 4 Minutes 15 Seconds

Q MAC/IP Address

IP Address  192.168.10.10
Subnet Mask  255.255.255.0
Default Gateway 192.168.10.254
DNS Server 1 8.8.8.8
DNS Server 2 8.8.4.4
IP Mode  static

MAC Address 68:02:35:00:29:E7
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11. interface E—F

11.1. interface
av K :interface [lan1/lan2/1an3/lan4]
BFAR—KD interface E—KRIZ7IEALZET,

Switchlconfiz-lan1)f interface lan?

Switch{conf izg-lan2 )

11.2. macsec

MACSEC #EED AL O MDD KT MAC PRLREREZITLVET,
XIDERE(L, LANT, LANA DAHFTRET

BFvoRILD MAC PRLRIETFRERDLIITERESNTLET,

FyoR)L 2 TR AVR—F FyoIl 1
E5{b7AR—k (lan4) E5{tAR—k (lan1)
R—hr MAC 7KL R wme

IRTA HAR MAC 7KL R
. 00:00:00:00:00:00 . _
R—k Web GUI %5 show AR TRRSNDIE
FroRIL1 EHAK MAC PRLADMEIZH LI=-EAFYRIL 1
. 00:00:00:00:00:01 . .
g5 1bR—k (lant) E51bR—kD MAC 7RL R
FroRIL 2 HA MAC PRLAD{EIZ+4 LI={ENFvoRIL 2
. 00:00:00:00:00:04 . .
g5 1bR—k (land) g5 1bR—kD MAC 7RL R

MAC 7KL X% 16 EHDT1-.0~9, A~F Q)BIZFEREINZET,
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<AR7 MAC ZELAD &8>

<K :macsec peer macaddress [peer macaddress: 32 digit hex]

X AOERT SIS R— D MAC PRLREEFLET,

MAC 7 KL R[& CLI @ configure E—R T show system mac #3479 %H. Web GUI [CAS (>
Y HEMERTE, LEDRETITHRELFS

sear_macaddress 00:00:00:00:00:01

hvtec-test (conf ig-lan1)i []

< SAK (Static Association Key) DE&5E >

a7 K :macsec sak [SAK: 32 digit hex]

EED SAKERELFET

SAK &[T, RT7HEBIET HT-OICHRHLRER (TS EHF—T—FTY,
COREF. EHRAR—FTELEILELHYET,

BRAXFHIL 32 XFT. 2 XFRBTRELIGE. FREDE V" THELET,

<MACSEC DE¥1E>

<> F :macsec enable

MACSEC DIE S Ltz EMICLET,

HoMLH. X7 MAC PRLRE, SAK DREETAIDLENHYET,

Switchlcontiz-lanl )i
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11.3. speed

a7 K:speed [ 10 | 100]
R—bD)UOREEHRELET,
BREZTLRERE. copy AIVUNIZTHREEZREFL. HBEHFEBL TS,
1000Mbps [ICR 9 #H& &, no ATV REEITLTIZELY,
Switchiconfig-lan1l# speed 100

Switchlcontiz-lanl)f
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12. Web GUI 04 1>

Web TS0 HE#FERALTHRELTLET,
Hhttp T RIZIFZZEH]IZ Console 4° SSH % T, service AV FThttp ZEXNTHHEM
HYFET, (https TIEF IR NBHETFT VA TRETT )

<HRIFIH>

Google Chrome

< WIEARRE >

IP 7KL X:192.168.10.1

aA—4H—% :admin

/NR ) —K:admin

XCLI>Web GUI THRAMYERL—H—ZEHALTVOSIHA. RELA—H -8B, /\XT—
FEANTDHE. HABRYFRD Web GUI ZRAKSENTEFET,

A Configuration Interface

Please enter your username and password.
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A7 A%, NAT—FHNPEDZE . NRAT—FEREEARTEINET .

£+ Update Authorization

Q Basic Settings

2 Admin

Please Change the Default Password to Improve the System

Security.

Username
Password

Confirm Password
X Read-only

Username
Password

Confirm Password

admin

hytectest

o

£+ Overview

Q@ Main

Apply

AT —FHAERSNTVREEE. TOEENIRTINET,

Host Name
Description

Switch Location
Contact Information

System Uptime

Switch

Industrial Ethernet MACsec Encoder

1 Day 23 Hours 38 Minutes 52 Seconds

Q MAC/IP Address

IP Address
Subnet Mask
Default Gateway
DNS Server 1
DNS Server 2

IP Mode

MAC Address

192.168.10.10
255.255.255.0
192.168.10.254
8.8.8.8

8.8.4.4

static

68:02:35:00:25:E7

44



MA-0200G-T En#kiiBHZ=

121. 74> DERBA

ﬁ Overview IP Address
. 192.168.10.10
Q Main MAC Address

68:02:35:00:29:E7

Host Name Switch Firmware Version
o Al1.0.10

Description  Industrial Ethernet MACsec Encoder ,
Firmware Date

Switch Location 2021-04-22 14:29

Contact Information

System Uptime 1 Day 23 Hours 38 Minutes 52 Seconds

Q MAC/IP Address

IP Address 192.168.10.10
Subnet Mask 255.255.255.0
Default Gateway 192.168.10.254
DNS Server 1  8.8.8.8
DNS Server 2 8.8.4.4
IP Mode  static

MAC Address 68:02:35:00:29:E7

P b= EiEA

Hide/Show Model Information

BEEAD P 7RLAX MAC 7RLRGEERTFIFFRTRIZLET .
Save Configuration

F|EZ Startup-config [CRTFLET

Restore Factory Default

ETOHRELTHEHARDOREICRLET .

Web L TIT5& Web GUI TAY AL TEXILESHT=8 . Console R—bmid
BET7VEALTRESDVELSHYET,

Reboot System

AEEBEIBLET,

System Logout

Web GUI MBS 7 ORLET,

Web D B4 LTI MFFEID R KIEL 30 5 TY

DAVRDHF AR ESTHEICRREINDZELNHYFET .

DIV T HERBEAZA—DRREINFET,

il S o
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MA-0200G-T En#kiiBHZ=

AHOBRERBERTLES .

£+ Overview

@ Main

Host Name  Switch
Description  Industrial Ethernet MACsec Encoder
Switch Location
Contact Information

System Uptime 0 Day 3 Hours 26 Minutes 38 Seconds

Q@ MAC/IP Address

IP Address 192.168.10.1
Subnet Mask 255.255.255.0
Default Gateway
DNS Server 1
DNS Server 2
IP Mode  static

MAC Address 68:02:35:00:29:E7

<Main>

HH e

Host Name VAT LDRRAMEEERELEY .
Description HERDSRAETRRLET,

Switch Location HEBEDEREBMERTLET,

Contact Information

BELEFOEREFERERTLET,

System Uptime

HHENEBL TV ORHEZERTLES .
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<MAC/IP Address>
HE &R
IP Address P 7RLRERTLES,
Subnet Mask YIRYNRRIZERRLET,

Default Gateway T IAIWKT—b D4 ERRLET,

DNS Server 1

DNS H—/\—%& &R RLET,
DNS Server 2

IP Mode IPE—FERRLET,

MAC Address MAC PRLRAZRRLET,
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14. Basic Setting

14.1. System

AT LIBERERELES

FIZERBET BARICT VAL TO SR OHREBEHIBASE Y, BELHO-IHGED
BRBLGEDERETHRELET .

BREREETD Apply 0L TSN,

£+ System Information

System Name Switch (2]
system Description Industrial Ethernet MACsec Encode 2]
System Location (2]
System Contact (2]

Apply

IHH Hl:L
VAT LDRAMEEHRTELET
Host Name _
=K 32 XFETHEABETI .
L VAT LOBERELET,
Description

BRK 68 XFFTHREMHETT .

HBORESMERELES .
RK 32 XFFTHREMHETT

Switch Location

Contact Information | Bk IFHERTELET,

KB EREETCTROXFIIFERATEEEA.
# YO\ DORFya), ¢ 42
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14.2. IPv4 Setting

IP7RLAROTIHIVNT —b Iz AREERELEY .
BERITETO Apply £ vo LTS,

£+ [Pv4 Settings

MA-0200G-T En#kiiBHZ=

IPv4 Mode (@ Static

IP Address 1592.168.10.1

Subnet Mask 255,255,255.0

Default Gateway

DNS Server 1

DNS Server 2

Apply

EH LT

IPv4 Mode IPv4 E—K (& Static (F#HI) DAEXTERIAETY -
IP Address IP7RLRZEHRELET .

Subnet Mask HIRYNIRIERELET,

Default Gateway

TIHIWNT—b O (ZH/RELET,

DNS Server 1

DNS Server 2

DNS —/I\—%RELET,
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14.3. System Time
HERDOBBREDRRONTP y—N—%EELET,
BRERITBETOD Apply #0') v 7L TLIZELY,

£+ System Time

Q@ System Time Information

Current Time 1970/01/05 06:42:27.965601583

System Uptime 0 Day 0 Hour 5 Minutes 53 Seconds

Q@ NTP Settings

NTP Mode Enable @ Disable

NTP Server 2.pool.ntp.org

Q@ Manual Time Settings

Time Zone Europe v London v

Date Selector 1970/01/05
Time Settings 06 Va2 .| 26

Sync with Browser 2021/07/02 11:35:14

Apply

< System Time Information>
HH HTLL]
Current Time HEESBIBHELTWSFERABERRIZRTLET,
System Uptime HaRNEEFLTWSEEZERRLET,
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<NTP Settings>

MA-0200G-T En#kiiBHZ=

HE E L
NTP Mode NTP H—N\—~DOREHEZFIF L. BHIEZELET,
NTP Server NTP H—/\—IP % ELET,

<Manual Time Settings>

IRHE

EEA

Time Zone

BALY—VFHRELET,
BARDAA LY —21E . Asia Tokyo ZIEFELET .

Date Selector

FRABZERELFEY,

Time setting

MADHZZHRELET .

Sync with Browser

FIvIEANT Apply $5E. TSV HOBRZIERBILETS

14.4. Speed Configuration
BFvoRILD) O REEZRELET,
FRERITBETO Apply 91 vIL TS,

£} Speed Configuration

No. Speed ©

Channel 1 1000M w

Channel 2 1000M v
/E HL:
\ BRETDIFYroRINBEETERTLET,

[oR
KSR EEICENFEINTLWAESICELLTHET,

Speed 1) 475EE% 1000M, 100M, 10M OWLVFAMIZHELET,
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15. Security

15.1. Service Control
LEE#EEDEDIE. BIEEZRELET,
RERITATD Apply 0') v LTS,

£+ Service Control

MA-0200G-T En#kiiBHZ=

HTTP (@ Enable Disable
HTTPS (@ Enable Disable

SsSH (@ Enable Disable
Telnet (@ Enable Disable

Console (@ Enable Disable

Apply

HE Bites

HTTP sz B hE- L. ESZEELET,
#HAE (X Disable (&%) ITH>TLVET,

HTTP

HTTPS A ME =1L, BEIIZEZTELET,
#EAE(L Enable (B%h) (2> TLVET,

HTTPS

SSH #EZAME 1L, BHIZHKELET,
#EAE(L Enable (B%h) (2> TLVET,

SSH

HTTP EfrZ BE =1L, EMZERELET,
#EA{E X Disable ($E®) ITH->TLVET,

Telnet

Console EfZ AT 1. EHIZHRELET,
#EAE(L Enable (B%h) (2> TLVET,

Console

)T RTDHEREZ Disable (X)) [CLARLNTZELY,

FTRTDBERETEDIZT HERBADT VEANTAREIZGY REDEE LS

TEEHBYES,

IG5 R . BAABHEVWEhE WV E, BEEKERICET HENHYFEEA,
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15.2. MACSec

MA-0200G-T En#kiiBHZ=

R7EEDF oI EIZRT MAC 7RL R SAK (BEF T+ —) DEREELET .
Channell, 2 #RL MAC 7RLRZHRFELTREAL. F1=. BID MAC PRLRZEFRELT. YU T
BREES-HRENBAARETYT,

BREREETD Apply 0L TSN,

KURIETDEE . MIHITERSNIRMVFET LAGEDERENDBEICRYET,

£+ MACSec Configuration

Channel  Enabled  Peer MAC Address @ SAK @
1 Enable
. Enable
HE BXEA
Channel REEZERT A R—FERRLET,
Enable FryIRYIRIZFTvIEANDE MACSec BEREEZBNIZLET

Peer MAC Address

R7 L5 MACSec #2580 MAC PRLRAZERELET,

SAK

Static Association Key DHB&
RT7EEDBEEMTENE-ODF—FHRELFET,

COFREF. RT7HIEHAR—MNIFECEDEREET ILEAHYET,
BAXFHIE 32 XF T, 32 XFRHETRELEEHS. FREAZE0"T
HELFES,
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15.3. SSH
15.3.1. Host Key Backup
AEEDF O TV KRR —DI7AIVBEERELTIHANNNVITYTILET,

£+ Host Key Backup

Q Backup to Localhost

File Mame

15.3.2. Host Key Restore
mAREDIELIZRAN—T 7/ ILELARNPLET,

£+ Host Key Restore

@ Restore from Localhost

File Name <+ Select File
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15.3.3. Host Key

SSH DRAFF—ZERTLEYS

AMDRRANF—FL AT T HE MAEDKRAM—FLEESN, LA LIZARR M
—HARIRENFT,

£+ SSH Host Key

ssh-rsa
AAAAB3INzaClyc2EAAAABIWAAAQEAUIU1SMfBUBBAONATYVYhgxdxUh31
8qAdFKxDIXTcm1 1lidftbnjcwUnTBuAXi9BH8oMvuqbale6elekm+pV3yls
h3Kr+Ak3GL+F3EdLDWYEEzvLAPdgXwhFSSf3m0OgXLcChhYOITzZph3de
cLbblZqokPVmaRexliTO1533LV4IFpGVIJYyRmMUSUEXOpA3P8uGRIxfnlva
yFOLbXZ3euAREMEsSWTmqBCh+CIWD0ARa6ZCTu2Bgd5/PIS5UVBLEID
o0EHjsdH+Ru+A7xZFehC+fzZx6L26HgogRVKwEULX8nltDhfhSn0oIQG)
Ar9Ts\VMfpGR519DpQFHRgI/GRK/w== test@HY0036
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16. Diagnostics

16.1. Ping
R IP PRLRIZX LT Ping &% ETLET,

£} Ping

Start Staop Clear Reset
Type @ 1Pv4
IP Address
Count 3 L2
Result
EHHE HL
Type IPv4 7O3)LDAHRIRETEETT .
IP Address SMEDIP PRLRZIEELET .
Count Ping b B #1T5EI%#% 3~50 DEFETIEELET .
Result Ping #£R&#&RRLET .
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17. Monitoring

17.1. System Warning

17.1.1. System Log Setting

Syslog BREZITLVET

BREREETD Apply 0L TSN,

£+ System Log Settings

System Log Mode Local Remote

Remote Server IP

Address
Service Port 514 (2]
Apply
EHHE HL

Syslog E—F#:ERLFET,
System Log Mode | Local: #4238 Event Log [CHAINFET,
Remote : Syslog H—/\—~O5 %85k LE T,

Remote Server IP

Address

Syslog H—/\—IP 2 §ELET .

Syslog —/\—{F B NR—FES% 1~65535 DEFEATIEELET .
HEAEIL 514 THRESNTULET,

Service Port
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17.1.2. System Event Log
Syslog #EEN A M- TWNDIEE . RBEAEAKT L0500 E N (RR)SNET,
Clear #4')y9 9 AZLT. AT ZHIBRTE . Refresh #01)v o §5ZET . AT EEBH LET,

£+ System Event Log

Jan 17 08:10:10 Switch yuser.warm emenitor: [EVENT] Authentication
Fail (Auth IP: 192.168.10.1)
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17.1.3. System Event Selection

AT DARUNERNBOEDE T, BAICRELET,
ARG IR RREFOOT DA YR—FLTVET,
BREREETD Apply 0L TSN,

£+ System Event Selection

Event System Log
Authentication Failure Disahble v
Apply
RHE BILT
Event HAshd0/ nEEERRLET,
System Log A&/ EIE, BHIHKRELET,

59



MA-0200G-T En#kiiBHZ=

18. Maintenance

18.1. Authorization
EEERFEIL. STAIYER®D Username. Password 25X ELET .
RERITATD Apply 0') v LTS,

£} Update Authorization

Q Basic Settings

2 Admin
Username admin 2]
7]
Password
Confirm Password Q
A Read-only
Username Q
7]
Password
Confirm Password 7]
< Admin>
<Read-only>
EH Lzl
Username OJAVIERT R —H—LE%ELET,
Password O AV ERT A/ \AD—KFKE#8RELET,
Confirm Password | Password TAALI-ZEEZBEAALET,

$Read-only [£ Web GUI CTERTESHRAMYERLI—Y—%4%ELET,
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18.2. Firmware Upgrade
T7— L7 7vITIL—RETNET,

£+ Firmware Upgrade
Q Upload Firmware File

Firmware Image + Select File

Please Upload the Firmware File(Image).

Selected File -

+Select File M™oT77—LI 7774 IL%EIRL. Upload 99T HET7— LT T V7
JL—RZERRLET,

£ Firmware Upgrade

WARNING: DO NOT leave or close this web page during
upgrading !I!

Q Upload Firmware File
Uploading... Please Wait.

Firmware Image + Select File

Please Upload the Firmware File(Image).

Selected File WEBFULL_wA1.0.10

Upload
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F—T M 100%I22 5 ETREDAvE—IUMEIZR TSN REMICOTAVEREICRYET,
Q Upload Firmware File
Uploading Finished, Verifying Uploading File...

Firmware Image @+ Select File

Please Upload the Firmware File(Image).

Selected File WEBFULL_vA1.0.10

Upload

Q Upload Firmware File

Verifying Finished, Installing Firmware...
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18.3. Config Backup
REA—RTyFTAV T4 DAV T4 T IT7ANBEERELTPC AN\VITYTLET,

£+ Config Backup

Q Backup to Localhost

File Name Backup

File Name ZR& T, Save #90)v§5E, EARMIZIL PC DHF D A—K T4 )LA (2 Backup 3
VIO IFAIDERESNET,
L] Backup 2021/07/14 11:03 I74 ) 1 KB

18.4. Config Restore
WmERICRESN TSIV I4T I7MILVELRNTLET,

£} Config Restore

@ Restore from Localhost

File Name 4+ Select File Backup

+Select File M5/ N\ o7y TaAL 745 %EIRL . Restore 29') VI T HETRRAVE—UMNRTE
Sh. #B T EEMNICHEEESETOET,

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
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19. & Mt
S EEXRXHE Y MACsec T>a—% MA-0200G-T
Eilk 2 MA-0200G-T
IEEE 802.3 10Base-T
IEEE 802.3u 100Base-TX
IEEE 802.3ab 1000Base-T
RIS
IEEE 802.1AE-2006 MACsec Encry
IEEE 802.1AEbn-2011 Encry AES-256
IEEE 802.1AEbw-2013 Encry 64bit PN
SR EE Console Port. Telnet, SSH, HTTP, HTTPs
BRIL—LE 2008 Byte (VLAN Tag &%)
RJ-45 10/100/1000BASE-T x4
Ethernet A—bxdT—3>

Z—hk MDI/MDI-X
RJ-45 10/100BASE-T x4
Mgmt A—kr3doT—23>

105
Jz—2 Z—k MDI/MDI-X
RJ-45(RS232) x1
"—L—F:115,200bps
Console T—43E Wk :8bit
N T AE Yk none
ARy TE Yk 1bit
ik (W)28.7mm x (H)140.0mm x (D)98.0mm (ZEEEEEFT)
EE 460g(AR KD )
DC12~48V x2
- EwF :3.5mm
xS #R1% : AWG28~16
ARy TR Tmm
ERREREE BRAERRE. SBERE
BXHEER 5W
BREISR IP30
Bh/EIREE -40~+75°C
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EREE 5~95%RH (FEELE_L)

RERE ~40~+85°C

BREZE 5~95%RH (FEFELE &)
RoHS 10 #)&. VCCI class A
FCC Part 15 Subpart B Class A.

2E CE EN 55022 Class A, IEC61000-4-2, IEC61000-4-3,
IEC61000-4-4,IEC61000-4-5, IEC61000-4-6, IEC61000-4-8
IEC60068-2-32, IEC60068-2-27, IEC60068-2-6

MTBF 483,037 hours

Bl SRR 5 £ ]
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19.1. HA471—R EVERS
<LAN #"—F 10/100/1000BASE-T RJ-45>

E5 EVES
TRD+(0) 1
TRD—(0)
TRD+(1)
TRD+(2)
TRD—(2)
TRD—(1)
TRD+(3)
TRD—(3)

Pin 1 Pin 8

(ool L RN > BN IS B = - N IO B I \ V)

<Mgmt ;R—F 10/100BASE-TX RJ-45>

ES EVES
TD+ 1

TD-
RD+

Pin 1 Pin 8

|
O N OO b DN
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< Console s—+ 115,200bps RJ-45>

Pin 1 Pin 8

<DC 12-48V BIRARIE>

1 4

+ -+ -
PWR1 PWR2

MA-0200G-T En#kiiBHZ=

TxD

DTR

RTS

O | N OOl WDN

%S

BR -+

B -

TR +

B -
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20. X{HBFSTILEF DR IEIZDULNT

20.1. BBRDERNALLL
1) KarssEr—J LA ELGERIN TS EEREL TS,
2) AC 7HTHLHBIHFOBMAE LIEHEIN TOBIEEHERLTEAL,
3) WUHBEENBBINTOBEAERERL TS,

20.2. Ethernet )2V ASHEILL7ZLN
1) BaARIAET—T LA ELERIN TLDIEERERL T,
2) Ethernet R—FDRIT LI —aVB/REMNEG>TWVEWAIREEABHYET , EHT T S
REETLRAID Ethernet RTLIT— 3> DERTE . ERERL TS, WHAKRE(E.
F—bxr3>T—230TY,

20.3. BRELE=DIEEMTELL
1) B|ELFE=RT MAC ZEL R4 SAK MIELLAFEZRL TEEL,
2) BEHELTOSFroRILR—IARE LIR— b ERL TESLY,
3) R7HEEHELTVSR—FDELIEH SN TONSEMERL TS,
EHELTWSR—FEREEZ TWSAREREAHYET .
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SRR
WA EEBONIB BT, BRI TR ETTBRIZEL,

1) EEERBEINDANS—E., COMLERAZTE HERZSL,

2) AEROFREHEADBRKEFICOEELTIREBESLETREFT,
3) MEDORBIZEY. BETIERFREDKMIZSE TRENHYFETS
4) BUAOEHIEEHRORIBLESETEEEST D TI THRIZEL,

AT RREHME - MMmBE LY 348 (RIRESRFEEIZRIDOR)
SARALAARE: CAB LY 5 £ (BRMVIZRHEERIT)

REHAFATH>TH. UT OGS EHEEBELSETEEEY,
(BETELGWNGEELHYET)

1) FERALDRY. EEHRICEIDEELLEICKOKIE, B5
2) BREE. LT EEEEZOMNBICERT SHIE. 815
3) AHGITKFEN-BRLGEILDIERIVERSN-ES

RELHMZBE T T LHEBERLGYET D TIEE LS,

—HRDHERBRIL. BREERARRNICREERT DHEZALTHEYET . o DHEIBRITIEERC
REZDHIELTT DT, BEEDToEREABEERODNFTT . BNAYFTTH, BEZ
THRRRTECAETIC, RERBEEERICTHEAILSL,

AEGICSERT HBREFLRZDBRISOVTHREBLEE A,

EEAMPICET2RBELHOELHLIT. ERMIZIToOTEYER A, BliE., BEYER—F
ZHICTHIESETIEWTHBYET  HESR—MMIDEELTEFFEVWLEFTORFEEIZS
ML,

AEGORIEFEAENTOERBIZEVNTOAENTY .
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BAICETHHRE-BEVEHLEL

NMTI45— kA2t
HARZIHR—k
TEL 0570-060030
E-mail support@hytec.co.jp
S{tHE TFH 9:00~17:00

~

/
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