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# | /R #tEA
@D | Power TBMD AC 7H T a%EHLET
® | RES JEybREUTY,
EiE LED T,
© | PuR TR ON DEFICHHRATLET .
@ | UsR A—HIZEIY BTSNz LED TY,
/system routerboard leds [CTEEDARNUIEE|Y L THIENHEET,
Ether1 R—h T,
© |Intemet | N H—hELTEELET
Ether2~5 ;R—F T,
® | 2~5 .
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@ | PWR N
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@ | UsR A—HIZEIY BTSNz LED TY,
/system routerboard leds [CTIEEDARUIFE|Y LB THIENHEFTT,
® | Internet Ether1 R—h T,
- WAN R—rELTEIMELET,
Ether2~5 ;R—F T,
® |2~5 .
LAN R—rELTEIMELET S
@ | 1~5 Etherl~5 D295 TTY,
— Do HERLT, BIERICIERBLET,
® RESRAVEMLUENSEREHRALET,
@ USR DO#RBD LED N RiLT=5. RES RIVERELET,
® E—TJEA1ERY. MHALLBESNBEFEYET,
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4. WebFig ~AQOT (>

WEB 7594 %{$HLT. RouterOS [ZAS' 423 52T, RouterOS DEIBEED—DTH B
WebFig [CAT AT HTEMNTEET,

o OJAVHAARTE

IP 7FL X : 192.168.88.1
a1—H4 : admin
INAT—F . L

% 2024 F 7T ALURRICCBASNIERICIE, XT38 BERILlca=—o%N
AT—FREESNTNEZENHYET . TOHZEIEERAZETDDIRILOD "Password” [
REINIZNRT—FZAALTAT AL TLIZEN, (TROFEEBAZESHR)

FAR)LIZ Password DNEEE SN TULVELERR L, MIEI/NRT—FILEL (TR LBYFET,

hE X

ID: RB750Gr 3
EOL: % & A W =

User: admin |
Password: ) I

Mikrotikls SIA, Unigas iela 2,
Riga, Latvia, LV103

.

e OJAVFIE
D TS9O TELR/N—[Z"http://192.168.88.1" EA DL TERELET,

@ A—HRERRT—FEANLTLogin[EVYvILETS,

RouterOS WebFig Login

Login: |Eldmin | | Login |

Password: | |
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Q@ ATAVIZHNT HE ULTOEENKRTEINET DT, Close &7y ILET,

Router0s ve6.49.13 (stable)

| Close ‘

The following default configuration has been installed on your router:
Welcome to RouterQs!
1) Set a strong router password in the System = Users menu
2) Upgrade the software in the System = Packages menu
3) Enable firewall on untrusted networks
RouterMode:
* WAN port is protected by firewall and enabled DHCP client
* Ethernet interfaces (except WaN port/s) are part of LAN bridge
LaM Configuration:
IP address 152.158.88.1/24 is set on bndge {(LAN port)
DHCP Server: enabled;
DMS: enabled;
WAN (gateway) Configuration:
gateway: etherl ;
ipd firewall: enabled;
NAT: enabled;
DHCP Client: enabled;
Login
admin user protected by password

@ Quick Set BIE@MNTRREINET .

ik B Wby | W __H'IT
oS v e}
[ErBEme Quick Gel
'
Canfigu ration
vadi LERAT Y Eridge
Inkarmet
Pas Emi
Edderis Brgndian Stwdc B Aricnstdc U PPPRL
W addrm Ki'she | Bbabid
Lot
GatanEy
AT ddd e Ll d TR ]
Lacil Melwerk
o i H A
Hel ok EE T T T
DBCE Errmer -
DSCP Srreer Bangr o | 137 S0 10,150 168 B3 3
HAT .
WPH
WM Accmin
WPH Rddreis IR I I R
S
Exaior [dnwsis Wik i
Crmck P i Dot Ceedguepior
Faidvrasd
Cimil s Fa s

® BEH LD WebFig[E9'vod BTET, WebFig DEIEERKCEMHEES
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4.1. Quick Set EITEIZDWL\T
Quick Set A Tld. EARMLZIL—FDRELZITOIENHEET,

@ {EHE9TBHE—F% Router, Bridge h5ZRLET,

Configuration

Mode * Router Bridge

@ Internet [CEAT BEREEITLVET,

Internet
Address Acquisition Static '® Automatic FPPOE
IP Address | Renew || Release |
Netmask
Gateway
MAC Address \B8.:69:F4:81:00:26
"/E e
Port WAN R—hELTHERAT S R—FEERLET

TRLRADEGEHEEZERLET

Static: §#89 IP PRLRZEERELE T,

Address Acquisition | Automatic:DHCP H—/\M5 IP PRLRAZEELET .

PPPoE :PPPoE A—H & E/NRT—REAALTISPASIP TR
LRZERIFLES,
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@ LANICEE 9 3R EEITVET,

Local Network

1P Address [192.168.88.1 |
Netmask | 255.255.255.0 (124) v |
DHCP Server i

DHCP Server Range & |192.153.38.1D—19‘2.158.88_2:|

NAT o
HE B EA
IP Address LAN D IP PRLRZEERELET .
Netmask LAN DY TRy RIERELET,
DHCP Server DHCP H—/\BEBED BEXN/ BNFHRELET .
DHCP Server DHCP H—/\#REZ AN LIIRITILLVE T IPPRL R D %
Range BRELET .
NAT NAT DB/ EHEFRELET

@ SARTLICETIREZETVET,

System

Router Identity |MikroTik |

| Check For Updates || Reset Configuration |

Password | |

Confirm Password | |

| Apply Configuration

HE Lz
Router Identity W=D RTLEZEZTELET .
Password O AVIRRT—F#HBELET,

X X)) TARIED=6H. T EHRELTLESLY,
Confirm ) . . -

BEDO=H. AT A INRT—FEEHE53—EANLET,
Password

® B#I<|Apply Configuration Y voLET,

Apply Configuration
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4.2. 45— yMHEEREY BRI
=B A B—FI MR T RN, EX 2 TARIEDF=OIZUT DREEL T 1ToTLES
LY,

@ BTAUISRT—FOEE
|System=>Password "EE?RL\ Old Password IZIRFED/AXT—F#AHL.
New Password & U Confirm Password [ZHTLLV SR —KZAHALFET,

‘ Change | | Cancel ‘

Old Password

New Pasgwgrd T

Cani rm Passwo rd TTTLIIT)

@ FRELY—EROEL
IP=>Services [&:&RL . T EAH—E X% PlDisable)E oY v oL TEIEEEET

8 items
4 Name Port Available From Certificate ks
Version
E| X @ api 8728 any
E| X @ api-ssl 8729 none any
E| X @ fip 21 any
) @ ssh 22 any
E| X @ telnet 23 any
E| X @ winbox 8291 any
D o www 80 any
E| X @ www-ss/ 443 none any
8 items
4 Name Port Available From Certificate ks
Version

D] @ api 8728 any
D] @ api-ssl 8729 none any
D @ fip 21 any
D @ ssh 22 any
D @ telnet 23 any
D @ winbox 8291 any
D] 2 www 30 any
ﬂ X @ www-ss/ 443 none any
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5. CLI(Telnet/SSH)AMOS 1>

CLI #{#FLT. Router0S IZAG AT B ETERFEETLET,

o OJAVHAARTE

IP 7FL X : 192.168.88.1
a1—H4 : admin
INAT—F . LK

e DJAVFIE

@D avwRFarvIMITUTOaATUREETLET,

telnet 192.168.88.1

% Windows DIFE . Telnet V54T UMNEMIZIHE>TWARELHYET,

@ Login [IZ”admin”, Password [Z/XRAT—F% A AL TlEnter] F—&#HLTAT A LET,

Login: admin

Password:

X 2024 F 7T ALURRICCBASNTEHRICIE, XT8N BERILlca=—o%N
AT—FHNEESNTVSZENHYET . TDEEFARAEZEDFNILOD "Password” [
REINIZNRT—FZAALTAT AL TLIZEN, (TRO KRB ESHR)

FAR)LIZ Password DSEEE SN TULVELERR &, MIEI/SRT—FIEEL () LBYFET,

hEX

ID: RB7506Gr3

EG1: =» - ™

SN: b QO._ .
'User: admin :
Password: . I

Mikrotikls SIA, Unigas iela 2,
Riga, Latvia, LV103

.
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® VYIMITTIA U RIZET IHAXERTNEINRRINET DT, FELESIE
#'_%?ﬁ-ltbgs—;-o

T T T
M il TITTTITTITT
000 TIT :

i AR 00 TTT :

b R 0TI :

bt/ Awew. milkorot ik, con/

@ “vExF—FBTLEE . "MKROTIKLS MIKROTIK SOFTWARE END-USER LICENCE
AGREEMENT"MERREINET, "ENTER"F—TEIZEDH . BHF TR HLDIESE " —
WTLES,
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5.1. CLIMERBMEEICDLNT

o AIITOMREUHL
“HEANTBIET, FAARELZIATURD—EERTIEDIIEAEFEET,

[admin@MikroTik] >?

o [ER2
MikroTik @ CLI [XFERIZH AN TLNET,
BIZIE"/ip address”EANTBE NP FRLADAZ 1 —ERBIZREN T HIENTEET,

[admin@MikroTik] >/ip address
[admin@MikroTik] /ip address>?

—EBLORBICRAIZIE"/"ZABL. OEDRIDERIZRAICIE"."ZANLET,

o [tem Numbers
TNTNDEEME(TATL)IZIFZENZTN Item Numbers HMRONTULVET,
set AXURGETEREEZER T AR EELI-VEREME (7 AT L) D Item Numbers Z157E
TEODENHYET .
Item Numbers ZHER T AICIEZENENDREE T print" ATV REFEALET,

o [Tab]F—IZ&kBavTF#5E

[TablF—%#FHAT A LT AV FDOHTEEITOIENHEFT,
B Z L inte” DIKRET[TablF—%IF &, "Dinterface” LHHTINET,
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5.2. CLIO—#EMEaTURIZDNT

e PrintavUR
print AV REFERATHET, RERTEMEDEHRE Item Numbers ZHERTHEMTEE
ER
Item Numbers [FEXEEEZITORICHEALET,
LU DBITIZL, ethert @ 10.10.10.1/24 £LNVS IP 7RL RIZIE Item Numbers=1 M E(Y LT
LRTWBIENRTMYET,

Item Numbers

e addavw K
FTATL)ACDREICREMEZEBMT HIENTEFET,
LU T DOHITIL, etherl 0 10.10.10.1/24 £LV5 IP PRL A% ip address D7 AT LV ANIE
mLTWES,

=10.10.10.0

19



hEX 2 1)—X EnikinBAE

set AYK

$EFELT= Item Numbers DIREEEE Y H_EATEET

LITOHITIL., ip address @ Item Numbers=1(ether1)D %X FE % address=10.10.10.1/24 M5
address10.10.10.2/24 [CEBLTLVET,

@ /ip address print
EAALT.BED P TRLADYAMERTLEYS .
LI DOHITIE. bridge @ Item Numbers HY70” . ether1 M Item Numbers M1 T#H B
e MUET,
= I
i cab | er

@ set numbers=1 address=10.10.10.2/24
Item Numbers="1"Td 3. etherl D IP PRLRZZEELET,

@ BUW print"EANT BE. etherl D IP PRLANEBEIN =DM HERTEET,

d, 0 - dvramic

INTERFACE
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remove A< K
EELT- Item Numbers MERXEZHIRT HENTEET,
LITDOHITlE. ip address @ Item Numbers=1 D HREZHIFRLTLNET,

. U - dvnamic

[MTERFACE

. U - dvnamic

[MTERFACE

bridze

move AT K

B3 LT= Item Numbers DEREZHEISEHEMNHEERFT,

LT DOHITIE. ip firewall filter @ Item Numbers=2 DX FEE& Item Numbers=1 DERFEIED
IEEZANBZTLNET,
T7AT 24— ILIE, Item Numbers HDVNEWVBFICLEBINSIL—ILED T, 7ATLIRE
DIEENFICEETY,

[admin@MikroTik] >/ip firewall filter

[admin@MikroTik] /ip firewall filter>move numbers=2 destination=1

export AV K
BAEDOKEBTEAINTNSIATU RO RAMNRRLET,

quit av R
—BLOBBTIOATUREEFTTRE. CLNSAT 7O BIENTEET,
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6. EAETE
HEAMAREEEA RSOV THRALET,

6.1. 1—H9RYbMAT7—ADKEFHER

o Web[ZkDHERAX

Interface [&BIRT BL. 24T —ADKEERRT BN TEET
Name DEBIDT IILIF7RYMIR— DR T—ERERLET,

R :R—rAYU o Ty TLTNBEEERLET

S R—IATYYSICHIBL TS EERLET

T CAPsMAN
— Router0S v6.43.7 (stable)
1 Wireless
{8 Interfaces Interface ” Interface List ” Ethemnet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP ” Bonding
A, Bridge
= Switch |Add Mew ¥ || Detect Inlernet|
EE pPP
°8 Mesh 7 items
kg 1P >
4 Name Type Actual MTU L2 MTU Tx Rx

<77 MPLS >
£ Routing - 111 defeconf
{83 System > -lo] R 4+t bridge Bridge 1500 1538 63.0 kbps 5.0 kbps
& Queues 1B 77T T Weethers” T Tethemer ~ T 7 1540~ ~ T ised ~ obps 0bps T
=] Files 1 ﬂ RS 4j# ether2 Ethernet 1500 1598 0 bps 0bps

Lag : =1} = 4j# ether3 Ethernet 1500 1598 0 bps 0bps
(Al
# Radius 1] 5 4 etherd Ethernet 1500 1538 0 bps 0 bps

1

W Tools 1 I 5 4% ethers Ethernst 1500 1598 0 bps 0bps
=] MetaROUTER Lol _s5 _ lesfpl _ _ _ _ | Ethemet _ _ _ _ 1500 _ _ _1600_ _Obps_ _ _ _ _ _ _ Obps _ _ __ __

Ethernet /2271 —X%&V)V 7T H&, SHITFHMGERAEETEET,
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o CLUIZKHHEREARE

/interface print EANT BE AVATI—ADREFERTHENTEET,
Name DEBI DT ILITFRYMIR—PDRT—ERERLET,

R :AR—bMRIT7YTLTNSIEERLET

S (AR—FATVYDICABL TSI EERLET,
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6.2. IP7FLRADERE

o Web[TkBETEAZE

@ [P=Addresses [&RIRLFET

@ bridge 12 37x—REV)HILET,

5 1P ¥

ARP 2 items

Accounting & Address Metwork Interface

or 192.163.0.14/24 | 192.168.0.0 etherl

Addresses J D
Cloud

i+ defconf

DHCP Client -|o] ok 192.168.88.1/24 192.168.88.0  bridge
DHCP Relay I,\X)

(=Tl ]

@ IP7RLARZEZELT.OKZEYUYHILET,

| oK || Cancel || Apply | |R.emcwe|
Enabled
Address 1192.168.10.1/24 |

Network a (192168.10.0 |

Interface

o CUIZKSHESZX
UTFTOav o REAALET,
/ip address

set numbers=0 address=192.168.10.1/24 network=192.168.10.0
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6.3. ALV IRRT—FDEE

o WeblTXAEREALE

@ [System=>Users |[&RIRLET .

Q@ NRI—FEZEETH1—FE0)vILES,

J Users H Groups “ S5H Keys ” SSH Private Keys ” Active Users |

‘.Add New || AAA |

1 item
4 Name Group  Allowed Address Last Logged In
;1 system default user
-] o] a admin  full s ul/01/2020 13:55:39

® Password. EY1)v LT, FHLLWVARD—RZEERTELET,

| OK || Cancel || Apply | | Remaove | | Password...[L
Enabled
Name admin

Allowed Address ¥

Last Logged In Jul/01/2020 13:55:39

Comment |System default user

o CLIIZKB®™EAZE
LTDav o rEAALET,

/user

set numbers=0 password=admin
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6.4. BAFIRHPADHKE
o Web[TkBETEAZE

@ [System=SNTP Client |[&iEIRLET,

@ SNTP Client *=2—T [Enable |SF Ty 9%EAN T, NTP H—/3D IP FRLREAALET,
(FALTOAAEAT])
® WZIREMNHNT 5L, ERT—RADNKRTENETS,

1 1
1450 System v |
e SNTP Client
Certificates Agphy
Clock e T L e
1
Enabled =

Console : nenE : @
Disks : Mods unicask :
Drivers : Primary NTP Server 133.243.238.243 :

e o e e e e e e e . e e e e e e e J
Health Secondary NTP Server ™
HiStOI"}" Sarver DMS Hamas -
Identity Dynamic Serers
LEDs . e =

: i Foll Interval 512 I@

License 1 1

| Ackive Server 133.243.238.243 1
Logging 1 1

1 Last Update From 133.743.233.243 :
Packages : T
Password : Last Update Q000 30 ago :
Ports | ___ _lsstAdjustment _ S20793% _ __ _________ :
Reboot
Reset Configuration
Resources
Routerboard

I SNTP Client

@

@ FNTERALY—CDBREETVET,

iiE?RL,'C‘ Time Zone Name % |Asia/Tokyo [CZEELEY .

=2 prp .
Camen | Ll
L MPLS

# Routing
i System
At Upgeade
Cartificates

a4|lT|¥|T

Consnle
Disks
Drivers

Health

History

Clock

Time
Tine 101508 |

Date  |ApriUZZ010 |

Chach Time Fone Autodetect +
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o CLIZKBH/EAZE
UTOavw o RrEABALET,

/system ntp client

set enabled=yes primary—ntp=133.243.238.243

/system clock

set time—zone—name=Asia/Tokyo
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6. 5. Firewall DERTE A%

[IP=Firewall [£;24R T B & Firewall DR EEEABEET .

Firewall JL—JLIE EIZRRENTLDLDNBMBEEICLGY  BEIBLDIL— LG IEICAEE
LTLEET,

INTIMDED I —ILTREINIGE . TOTOIIL—ILHN BRSNS ELEHYEE A,
BEIBLEZEFTHEEIE. BEIEMEEELZWVIIL—ILERSYI 7UORRFOYTLTHESE
EX P

foonk: sooept establizhesd, relabed, uniracked
T W asreEph farwar 15650 mn

Fooril: drog irmeslid

H W arop T o8 [ 1‘&L\

Fiber Buliss | AT | Mangke | Raw | Service femc || Conreclions | sddrecs LSt | Loyer? Protecok Firaveall
Add Mew | Reset All Caunkers all
14 Itame
* Action  Chaln e Wireas UL SroPort Dst Port Ay Pert I Db pytes  Packets
13z apmeial dumey rube b show Fasth soumErs —'%— L \
0] 1] pecaal i ferwand 133 win 11
15 dafoond: atcapt establshid, rlated antracked
o 1 o acoept | input 8597 KIS 2 003
17 defronk: drog irveadid
-lo 2 M crop input 17208 43
17 dheloonk: acoapt [CMP
- o 3 - T 1 {lomp on o 1%
i dhafoonk: meoapt i e palicy
- O q W acrapl Mo o8 [ §E
1 dhefoonl: atcapt ok ipses policy
-lo 5 & accept | farwand o0& [ JIIE
17 defronl: festirack "
- b 6 W fasttrack forward 15658 18 11L
1o ke
-
i
-lo
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BIZIX, IL—RIZxT B Telnet(TCP:23) &ML I-LMEE LU T ORRIZEKRELET .

General

Input Z:&RLET
=Bz B/ 7y LT Firewall
FEALET .

TCP:23 #&RLFETY

TCP:23 58T/ V7 yMMI®LT Firewall
ZEALEY.

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘tcp v‘

Src. Port ¥

Dst. Port  « | |23 |

Any. Port ¥

In. Interface «

Out. Interface ¥

Drop #:#IRLFET .
IL—ILIZERE LNy b EESRLET,

Action drop v

Log

Log Prefix ¥

HE A
Firewall Z @A T 5/ \ 7 ybDRNEEVET
Input: JL—RIZXT B/ bk

Chain
Output: L—EMB5HTH L/ Yk
Forward: JL—AMERE T B/ vk
Src/Dst . . e — -
Firewall Z#E A9 5/ ybDEETT., BEFIEELEFT .
Address
Protocol Firewall Z@ A3 A0 EEELET,
Src/Dst . . -
Port Firewall Z @ A9 Ah— BB EHBELET,
o
In/Out .
Firewall AT 243 71—AFHRELET,
Interface

IL—ILISERET B/ v A NEEERVFET,
Accept: /N4y AT

Action Drop:/ Ny &iEHR

REJECT: /Ny EIEE L THIEAY E—D%E1E
LOG: /8y h D04 %528k
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o CUIZKBEEAZX
LTFOavw o rEABLET,
/ip firewall filter

add action=drop chain=input protocol=tcp dst—port=23 place—before=1
% place-before=1 EANTBHIET. 1 BIZEFINIL—ILKYEBEEEZSL. ZDIL—
IVEBMTBHIENTEET,
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6.6. 2 R—X VLAN OREFH %

LT OHFIDESIZ VLAN BREZ1TOAEZHALET,
-Ether3 :VLAN100 O Access Ri—

-Ether4 :VLAN200 O Access Ri—p

-Ether5 :Trunk fR—k

Access VLAN10O
Access VLAN200

Trunk VLAN100&200

>
-
-
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o Web [TkAHRESE
@ [Bridge=VLANs &R L. [Add New[EHwHLET .

WITETESS

-

W Interfaces J Bridge ” Ports ” Port Extensions || WLANs
%< Bridge

i Switch ‘ Add New |

*_ oppo

@ VLAN100 Z{ERELET,

VLAN IDs [Z 100 & A 73, Tagged |Z ether5 & bridge. Untagged |Z ether3 Z3E{RL. OK #45)
yILET,

| oK || Cancel || Apply |

Enabled

Bridge bridge w

VLANIDs ¥

* | cthert | a
Tagged
¥ | bridge w| a

=

Untagged ¥ |etherd | a

Current Tagged

Current Untagged
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@ VLAN200 ZERLET,

VLAN IDs [Z 200 & A 71, Tagged |Z ether5 & bridge. Untagged |Z etherd Z3ERL . OK #5)
vILET,

| QK || Cancel || Apply |
Enabled
Bridge

VLAN IDs ¥ (200 -

* | etherh w| a
Tagged
¥ | bridge w| a

Untagged ¥ |etherd w| &

Current Tagged

Current Untagged
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@ ether3 M PVID 3% FLET,

[Bridge=Ports [&RIRL . ether3 &5 vILET,

M Interfaces J Bridge ” Ports%” Port Extensions ” VLANS ” MSTIs ” Port MST Overrides ” Filters ” NAT ” Hosts U MD|
37 Bridge

i switch | Add New

Z. pEP

': Mesh 16 items

55 1p v E—

- # Interface Bridge Horiz... Trust... ?;m"tv Path Cost
ARP ex)

Accounting 717 defconf

Addresses o] 0 & etherz bridge no 80 10

Cloud ;+; defconf

DHCP Client L] |1 1 & ether3 bridge no 80 10

DHCP Relay 1 defeonf

DHCP Server | jﬂ 1 2 & ctherd bridge no 80 10

DNS ;1 defconf

Firewall ElE] 3 & ethers bridge no 20 10

PVID % 100 282 EL.OK &5y ILET,

[ ok [lconcet ) ooty | [Remove]

inactive

Enabled

g

Bridge
Horizon ¥
Learn auto »
Unknown Unicast Flood
Unknown Multicast Flood
Broadcast Flood
Trusted
Hardware Offload
Multicast Router Temporary Query »

Fast Leave

Priority
Path Cost

Internal Path Cost

(] 8 08 @8 @
a
w
<
<
=
[

Edge auto
Point To Point aufo »
Auto Isolate O
Restricted Role O
Restricted TCN O
EPDU Guard O
PVID |100 | |
Frame Types | admit all v
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B etherd M PVID % FLET,

[Bridge=>Ports [£#IRL . etherd 4w HILET,

W Interfaces [ Bridge ” Ports ” Port Extensions ” WLANS ” MSTIs H Port MST Overrides H Filters H NAT H Hosts H MD
%< Bridge L\@

L Switch

. PEP

®% Mesh 16 items

+ 1P v # Interface Bridge Horiz... Trust... ORIy Path Cost
ARP (hex)

Accounting 100 defeonf

R e =lo] 0 & ether2 bridge no 20 10

Cloud ;30 defeonf

DHCP Client Lol |1 1 & sther3 bridge no 80 10

DHCP Relay ji; defconf

DHCP Server -]o] |1 2 & ctherd bridge no 20 10

DNS i1 defconf

Firewall 1] 3 & ethers bridge no 80 10

PVID % 200 [ZE%EL. OK&VUvILET,

CE || Cancel || Ayl y |F.n'||.n|

inscsies

Erablnd ]
Interlface athard vl
Errdgu Liridge w |

Hirlran -

Lsarn wuly W
Rinkmmen Unlrast Flood H
Unknevn Multicast Hood B
Brnmdeast Flond H
Trusted ]
Hardvasee Crifinnd ]

Hulticast Router

Temparary Cuery

East Leawe d
Pricrity 5] hize
Fath Cane i
Intsrnal Fath Cont 1
Fdge Al v
Foirt Ta Point “auln v |
Aty Tsolaic ]
Haskrictud Rolu ]
Bestricted TCH ]
EPOU Guard ]
[ 2o |
Frams Typss audmit al -
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® Tag VLAN tREZHHICLET
[Bridge=Bridge [#3#1R L. bridge 2w LET .

W Interfaces J Bridge ” Parts ” Port Extensions H VLARNS ” MSTIs " H
*1 Bridge
%' Switch | Add New || Settings |
+= PPP
= : Mesh 1 item
1L L
= I° i Mamea Type
ARP
nting i31 defconf
jﬂ 2 & bridge Bridge
Addresses %
Cloud

RTRSNDEEZE FIZR20—)LL T, VLAN Filtering ICFTv9ZANET,

VLAN Filtering
EtherType 08100 »
PVID | 1
Frame Types | admit all b
Ingress Filtering |:|
ZTDE.OKEV)VILETS,
| ] .4 Iﬂ| Cancel || Apphy | | Remove | | Torch |
running
Enabled
Name | bridge
Type Bridge
MTU b
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WHEIZHLUT.VLAN [IZIP PRLREERFELET,

@ [Interface/=VLAN [£ZIRL . |Add New [y HILET
& WITEress
WM Interfaces J Interface U Interface List ” Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel u VLAN || VRRP ” Bonding || LTE
3% Bridge
‘& Switch | Sdjtic L

| 0K H Cancel || Apply | ‘ Torch |
Enabled
Name |vlan100 |
Type VLAN
MTU [1500 |
Actual MTU
L2 MTU
MAC Address
ARP Timeout
VLAN ID [100 ]
Interface

© FEHDOFIET VLAN 200 ZERELET,

‘ 0K || Cancel || Apply | | Torch |
Enabled
Name [vlan200 \|
Type VLAN
MTU [1500 \
Actual MTU
L2 MTU

MAC Address

ARP Timeout
VLAN ID (200 ] |
Interface

37
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IP={Addresses [£i#IRL . [Add New [ 5 voLET,

FH TTTOge

‘L Switch | Add New

= PPP

- 1 item
o Mesh

5 1P v 4 Address Network Interface
ARP por defconf

Accounting - o] © 192.168.88.1/24 192.158.88.0  bridge
|| Addresses

@ Address [ZIP ZPRLR/HTRYRIRI% A AL, Interface [Z VLAN Z:E#IRL . OK 91w
LET,

| 0K || Cancel || Apply | | 0K || Cancel || Apply |
Enabled Enabled
Address |192.168_100.1f24 Address [192.168.200.1/24 ]
Network w Network =
Interface Interface

VLAN RIL—T 4T BT BI5E & Firewall ITULTDIIL—I)LEEMLET,

Action=drop Chain=forward in—interface=all-vlan out—interface=all-vlan

. - Src. Dst. In. Out.

# Action Chain Address Address Prot... Src. Port Dst Port Any. Port Interf... Interf...
;1 special dummy rule to show fasttrack counters
- D 0 passthrol forward

-|o] 1 %8 drop forward

all vlan  all vlan
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e CLIZXBEREAZE
@O VLAN Z#ERLET,

/interface bridge vlan

add bridge=bridge tagged=ether5,bridge untagged=ether3 vlan—-ids=100
add bridge=bridge tagged=ether5,bridge untagged=ether4 vlan—-ids=200

© PVIDZEELFET,
/interface bridge port

set numbers=1 pvid=100
set numbers=2 pvid=200

@ Tag VLANZEMICLFET,
/interface bridge

set numbers=0 vlan—filtering=yes

WWEIZISUT.VLAN IZIP PRLREERELEY,
@ VLAN /97— REERLET,

/interface vlan

add interface=bridge name=vlan100 vlan—id=100
add interface=bridge name=vlan200 vlan—id=200

® VLANAATII—RIZIP PRLREZHRELET,

/ip address
add address=192.168.100.1/24 interface=vlan100
add address=192.168.200.1/24 interface=vlan200

VLAN L —TA0 T & BT HEEXUTERELETS . WELHEDH)

/ip firewall filter

add action=drop chain=forward in—interface=all-vlan out—interface=all-vlan place—before=0
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6.7. DHCP H—/\DHTEF %

o WebIZXAREALE
@ [P=DHCP Server [£#iR L. [DHCP Setup [EHvILET
@ DHCP H—NEHRELE-WNAUET7T—REEIRLET,

Select interface to run DHCP server on

DHCP Server Interface bridge-vlan100 r

® DHCP H—N\EBFETHAIATI—ADFZYNT—9EAHALET,

Select network for DHCP addresses

DHCP Address Space 192.168.100.0/24

@ DHCP J3A7UMBIYATES — b I/ DTFLRZANLET,

Select gateway for given network

Gateway for DHCP Network 192.166.100.1

® DHCPOZAT7UMZEIYHETHIP FRLRADEFHEEHRELET .

Select pool of ip addresses given out by DHCP server

Addresses to Give out ¥ |192.168.1 2-192.168.1.10 \ a

® DHCP 7547 MIEIYHTSDNS —/\DF7RFLREANLET,

Select DNS servers

DNS Servers ¥ |8.8_8.8 ‘ -

@ TFRLAD)—REEEHRELET,

Select lease time

Lease Time 00:10:00

40



hEX 2 1)—X EnikinBAE

CU [ZKkBERTEALE
IP 7RLARAT—)LZEIMLET,

/ip pool
add name=vlan_100 ranges=192.168.100.10-192.168.100.100

DHCP ¥ —/N\ZERET DMV 3T —REHRELFET .

/ip dhcp—server

add address—pool=pool_vlan100 disabled=no interface=bridge—vlan100 name=dhcp—vlan100

FYNT—IFRLAR, TIHINT—r94 DNS H—/\ERELET,

/ip dhcp—server network

add address=192.168.100.0/24 gateway=192.168.100.1 dns—server=8.8.8.8
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6.8. XIEDEIEE

o Web ZkAHEEAE

@ [System=>Reboot [&Z:ERLET .

@ FHEREETOKEYVVITHEREOBRBHNITIET .

192.168.88.1 DAE

Do you want to reboot the router?

o CLUIZKBHREAHZE
UTOavTURrEAALET,
/system reboot
Reboot, yes? [y/N]: y —HERBERNRREINT=D"Y'ZANLET,

system will reboot shortly

6.9. KAWL %

o Web[ZkDEREHE

Q) |System=>Reset Configuration ‘EE?RL?TQ

@ |Rest Configuration ‘%_"7') vILET,

@ HREETOK[EY)v T BERADDIENTIET,
Z D ‘Keep User Configuration ‘IZ?I‘V7§A*L%>&~ A—HFThOUMEREZRLI-FEZ
DDEERELZNHLT HIENTEET,

Reset Configuration

:Reset Conﬁguratl‘or:l\J | Cancel |

Keep User Configuration

o CUIZKB|EHE
UTDaATUREAALET,
/system reset—configuration
Dengerous! Reset anyway? [y/N]: y < FEZERNR RNV EANDLET,

system configuration will be reset
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6.10. HED/NAVvITYT
@ [iles E@IRLES
@ [Backup &4V ILET

EX)—X HikinBAZE

=3 PPP -

o8 Mesh | Backup | upload: | 77 MLEER |BRENTVERA

sl 1p >

7 MPLS » 4 items

& Routing - 4 File Name Type Size

o System = = 3 flash disk

Q Queues - [5 flash/auto-before-reset.backup backup 18.8 KIB
4i» DoflX 5] 3 flash/pub directory

[ Files = [ flash/skins directory

|5| Log

Creation Time

Jan/01/1970 09:00:07
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

® Name [Z#F T2 T74ILE%EANLT, Backup EHYvILET

T7AIVEEEILT BIBEE (L. "Don’ t Encrypt”’ DFTvo%E45 L. Password ZAHLET,

| Backup || Cancel |

Name a [2020_01_01_backup

Password ¥
Encryption

Don't Encrypt

@ Download [E9YYILT, 1I\yHT VT I7 4 NERYAUIZEHUA—RLET .

| Backup | upload: | J7ALEER | BRENTLERA |
5 items
4 File Name Type Size
j B 2020_01_01_backup.backup backup 13.2 KIB
- 3 flash disk
j [ flash/auto-before-reset.backup backup 18.8 KIB
- [0 flash/pub directory
-l [0 flash/skins directory

Creation Time

Sep/17/2020 1?:46:48
Sep/17/2020 17:46:53
Jan/01/1970 09:00:09 | Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

X BEEVMHLTDE N\VITYTI7AILIZIIL—E2DSEIBREINETDOT. T4 H O

—kLTLIEELY,
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hEX 1) —X HikinBAE

BEDINYITIT YRRT &, 1\ T7vTTED MAC FRLURIERET/\wIT7vTEh5bT-
D INVITITTTDIL—BE) AT D IL—EDFIDERER DB E . AT D IL—2D MAC
TRLREHRA LESShZET,

@ Files[&#IRLET .

@ PFAINEZRER £9UvoL T VAV EDNYITITI7AINEIL—EIZF7yTO—KLZE

—g-o

=3 PPP S

Tegmesh | | Backup | upload: | F7LEER |BRENTLERA
77 MPLS - 4 items | uploaded
4% Routing s i File Name Type
o System > | 3 flash disk
Q Queues = [5 flashfauto-before-reset.backup backup
4i» DotlX = [ flash/pub directory
[ Files =] [ flash/skins directory
5| Log
P

Size

18.8 KiB

Creation Time

Sep/17/2020 17:46:53
Jan/01/1970 09:00:09  _Download
Sep/17/2020 11:57:16
Jan/01/1970 09:00:08

@ 7y7A—FMNETLEDL, YRAMIEBMENT=\YITITI7AILEI)vILET,

Creation Time

Sepf17/2020 17:50:47 Download

| Backup | uplad: | D7 L EER |BRENTLERA |
5 items | uploaded
i File Name Type Size
- [El 2020_01_01_backup.backup backup 13.2 KiB
-] 0 flash disk
- [ flash/auto-before-reset.backup backup 18.8 KiB
-] 0 flash/pub directory
=l [ flash/skins directory
@ [Restore EJ)vILET,
‘ Cloze | ‘ Rernnve| ‘ Restorﬂ
File Name 2020_01_01_backup.backup
Type backup
Size 13.2 KiB

Creation Time

Sep/17/2020 17:50:47

Sep/17,/2020 17:46:53
1an/01/1970 09:00:09| Download
Sep/17,/2020 11:57:16
Jan/01/1970 09:00:08

® [Restore 9w ILET  BEELETOTL\BIH A Password EANLET
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Bac

| F{estnrﬁ || Cancel |

Password

kup File 2020 01_01_backug v |

-

® HEZRE@ET

OKZDvITBHE VAT ZRIBLEBTHEISLES,

@ BREBARTLEL, BEALHMS Termina ERIRLT. UFOARUREAALET,

interface ethernet reset-mac-address 0,1,2,3,4

Quick Sst

WebFig

Terminal
T

admin@ikroTik] » interface ethernet reset-mac-address 0,1,2,3.4
admin®MikroTik] > |

ZDAVYUREERTTAHIET.MAC FRLRABERFEFTLEEETIN TV -EEL . HEBEAED
MAC 7RLRIZRT ZEMNHEET,

2% Bonding

Interface ZAEML TLV=15E (X COFIET MAC 7RLAAFIHEShFEEA

D T. Bonding /2% 71—AX%— H Disable [ZL. FBE Enable IZLTLEELY,

W Interfaces

H*

37 Bridge
‘. Switch
. PPP
% Mesh
& p

MPLS

J Interface ” Intarface List ” Ethernet ” EoIP Tunnel ” IP Tunnel ” GRE Tunnel ” WLAN ” VRRP | Bonding | LTE L

| Add New || Moniter Slaves |

1item

4 Name Type MTU Actual MTU L2 MTU Tx

1500

J* Routing

-1 .k R bonding1 Bonding 1500 1595 0 bps 512
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6.12. RouterOS DF7vFJL—F
@ [iles E@IRLES
XTYTTL—FI7A VISR T ¥4 HP DT 2 n—FR—CDHDZETHIAIESL,

- ITTTETTETES

%7 Bridge

S  Backup | uUpload: | J7(LEER |SRENTLEEA |

. PPP
3 it
*% Mesh items

=
MPLS

J* Routing
System

& Queues

@ Dot1x

Files

4 File Name Type Size Creation Time
7 flash disk Jan/01/1970 00:00:08
flash/auto-before-reset.backup backup 8.3 KiB 1an/01/1970 00:00:08 Download
7 flash/skins directory Jan/01/1970 00:00:08

vi(v|v|y
[

@ PFANEERED)VILET,
® I7—LIITITANEERLC FEIIVILET,

| ] routeras-mmips-6.48.2.npk 2021/04/28 14:27 NPK J71 )l 10,276 KB
I74 &N |routeros-mmips-E.43.2.npk V| FARTOTPA U (%)
E<(0) N Foall

@ 7v7O—RLE=774LAEELIZEMEH., "uploaded” ER RSN = EEHERLET,
4 jtems

4 File Name Type Size Creation Time
J 1 flash disk Jan/01/1970 00:00:08
j flash/auto-before-reset.backup backup 8.3 KiB Jan/01/1970 00:00:08 Download
j 1 flash/skins directory Jan/01/1970 00:00:08
J |'|, routeros-mmips-6.48.2.npk +ackage Q.2 MiB Jan/02/1970 00:06:02 Download

® [System=Reboot E4")voL . FEBBEET OK £7vILET,

192.168.89.1 DAE

Do you want to reboot the router?
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® |System=>RouterBOARD "é%mb\ 57') yILET,

| Upgrade ‘ Settings || USB Power Reset H Mode Button || Resst Button |

RouterBOARD

Model

Revision

Serial Number

Firmware Type

Factory Firmware

Current Firmware

Upgrade Firmware

RB750Gr3

r4

D3030CODA4BE

mt7621L

6.46.6

6.46.6

5.48.2

@ HEREEIRTEINETDT,.0KEIJYILETS,

192.168.89.1 DAE

Do you really want to upgrade firmware?

KRN -

|System$Reboot ‘E?'J‘V7L~ HEZBmEm T OK#2)vILET,

192.168.89.1 DAE

Do you want to reboot the router?

@ [System=>RouterBOARD [&;&#R L. Current Firmware AN %7/ \—

LEHERLTLET,
RouterBOARD
Model RE750Gr3
Revision r4

Serial Number D5030C0DA4BE

Firmware Type mt7621L
Factory Firmware 5.46.6
Current Firmware 6.48.2
Upgrade Firmware 6.48.2
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7. DDNS #EEDERE S E

AREEMN A A—RYNIEEINTIVNDIES . DDNS 28 ELCRER ANV A EMBTHIEMNT
=F9,
Z ) DDNS H—E R[& MikroTik #t AMZHL TL\E Y —E X T, FIAHEIIRLELEFE A,

1.1. DDNS #BEDEXI(Web DIFH)

@ [P=Cloud[#:#4RL. [DDNS Enabled|l<F % ANET .

Cloud

| Apply | |Force Update|

updating...
DDNS Enabled

DDNS Update Interval ¥

Update Time
Public Address 0.0.0.0
DNS Name

Use Local Address []

®@ ‘DDNS Update Interval ‘(Z(is IP 7RLRIZEAEDN GO ERT HHEREADLET,
AiEEE NAT BEE T CERT 5581 T RERRELLVET,

| Apply | |F|:|r-::e Update|

updated | Router is behind a NAT, Remote connection might not work.

DDNS Enabled

DDNS Update Interval & |U'D:G'U:1'D

Update Time ]

Public Address
DNS Name .mynetname.net

Use Local Address I

X EFELIMEFRET. "cloud2.MikroTik.com”[Z UDP:15252 M /34w k(100byte FREE)EEET
BESIHYET,
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@ L—EHAA—RYMIBHFEN TV SIHE . 8E D Force Update [0 w4524 T
BIENABZEIFHEET
BERA VB IEDTUTOLIITHYET,
[RIARD )T IILE S ] sn.mynetname.net

Cloud

|. Apply | | Force Update|

updated
DDNS Enabled
DDNS Update Interval
Update Time
Public Address 146.99.216.76

DNS Name aSlS_.sn.mynetname.net

Use Local Address O

49



hEX 2 1)—X EnikinBAE

1.2. DDNS #8EDEZI(CLI DIHH)
(D DDNS H#gexBRIZLT. IP PRLRIZEILALWLAFERT IRREEAALET,
/ip cloud

set ddns—enabled=yes ddns—update—interval=30s

Q@ RT—RAREHEZELET,
/ip cloud

print

Ladmin@ikroTik] > 7ip cloud
Ladmin@MikroTik] Zip cloudy print
ddns-enakled: ves
ddns-update-interval: 10s
update-time: no

dns-name: .mynetname. net

status: updated
warning: Router is behind a NAT. Remote connection mizht not work.
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8. R—FIAT—T4 T DEKESE

R—bTAT—TAV T DERESFEHRALET .

8.1. R—FI2AT—FT 42T DETE(Web DIFE)

h

@ [P=Firewall=>NAT [&:#4RL. [Add New [E5) v LET
@ NAT DJL—ILEBMLET , (il : TCP:50000 % 192.168.88.253 [Z7+ T —KR 9 %)

EX)—X HikinBAZE

v-|'—>
ﬂ—» TOraLERIRLET .
4|_>

Chain [& dstnat Z:2RLET,

R ESEHRELFT.

To Addresses

To Poris

Enabled
Chain |dstnat
Src. Address ¥
Dst. Address ¥
Protocol & D‘ﬁ (tcp)
Src. Port ¥
Dst. Port | | 50000
Action | dst-nat
Log ]
Log Prefix

A |192.168.88.253

a |50000

1
4|_>
_f_.

Action (& dst-nat Z#IRLET .

TH+T—RHD IP PRLREASLET,

 IAT—FEDR—FESEANLES,

® NAT DJL—)LEEMLET , (TCP:50000 % 192.168.88.253 [C 74+ T —K ¥ 3)
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hEX 2 1)—X EnikinBAE

8.2. R—rI4T7—F 12T DERE(CL DIFE)
O NAT DJL—ILEEMLET , (TCP:50000 % 192.168.88.253 (2747 —K9 3)

/ip firewall nat
add action=dst—nat chain=dstnat dst—port=50000 protocol=tcp to—addresses=192.168.88.253

to—ports=50000
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9. L2TP/IPsec Z{E L= E—

hEX 1) —X HikinBAE

K745+t X VPN DREAH X

AEICTIE—FT7IVEX VPN ERBI DA EZHRALFES .

1. L2TP/IPsec VPN H—/\DR5E
IL—EDEETE (Web DIFE)

CRCER S

IP=Pool [&#iRL . [Add New & oLET,

Pool & & Addresses ZEXTEL. 57') vILEYS,

C DB Addresses [ZI1E. VPN 9547 RMZE|Y L TAIP PRLADERZHRELET .

IP Pool <RoadWarrior>

Laly || Canceal “ Apply | IREiTiuve|
Name |HoadWarrir:rr |
Addresses ¥ |102.168.80.10-192.160.80.| «

& | none A

Mext Pool

Comment |

® [PPP=Profile £#RL. [Add New [£5) 7L FET

@ TRZESHICHKRELFEY.

PPP Profile <RW-c

ook .[f‘nnmIH Apphy ] |.F|.p|1'|m.'p|
General
MName RW-ciy TOo7MILBERELET,
Local Address .. | 182 168.28.1 'r| VPN 554 F U= BEEN BT T4
Remote Address & |RoadWarrior v rMr—bDTAZHRELET,
Bridge ¥
VPN OISAT7URNZIEIYETSHIPTRL
Bridge Port Priority - bt
A Pool Z4EELET
Bridge Path Cost + .
QO EIETHERLT= Pool ZBIRLE
Bridge Horizon ¥
ER
Incoming Filker =
Outgoing Filker
Address List *
Interface List =+
ONS Sover ™ '_ﬂ.ﬁ.ﬁ.ﬁ VPN 7547 MMIERESNS DNS 4

—NERELFET,



hEX 1) —X HikinBAE

® [PPP=Interface [&:#IRL. [L2TP Server [ voLETS .

©® TRZESEICKRELES.

| Ok ][ Cancel] Apply |

Enabled

Max MTU

Max MRU

MRRU

Keepalive Timeout
Default Profile

Max Sessions

Authentication

Use IPsec

IPsec Secret

Caller ID Type

FIvIEANTT,

Ll
1450
11450
- (30
|F{W-cfg - | @DOFIETHERLIz-ZO
IT7AIVEBRLET,
# machapz machapl PRELAREERLET,
chap pap
e r Yes Z:&RL. o—UL vk

(BRTHAAF ) EHREL

9,
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hEX 1) —X HikinBAE

@ [P=IPsec|&5Z4RL . Proposals £ v ILET

Default Z71)wvoL. TRESEIZKRELET .

default
Enabled
Name default
[ Jmd5 fdshal
Auth. Algorithms [ Inull [ ]sha256
[ |shas12
[ Inull [ |des
g4 3des [ Jaes-128cbc 5 34es & aes-256chc
B -192 cb -256 cb s
|:|ae5 cbe aes che RIS,
[ |blowtfish [ Jtwofish
Encr. Algorithms [ Jcamellia-128 [ |camellia-192
[ Jcamellia-256 [ |aes-128 ctr
[ Jaes-192 ctr [ |aes-256 ctr
[ Jaes-128 gcm [ |aes-192 gcm
[ Jaes-256 gcm
Lifetime
PFS Group none v » None Z#:&IRLFET,
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hEX 1) —X HikinBAE

© [P=IPsec &R Profiles #vILET,

Default Z71)wvoL. TRESEIZKRELET .

default
Name |default |
Hash Algorithms
[ ]des [ 3des
B -128 B -1592
i . L jaes Ljaes 3des & aes-256
Encryption Algorithm fdaes-256 [ |blowfish

>
|camellia-192 #ZRLFET,

[ |camellia-128 |

o
a
3
[}
5
]
wu
=]

[[Jmodp768  F@modpl024
[Jec2n155 [ Jec2n185
[[Jmodpl1536 [ |modp2048
DH Group [Jmodp3072 [ Jmodp4096
[Jmodp6144 [ Jmodp8192
[TJecp256 [TJecp384
[ Jeep521
Proposal Check
Lifetime 1d 00:00:00
Lifebytes =
NAT Traversal
DPD Interval ‘120 v ‘s
DPD Maximum Failures |5 |

@ [PPP=Secrets[&:&IRL. Add New[£5) v LET

@ TRZESHICRELET,

PPP Secret <user=>

| Ok H Cancel H Apply | [Hemn-.re]
Enabled o
Name luser | A—HZ NRT—FEH

ELET.

Password &

Service 2ty v >l L2TP Z:&IRLET,
Caller ID
DOFIETHERLI-TOT7
Profile | RW-cfg v >

AIVEERLET
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hEX 1) —X HikinBAE

® [P=Firewall &R . [Add New[EHwILET

@ LITFOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYBHLITRSYILTRELEYS,

add action=accept chain=input dst-port=500,1701,4500 protocol=udp

Enabled L4

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol [] | 17 (udp) \ |

4

Src. Port -

Dst. Port & | |500,1701,4500 |

QO FEIETHERLIZIL—IL

o cefoonf drop all not coming from LaN

=l Bbcont. d#dp all Mt EBRning fSth LAN QL — )L EYH EISRET 5.
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L 2

hEX 2 1)—X EnikinBAE

JL—EDERE (CLIDIFE)
VPN CTHEHGLI-A—HI(CEY X THIP PRLADT—ILEERLET

/ip pool
add name=RoadWarrior ranges=192.168.89.10-192.168.89.20

PPP JO77 A IVEERLET .

/ppp profile
add name=RW-cfg local-address=192.168.89.1 remote—address=RoadWarrior dns—server=38.8.8.8

L2TP H— A A D1 —REBFELET,

/interface |2tp—server server
set enabled=yes authentication=mschap2 default—profile=RW-cfg IPsec—secret=123456

use—IPsec=yes

IPsec O proposal ZXEZZHLET,

/ip IPsec proposal

set auth—algorithms=shal enc—algorithms=aes—256—cbc,3des pfs—group=none

IPsec M profile REFZERELET .

/ip IPsec profile

set hash—algorithm=shal enc—algorithm=aes—256,3des dh—group=modp1024 nat—traversal=yes

PPP 1—HZEMLET,

/ppp secret

add name=user password=password profile=RW-cfg service=12tp

74T 94— ILDIL—)LEEBIMLET,

/ip firewall filter
add action=accept chain=input dst—port=500,1701,4500 protocol=udp place—before=1
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9.2. L2TP/IPsec VPN S5A T DR E

L 4
@

@

AI—hr 7+ DIGE (iPhone)
BRESVPN[ERRL.
ofl au 40 13:38 - 100% ‘
BE
mAE

______________________________

tOURE

294~ L
H D [

TRESHICRELEY .

aal 3 40 13:39 1000 ) +
WREEBM %
v
R hEX

FROVk usar
RSA SecuriD
LA AL AL L)

KA =

-7 ssssenes

TATOES EXE

giwlelrjtiyviulijolp
ajs|diflalhlilk]l

g Z Ixiclvibinim s
123 28 &3

ED
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hEX 1) —X HikinBAE

VPN B REBM - ERYTLET

il au 40 13:38 & 100 +
£ VPN
R

4, L2TP&ERLET,

> EEOHAZANLES,

_-»;l,—aa)b“n—ml, IP 7RLRELLIEHRRFEEAHLE
&2 \ o

— PPP=Secrets T&HREL-1—
17 FRERTI-FEANLET,

» PPP=Interface=L2TP Server THELT=
IPsec Secret # AHLET,



hEX 2 1)—X EnikinBAE

@ VPN #EE=>RROERIZHEIRILEIYT T HE VPN H—/\EHEffENET .

ofl au 40 (9 13:39 o 100% .

' VPN

___________

@ "V EIVTTHE RT—RADVHERTEET,

ol 3 40 (99 13:52 @ $00% .- |
{ VPN hEX
YA S
Fhoub
P LR +——» IP=Pool KLU PPP=Profile TEXE LT-%iF
DIPFELANEIYETEND,

420 h]
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hEX 1) —X HikinBAE

€ Windows10 D&
D BESFRINT—HEUE—FUr=>VPNIERRL.
@ TEESEIZHRTELET,

VPN % B g A vILET,

VPNEEEZE N
VPN O/ 45—

EEDORFEANLES,

YR EEET LA

VPNOESE

FMHEXBEXF—FFE- I
L2TP/IPsec Z:&RLET
SR

PPP = Interface = L2TP
Server T & L 7= IPsec

Secret #FAHILET,

YA EROER

PPP=Secrets T&EL-1
SERT-R AT —HRZENRRT—FEAHALE
00000000 £l

v T NERERTFS S

@ [FETEDFATL vt LTS HEIVILET,

TATI-DATYIRERT 3
HEDFERAT IV ELTETS
FykI-HEHEERTYE-

Windows J74{FIA-)

@ KIFEMERLI- VPN EROTONT1ERAEET,
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hEX 1) —X HikinBAE

B tXa)F42TIZT. " ROTOraILEHR[T B EEIRL.
Microsoft CHAP version 2IMS-CHAP v2)I[ZFzvIE ANT. OK 5 )vHoLET .

3 hEx@TO/Fe X

£ AJyay EFIUTM Febko-o 5=E

VPN EE(T):
IPsec ERIRLELA¥- 2 byRUZS ORI (L2TP/IPsec) ~
FHEES
F-9MESED):
EEHkIE g (ESLELTEEELET) bl
=i
O HEESIFTORIL (EAP) BEI(E)
70/{F4(R)

@ EOFORINESATTP)

[ ESanTLELWIAT-F (PAR)U)
OFvbyy NyFozFEETORN (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)

CIWindows DOJAY &EITAT-F (B&UFA VA BAEEE
FALY) EEEICES(A)

ok N[ #even

® #EmLES .

0-33 hEX
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hEX 21)—X

S

10.EolP/IPsec i ALI-#L AR —t 4~ A2k VPN DREH*

UTDRYETI—IRESZE(IZ, MikroTik DB VPN T#HS EolP & IPsec ZERALT2#L AR
TR—ET ArD VPN #8E I 55:EZF5RBLES .

RouterA
WAN:10.10.10.1/24
LAN:192.168.88.1/24

PC-A
192.168.88.11/24

. "
- L
* EolP Tunnel ..'.

PC-B
192.168.88.12/24

RouterB
WAN:10.10.10.2/24
LAN:192.168.88.2/24

PC-C
192.168.88.21/24

10. 1. RouterA MEXE (Web DIFS)
@ Quick Set [CTIP PRLRZEHRELET .
Mode * Router Bridge
Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 1255.255.255.0 (/24) ¥ |
Gateway 10.10.10.254 |

DNS Servers b

MAC Address B3:69:F4:86:71:84 |

IP Address 192.168.88.1 |

Netmask 255.255.255.0 (/24) v |
DHCP Server ]
NAT v

63




hEX 1) —X HikinBAE

@ [nterface=>EolP Tunnel [&&iRL . %:’7'J YILET,
Q@ THZESZEICHRELET,

Enabled
Name |eoip—tunnel1
Type EOIP Tunnel
MTU ¥
Actual MTU 1408
L2 MTU 65535
MAC Address [FE:OD:FA'A5:83:9F |

ARP Timeout ¥

Router A WANRIZRLREAALET,

Local Address ¥

Remote Address |10.10.10.2 | Router BOWANBI7RLRZAALET,
Tunnel ID |‘| | EFEOrRILIDEAALET,
IPsec Secret  a | ...... | Tunnel ID & IPsec Secret (XA D IL—73

| TRLCEICT DB ENHYFET,

Keepalive & |00:OO:10 | |10
DSCP | inherit ~ |
Dont Fragment no v
Clamp TCP MSS
Allow Fast Path O FvoENLET,

@ [Bridge=Ports [&:®=RL.[Add New o ILET,

® TRZEZSEICHRELEY.

Enabled v

Interface | goip-tunnel1 | ER LTz EolP /2371 —X%& AT S

th IR—rDFAET BT UV ERILT Y

VICERELEY,

Horizon ¥

Learn auto v
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hEX 1) —X HikinBAE

® [P=Firewall [£;ZIRL . [Add New £/ LET

@ LTOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYBHLITRSYILTRELEY,

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ifiress Rssress Prot...
;+: special dummy rule to show fasttrack counters
= D 0  passthrol forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept input
.+ defconf: drop invalid
-] 2 ¢ drop input
.+ defconf: accept ICMP
-|p] 3 & accept | input 1 (icmp)
-| o] 4 « accept | input 47 (gre)

;+» defconf: drop all not coming from LAN

|| 5 ¥ drop input

drop all not coming from LAN @ JL—)L &Y EIZEEE T 5,
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hEX 1) —X HikinBAE

10. 2. RouterB MEXTE (Web DIFEE)
@D Quick Set IZTIP PRLARZEHRELET .

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.2 |
Netmask 255.0.0.0 (/8) |
Gateway 10.10.10.254 |

DNS Servers v

MAC Address B8:69:F4:81:D0:26 |

IP Address 192.168.88.2 |

Netmask 255.255.255.0 (/24) v |
DHCP Server O
NAT v
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hEX 1) —X HikinBAE

@ [nterface=>EolP Tunnel [&&iRL . §7U YILET,
Q@ THZESZEICHRELET,

Enabled
Hame enip-tumnel
lypes EnlP Tunine
MTU -
Actual MITU 1=03
L2 MTU 65535
MAC Address FE DC:CEBXET 13 |

ARP enabiad v|

ARP Timeout =

Local Address  * Router BOWANBI7RLRZFAALET,

Remote Addross 10.10.101 ] Router AW WANEI 7KL RZE=AALET,
Tunnel 1 | EBOMHIL D EANLET,
IPsco Soorek a0 wees | Tunnel ID & IPsec Secret (XA D IL—4
Keepalive « DOO0-10 | [10 | TRCEICT 2RELBYET,
DsCr inharit v
ont Fragment g1 o
Clamp TCP MSS
Allow Fast Path 7 FryOENLET,
@ PBridge=>Ports [&i&IRL.|Add New [EZ v ILET,
® TR#SEIZHELET,
Enabled v
Interface | goip-tunnel1 | ER LTz EolP /2371 —X%& AT S

th IR—rDFAET BT UV ERILT Y

VICERELEY,

Horizon b d

Learn auto v
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hEX 1) —X HikinBAE

® [P=Firewall jEIRL . [Add New [ LET,

@ LTOBYITIL—ILEBEL. TI4)LTEET S [drop all not coming from LAN |0 JL—)L
FYBHLITRSYILTRELEY,

Enabled v

Chain input v

Src. Address ¥

Dst. Address ¥

Protocol a D‘47 (gre) v

# Action Chain i:ictiress ggﬁress Prot...
;+: special dummy rule to show fasttrack counters
= D 0 passthror forward
;31 defconf: accept established,related,untracked
jﬂ 1 o accept  input
.+ defconf: drop invalid
jﬂ 2 *K drop input
.+ defconf: accept ICMP
-|p] 3 o accept | input 1 (icmp)
—| D| 4 o accept | input 47 (gre
;+» defconf: drop all not coming from LAN
jﬂ 5 K drop input

drop all not coming from LAN @ JL—)L &Y EIZEEE T 5,

EFE M EolP Tunnel YEAEEIZ IPsec Secret # AALEMNST-15E . BEESILEL T EolP #1&E
HEFITN, ABDIS TN BB L ELTERESINET,

€ 3% :EolP Tunnel EERJIL—T vk

FT—F K51t RouterA=>RouterB RouterB=>RouterA
EolP =L 585Mbps 545Mbps
EolP/IPsec Y 36.7Mbps 36.9Mbps
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10.3. RT—RADHEEE (Web DIFE)
Interface=>EolP Tunnel [&&RL. L FOEEEHELET .

@ EolP b7~ JLIE &/ (Running DRI H D)

hEX 1) —X HikinBAE

4 Name Type ’:ﬁﬁa' L2 MTU Tx Rx
-] eoip-tunnell EoIP Tunnel 1408 65535  62.7 kbps 5.4 kbps
@  EolP bR LIEEFKLERF (Running DFRRHELY)
Actual
4 Name Type St L2 MTU Tx Rx
-|p] eoip—tunnell EolIP Tunnel 1408 65535  0bps 0 bps
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hEX 2 1)—X EnikinBAE

10. 4. RouterA MEX5E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

(2 WAN O DHCP-client #e4EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

3 LAN D DHCP-Server HReZEIZLET,

/ip dhcp—server

set numbers=0 disable=yes

@ EolP o LEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.2 tunnel-id=1

allow—fast—path=no keepalive=10s,10

[Psec—secret=123456

FER:

1) Fast—path #8E(d IPsec ANE DG EIZIZFEREEEFE A,
2) BEE1E (Psec) N EDIZE (L. IPsec—secret ZHIRLET,
3) remote—address [ZrF AALGTNIFLEYEE A,

4) tunnel-id [ RouterA & RouterB TWAY BILIZL TLIZELY,

® EolP % Bridge |2 BILET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® IFFATIA—ILICIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

@ NTP OS5AT7UrDBELZEMLUET , #BITIE, ntp.nictjo ZE )

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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hEX 2 1)—X EnikinBAE

10.5. RouterB ME%E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

(2 WAN O DHCP-client #e4EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

3 LAN D DHCP-Server HReZEIZLET,

/ip dhcp—server

set numbers=0 disable=yes

@ EolP o LEERLET,

/interface eoip
add name=eoip—tunnell remote—address=10.10.10.1 tunnel-id=1

allow—fast—path=no keepalive=10s,10

[Psec—secret=123456

FER:

1) Fast—path #8E(d IPsec ANE DG EIZIZFEREEEFE A,
2) BEE1E (Psec) WA EDIZE (L. IPsec—secret ZHIRLET,
3) remote—address [ZrF AALGTNIFLEYEE A,

4) tunnel-id [ RouterA & RouterB TWAY BILIZL TLIZELY,

® EolP % Bridge |2 BILET,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

® IFFATIA—ILICIL—ILEBMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

@ NTP IS5AT7UrDBELZEMLUET . #BITIE, ntp.nictjo ZE )

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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10.6. RF—2XDMFE(CLIDFES)
UTDav bz AALET,

hEX 21)—X

S

/interface eoip print

@ EolP b7~ JLIE & /KF (Running DRI EH D)

[ @ 1>

Flags: X — disabled, R - running

® R "epip-tunnell" auto 1408
enabled

FE:BD:FA:A5:83:9F
off
0.0.0.0
inherit
no

@ EolP b2 JUREE FELEEF (Running DRRAELY)
[ @ 1=
[ @ ] =
Flags: X - disabled, R - running
2] "eoip-tunnell" auto

FE:OD:FA:A5:83:9F
off
0.8.8.8

enabled

inherit
no
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192.168.0.182

192.168.0.1602

65535
auto
5s
1
"123U56"

1
"123456"

default
5m
10s,16

default
5m

10s,10




hEX 1) —X HikinBAE

1.8 IP DFE/NAMILIL—3%FERLT- EolP/IPsec MDERTEH %

LUTDORYEI—HORESZE(Z, MikroTik DI H VPN T3 EolP & IPsec Z{EHALTEIMIP %
BOENSILIL—FZHTOH VPN %L 55 E5HBLET .

WANIF WAN TP
BHMIIP(DDNS) HRIIP(DONS)
/ |
| WAM TP

WaHN IP
152.168.0.101
Rouler A
s

|

4)))
/xfzﬂxmm 5
LAM TP
LAN I
192.168.848,1
192 1&66.0.10

LB —Fw b

EalP over IPsec VPN

(c D

\ L=

\ 192.168.0.101
Router B

E A ILIL—F LA TP
LaM.Iz 182 .162.68.2
192.165.0.10

Z

192.168,1.10,24

R T A ey 0

&/

192.168.1.20/24

¥ FHTBE/NMILIL—EH Symmetric NAT E—KDIFE . Cone NAT E—RIZEE T EIHE

AHYFEY
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hEX 2 1)—X EnikinBAE

11.1.  RouterA MEXE

LAN D IP PRLAEWAN @D IP PRLREHRELET,

/ip address
set numbers=0 address=192.168.88.1/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ FTIAILNT—RHTAIZENAILIL—ED LAN Bl IPEAALET,

/ip route
add distance=1 gateway=192.168.0.10

WAN @ DHCP-client #4EEZEMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

@ LAN @ DHCP-Server #&REFESNZLET,

/ip dhcp—server

set numbers=0 disable=yes

@) DNS Server Z/TELET,

/ip dns

set servers=8.8.8.8

@ DDNS #gexARIZLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS ¥EEXAMIZTBET. BT O—/N\IL IP ZBEED KA TRCIENEEFET,
RARBIXEE T, IIL—2D ) 7 IILE B> sn.mynetname.net BNEIY B THENFET,
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hEX 2 1)—X EnikinBAE

EolP o R ILEERLLET .

/interface eoip
add name=eoip—tunnell remote—address=<Router B @ /1) 7 JL & & >.sn.mynetname.net

tunnel-id=1 IPsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FEA:

1) Fast-path #BE(XERALREE A

2) IPsec—secret [ZI&, KYGEREG/ ART—RZEA L TLZELY,
3) tunnel-id [& RouterA & RouterB TA 3 B UIZLTLEELY,

EolP % Bridge [ZIBMILEY,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT7 94— )ILIZIL—ILEEMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 bDEZREEEBMLET , PFITIE. ntp.nictjp Z{EMA)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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11.2. RouterB D%

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.88.2/24
add address=192.168.0.101/24 interface=ether1 network=192.168.0.0

@ FTIHILNT—RHYTAIZENAILIL—ED LAN Bl IPEAALET,

/ip route
add distance=1 gateway=192.168.0.10

3 WAN O DHCP-client #eZ EMIZLET .

/ip dhcp—client

set numbers=0 disable=yes

@ LAN O DHCP-Server H&REZESNIZLET,

/ip dhcp—server

set numbers=0 disable=yes

® DNS Server Z/TELET,

/ip dns

set servers=8.8.8.8

® DDNS #gexARIZLET,

/ip cloud

set ddns—enabled=yes ddns—update—interval=1m

DDNS ¥EEXAMIZTBET. BT O—/N\IL IP ZBEED KA TRCIENEEFET,
RARBIXEE T, IIL—2D ) 7 IILE B> sn.mynetname.net BNEIY B THENFET,
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EolP o R ILEERLLET .

/interface eoip
add name=eoip—tunnell remote—address=<Router A @D /') 7 JL & B >.sn.mynetname.net

tunnel-id=1 IPsec—secret=123456 allow—fast—path=no clamp—tcp—mss=no keepalive=10s,5

FEA:

1) Fast-path #BE(XERALREE A

2) IPsec—secret [ZI&. KYUGEREIG/ AR T—RZEA L TLZELY,
3) tunnel-id [& RouterA & RouterB TA 3 B UIZLTLEELY,

EolP % Bridge [ZIBMILEY,

/interface bridge port
add bridge=bridge interface=eoip—tunnell

T7AT7 94— )ILIZIL—ILEEMLET,

/ip firewall filter

add action=accept chain=input protocol=gre place—before=1

NTP 9547 bDEZREEEBMLET , PFITIE. ntp.nictjp Z{EMA)

/system ntp client

set enabled=yes primary—ntp=61.205.120.130
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11.3. RT—3ADHE
UTDav bz AALET,

hEX 21)—X

S

/interface eoip print

@ EolP b7~ JLIE & /KF (Running DRI EH D)

[ @ 1>

Flags: X — disabled, R - running

® R "epip-tunnell" auto 1408
enabled

FE:BD:FA:A5:83:9F
off
0.0.0.0
inherit
no

@ EolP b2 JUREE FELEEF (Running DRRAELY)
[ @ 1=
[ @ ] =
Flags: X - disabled, R - running
2] "eoip-tunnell" auto

FE:OD:FA:A5:83:9F
off
0.8.8.8

enabled

inherit
no
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192.168.0.1602

65535
auto
5s
1
"123U56"

1
"123456"

default
5m
10s,16

default
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hEX 1) —X HikinBAE

12.L2TP/IPsec Z{E AL =#Lm R VPN DERE Fi%

LTDRYNI—IRESZEIZ, L2TP/IPsec Z{FERAL T2 AR D VPN 218 E T L5 5% 0
*9,

uh
N
(_

Internet RouterB

WAN:10.10.10.2/24

- A LAN:192.168.89.1/24
Routera antiENg,

WAN:10.10.10.1/24 .1.‘ * IpSec Tunnel "q,.
LAN:152.168.88.1/24

|
/ PC-A

192.168.88.254/24 PC-B
ali—— 152.168.89.254/24 -
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12. 1. RouterA MEXTE (Web DIFE)
@D Quick Set IZTIP PRLARZEHRELET .

Mode ® Router Bridge

Address Acquisition ® Static Automatic PPPoE
IP Address 10.10.10.1 |
Netmask 255.255.255.0 (/24) v |
Gateway 10.10.10.254 |

DNS Servers ¥

MAC Address |BB:60:F4-86:71:84 |
IP Address 192.168.88.1 |
Netmask 255.255.255.0 (/24) ¥ |
DHCP Server 0
NAT v

@ [P=Pool[&:&IRL . [Add New[EHUwHLETS .

@ THRZEZEICHKRELEY.

Name ‘LQTP-PDOI |
FEEDRRIEIEEDT7RLAEHETHRELET,
SLINESEES |1-1-"-1'1-"-1-"OD | | CoOFELRH L2TP 4547 MzEIYIRO M E
Next Pool A | None v ¥

@ PPP=Prfies AL Ao New & 7L ET

® TRZEZSEICHRELEY.

Name  |L2TP-Profile EEOAMERELET.

Local Address a |L2TF“—POOI

e LT= IPPool Z5&IRLET,

Remote Address a |L2TF“—PO0I
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® |PPP=>InterFace |§E*RL~ €7IJ‘77L$T°

@ TRZESEICKRELES.

Enabled v FIvIEANT, L2TP H—N\ZEMIZLET,
Max MTU 1450
Max MRU 1450
MRRU hd

Keepalive Timeout a |30

Default Profile | default v ‘

Max Sessions ¥

o # mschap2 |# mschapl
Authentication
+| chap + pap

Use IPsec required Z:&IRL. IPsec TOEBSILEZEHIZLE
IPsec Secret |secr:—:—t 7o

IPsec Secret # AJILFET .

Caller ID Type
PPP=>Secrets [Z2RL . Add New 5w LET

Q@ THRZESEICHRELET,

Enabled v
Name L2TP-01 EEOLI—HEERELET.
Password & |testtest FEEQ/IRT—FH#HRELET,

Service 12tpZEIRLET .

CallerID

Profile | L2TP-Profile v FIFEERLIZTOT7MIILERIRLET,
Local Address ¥
Remote Address v
Routes & |192.168.89.0/24 RouterB @ LAN IRy —0% AHLET,
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[IP=Firewall [£;24RL . [Add New [/ LET .
O FTRESEIHELES,

add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp

Enabled

Chain

Src. Address

Dst. Address

Protocol

Src. Port

Dst. Port

-

.

b4

input v

(117 (udp) v |

[]/50,1701,500,4500 |

hEX 1) —X HikinBAE

@ {ERL1=)L—IL% " defconf: drop all not coming from LAN"DJL—)LKYHL EICERELET

Src. Dst.

# Action Chain e Y es Protocol Src. Port  Dst. Port
i+ special dummy rule to show fasttrack counters
-] D 0 1 passthrol forward
;+; defconf: accept established, related,untracked
jm 1 o' accept | input
;3 defconf: drop invalid
=] 2 ¥ drop input
;+; defconf: accept ICMP
-|o] 3 o accept | input 1 (icmp)
| =] 4 o accept | input 17 (udp) 50,1701,500,4500

;3 defconf: drop all not coming from LAN

jﬂ 4 ¥ drop

input

drop all not coming from LAN M JL—)L &Y EIZEEE T 5,
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12.2. RouterB MEXE (Web DIFEE)
@D Quick Set IZTIP PRLARZEHRELET .

Address Acquisition ® Static Automatic PPPOE
1P Address 110.10.10.2 |
Netmask | 2552552550 (/24) v |

Gateway 110.10.10.254 |

DNS Servers ¥

MAC Address |B8:69:F4:81:D0:26 |

1P Address 1192.168.89.1 |
Netmask | 255.255.255.0 (/24) v |
DHCP Server Ci

DHCP Server Range . 192.168.89.10-192.168.89 |

NAT

@ [nterfaces=Interface [&ERL .
® TEESHITHRELET.

Add New=L2TP Client[&4"J v LET,

Enabled
Name [12tp-outt R EEDRFEHRELET .
Type L2TP Client
Actual MTU
Max MTU [1450 |
Max MRU [1450 |
MRRU
Connect To 1010101 —_— RouterA MY O—/3JL IP PRLRZEIRELET,
User  |L2TP-01 |I—{  , RouterA ITHRELIzA—HREL/RT—FEAND
Password — [y LFET,
-
Keepalive Timeout & |60 |
Src. Address
Use Peer DNS no v
Use IPsec
IPeec Secret (o] S i RouterA | TEXE LT= IPsec Secret Z AJILET,
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@ [P=Routes [£Z{RL. [Add New[E4) v LFET,

® TRZESEICKRELEY.

Enabled '
Dst. Address  [192.168.88.0/24 | RouterA O LAN v h T —2Z ATILET
Gateway ¥ |I2tp—0ut1 v | reachab L2TP 95A T DA AT —REZERLET,

Check Gateway ¥

Type Unicast Z:&IRLET .
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12.3. RouterA MEX5E (CLI MIFE)

@ LANDIP PRLREWAN D IP PRLRERELES

/ip address

set numbers=0 address=192.168.88.1/24

add address=10.10.10.1/24 interface=ether1 network=10.10.10.0

@ L2TP AD IP PRLARAT—LEERLET .

/ip pool

add name=default—dhcp ranges=192.168.88.10-192.168.88.254
add name=L2TP-pool ranges=1.1.1.1-1.1.1.100

@ L2TP OTOT77AIILVEERLET .

/ppp profile
add local-address=L2TP—pool name=L2TP-Profile remote—address=L2TP—pool

@ L2TP H—/\EHRELET,

/interface |12tp—server server

set enabled=yes IPsec—secret=123456 use—-IPsec=required

X IPsec-secret [ZIE, KYsEELL—ILyhF—F A AL TLESELY,

® PPP Secret 58 ELFET,

/ppp secret
add name=L2TP-01 password=testtest profile=L2TP—Profile routes=192.168.89.0/24 service=I2tp

3¢ password [Z1&, KYsREZL/ SR T—FE# A BL TS0,

® Firewall [ZT UDP:50,500,1701,4500 ZEFaJLE 3,
add action=accept chain=input dst—port=50,500,1701,4500 protocol=udp
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12. 4. RouterB ME%E (CLI DIFE)

@D LANDIP PELREWAN D IP PRLREZHRTFELET,

/ip address
set numbers=0 address=192.168.89.1/24
add address=10.10.10.2/24 interface=ether1 network=10.10.10.0

@ L2TP 9SAT7 DA BT —REEBLET,

/interface [2tp—client
add connect—t0=d5030c395e67.sn.mynetname.net disabled=no IPsec—secret=123456 ¥

keepalive—timeout=60 name=I2tp—out1 password=testtest use-IPsec=yes user=L2TP-01

@ H—/\® LAN IRy, T —OADIIL— T —T 4T T—TILIZEMLET,

/ip route
add distance=1 gateway=192.168.0.10
add distance=1 dst-address=192.168.88.0/24 gateway=I2tp—out1
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13.IP PRLRZEN TLES = LA EFKVDENGES

HEL.IP PRLRZENTLESZBE LML TEOT AU HELZVES (X MikroTik DJL—
REEY—)LTHD WinBox FHIHLLEESLY,

WinBox TI&.IP 7RLRZEF>TULVEWIL—2TH>TH. MAC FRLRABHTHREEEETOC
ENHEFET,

@ MikroTik @ HP (https://MikroTik.com/download) M5 WinBox 4 > O0—KLET,
HFELD Windows D/ \—3 2 [2HHE T 32bit/64bit ZERL TSN,

® MIKFroTIK HAROWARE  SOFTWARE  DISTRIBUTORS  SUPPORT  TRAINING  ABDUT Q@

DOWNLOADS

ROUTER0S SWITCHOS CHR WINBOX MOBILE TooLS CHANGELOGS

WinBox

“

V4.3

Advanced desktop utility to manage Router0S limitless configuration options. With WinBox you can setup any of MikroTik products.
Available for all desktop operating systems.

[ =macos (universal) @
O Linux (64-pit)
O windows (64-0it).

[ windows (armés)

@ HyoO0—KLtE=274 L% EL. Winbox ZEBILET ,
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Q@ EBROEEIIUTORBYELGYET.

hEX 1) —X HikinBAE

Neighbors 3T M5, Ry b —HiEfEEINT=)L—4% MAC PRLAR—RATHERTEHIENT

%i—g_o

@ WinBox 4.3

© mikroTik

Connect to
Login  admin

Password

Workspace  <owns
RoMON Agent

Save to list

L

192.168.88.1

= O x
Saved  Neighbors
@ Find | ¥ Fiter O
4% Actions
MAC Address ~  in + - v Apply e
MAC Address 1P Address. ~ Identity Version Board
48:8F:5A.62.74:A7  192.168.88.1 MikroTik 6.49.18 (long-term} RB750Gr3 |

Remember password

Connect to ROMON
in new

with password

1 v1 P live

@ $ERLT=hEX £ v 9L, [Comnect RELESY T B ET GUI EBIKCENTEET,

MAC Address ZE8n%& ") v 9 %& MAC ZfERALT-1EEIZ. IP Address 71w 3 5L 1P
TOEHRELRYET,

RoMON Agent

—

Connect to 192.168.88.1
Lagin admin
Password | seses :|
Remember password
Workspace <OWnN=

Connect to RoMON

open in new

® FDHOEKRIIZIEIX WEBFigWEBGUDEFEEHYEH A
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hEX 2 1)—X EnikinBAE

14. XY R ERRBAICDOUNT

Router OS MFFMIE<Y =27 ILIZDWNTIL, LTDY UM MikroTik D Wiki &2 SBBIZELY,
[URL] https://manual.MikroTik.com/docs/introduction/
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15. 8 )IL—3DNEEENIZDNT

15. 1.

Ethernet R JL—F v

hEX 2 1)—X EnikinBAE

hEX lite (RB750r2)

1518byte 512byte 64byte
E—F | ®&E
Mbps Mbps Mbps
&wmL 493.0 480.9 120.2
Bridging
25 bridge filter rules 493.0 370.3 48.3
&wmL 493.0 480.9 1115
Routing | 25 simple queues 493.0 405.1 51.8
25 ip filter rules 493.0 213.0 27.0
hEX (RB750Gr3)
1518byte 512byte 64byte
K e
Mbps Mbps Mbps
#EL 1,972.2 1,817.4 5320
Bridging
25 bridge filter rules 1,972.2 688.5 89.2
L 1,972.2 1,820.3 529.9
Routing 25 simple queues 1,972.2 735.6 87.8
25 ip filter rules 1,128.2 3854 48.0
X% EBOBERECOVTRTFAMEETOT—20k0. SEREE T COREERIT

THLDTEHYFEE A,
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15.2. IPsec RJIL—TFvk

hEX 2 1)—X EnikinBAE

hEX (RB750Gr3)

1400byte 512byte 64byte
E—K BXTE

Mbps Mbps Mbps

Single tunnel AES-128-CBC + SHAT 469.3 1733 21.2
256 tunnels AES-128-CBC + SHAT 469.3 179 21.9
256 tunnels AES-128-CBC + SHA256 472.6 181.9 21.9
256 tunnels AES-256-CBC + SHAT 358.4 163.8 20.7
256 tunnels AES-256-CBC + SHA256 359.5 162.6 20.7

X EHBOBERECOVTEITAMRETOT 2016, SEHKRET CORELERSL
THLDTIEHYEE A
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16. Wi
LS hEX lite (RB750r2)
CPU QCA9533
CPU RAiR# 850MHz
CPUI7# 1
AEY 64MB
AN —TRE 16MB

RouterOS (License Level 4)

VPN IPsec. L2TP, PPTP. GRE, OpenVPN, SSTP, EolP

tXal)Ts T7AT 04—l

EIEREE HTTP (Web 75 4) | Telnet. SSH, SNMP

P LAN -|-—|~ RJ-45 10/100BASE-TX x4
WAN 7R—k RJ-45 10/100BASE-TX x1

ik (W)113 x (H)28 x (D)89Imm (ERBEREET)

BE 130g (RIADH)

BiR DC8~ 30V

BXHEEND 2W

B{EiREE -40~+70°C

- 826L VCCI Class A, RoHS10 )&

B R 1
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hEX 2 1)—X EnikinBAE

Has hEX (RB750Gr3)
CPU MT7621A

CPU [iR¥ 880MHz
CPUI7# 2

CPU XL vk 4

CPU MT7621A

AE) 256MB

AN —TBE 16MB

0S

RouterOS (License Level 4)

VPN IPsec, L2TP, PPTP, GRE, OpenVPN, SSTP, EolP
t¥al) 71 T7AT 24—
EEREE HTTP (Web I 574) | Telnet, SSH, SNMP
LAN 78—k RJ-45 10/100/1000BASE-T x4
1371 —R -
WAN 7R—k RJ-45 10/100/1000BASE-T x1
“tik (W)113 x (H)28 x (D)89mm (ZEFBEREET)
EE 150g (KD H)
EiR DC8~30V
BXHEBA 10W
ERE -40~+60°C
Fi4% - SRELE VCCI Class A, RoHS10 #1&
S REEHR 1 4R
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17. REEREE

*

*

*

*

*

*

BEMNMIERDAGEICIE, BHHRETYR—IETITERZEL,

1) EEEKEINDANCS—E. CORKRAZEZE SRS,

2) AHRKOFREHEADBAKEIZOEELTITREBESETHEEFT,
3 HEORBFICEY. BETIERFREDTMIZSE TEENHYFET .
4) BUEADEHIEEHROAELESETREEI D TI THRIZSL,

MEAT RRFEHAR -
CREABKY 3, AM (3 TOIREBRERERR. KIBERFREICLDR)

S AREE AR -
(KF) CBABEY 1 R (BFEMYICKHEE, F(ETHEXI)

RAEFEARTH>TH UT OGS THEBELSETESES.
(BETELNEELHYET)

1) FERLEDRY. BERICIHEEOLEICKHHIE, BI5
2) BAREE.VE.EEBEZTOMNBISERT K. 1815
3) AHRITKEN-BRLEICLIDIBFBRAERSIN-HE

RIARZBEF T EREBELLGYET OTIEELIZEL,

—ERDHRBRIL. REEARKRNICEE T DHEZALTEYET . ChoDHEERITIBERIC
REZDHELET DT, BEBRNMToERERARFEDODNET . BN AVFET A, BEE
CIRRRTACHTIC. RERBERERICTHEAILSLY,

AERBICERT BT PHEDBRITOVTIHHERLEE A,

EEPEPICEFHIRBROBELHLIE, EXMIZToTEYER A AR, HEYR—+
LRI THISSETEVWTEYET . AEYR—HMIDEELTRESEVLIFORFEREIZTS
FRFRLSIZSLY,

AHBOREFBAEATOFERIZEVNTOHAEMNTY,
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-

WA I EM-BEVEhEL \

NTIAV—BAEH] HRFTYR—+
ZAtEFE: FH(EBHA. F£XFR, SRR AZR 9:00~17:00
TEL: 0570-060030
& 74 —.L :https://hytec.co,jp/contact/technical_support_form.html
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